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1 Reason for Contribution

The comments received during the SUPL 2.0 Consistency include a number of comments which are security related.

LOC would like to request the security group to address these comments and provide an applicable resolution.
2 Summary of Contribution

List of security related comments received during Consistency review.
3 Detailed Proposal

-.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Address security related comments and provide applicable resolution;
1. OMA-TS-ULP-V2_0-20070927-D

http://www.openmobilealliance.org/ftp/Public_documents/LOC/Permanent_documents/OMA-TS-ULP-V2_0-20070927-D.zip
	D49
	2007.10.10
	T
	6.1.2.1
	Source: Ericsson
Form: Doc#0039
Comment:  Regarding third bullet:

There is a mechanism in GBA to get different keys for different protocols between the UE and the NAF. This mechanism is mandatory to use and relies on that you have to include a protocol ID in the request for a NAF key from the BSF. The protocol IDs can be assigned by the OMNA. It is seen as preferable to use this mechanism instead of having a second FQDN for the SLP.

Proposed Change: 
	OPEN To be validated by security experts. CR required: Ericsson

Ref. SEC CR:

OMA-SEC-2008-0006-CR_SUPL_2_0_TS_ULP_ConrrD49_GBA_ProtocolIdentifier

	D51-2
	2007.10.10
	T
	6.1.5.1
	Source: Ericsson
Form: Doc#0039

Comment:  To prevent DoS attacks it is suggested that the format of the E-SLP FQDN is restricted to "E-SLP.*.*.*" This would allow for operators to filter DNS lookups to illegal E-SLPs.

Proposed Change: 
	OPEN Postponed

Check with security experts.

	D382
	
	T
	5.1.22
	Source: Nokia

Comment: Does this now bring security hole. Can some one send fake SUPL INIT with own SLP address and this way get persons location. This especially dangerous as normally in emergency case SET will not check privacy or even inform user. One way to go around of this is to have own separated E-SLP preconfigured to each phone or use predefined address like 112.<operator>.com. Even with this approach there is risk of DNS hijacking but the risk still less than this solution

Proposed Change: recheck and enhance security if needed (CR TBD)
	Status: OPEN



	D392
	2007.11.30
	T
	6.1.1.4
	Source: Nokia

Comment: As per TLS RFC "Minimizing TLS Handshake" can be termed as "Abbreviated Handshake".  This way it becomes easier for communication during testing and other activities.

Proposed Change: Sync terms with the RFCs to avoid confusion
	Status: OPEN

Validate comment with SEC.

	D393
	2007.11.30
	T
	6.1.1.4
	Source: Nokia

Comment: Under "The H-SLC CAN choose whether or not to resume a TLS session, using the following guidelines", third bullet:  In SUPL 2.0, each SUPL session, for e.g. Triggered session, can take place with 2 different connections.  During these connections, the IP address assigned for the SET could be different.  But if the TLS session cache is still available, that can be used for minimum handshake (abbreviated handshake)

Proposed Change:  change “MUST NOT” into “MAY” and clarify conditions
	Status: OPEN

Validate comment with SEC.

	D394
	2007.11.30
	T
	6.1.4.1
	Source: Nokia

Comment: Bullet 5, In SUPL 2.0, each SUPL session, for eg. Triggered session, can take place with 2 different connections.  During these connections, the IP address assigned for the SET could be different.  But if the TLS session cache is still available, that can be used for minimum handshake (abbreviated handshake). In this case, IP address of the SET changes.  But still SET can be authenticated with the current IP address.

Proposed Change:  clarify conditions
	Status: OPEN

Validate comment with SEC.

	D395
	
	T
	6.1.5.2
	Source: Nokia

Comment: This does not protect user form fake location queries which then causes A) money lost in form of data connection B) user lost his privacy. In SET there must be way to authenticate is SUPL_INIT message real or is someone try to fool the system. CRITICAL!!  There’s only partial fix for this which handles the case B i.e. SET always uses this “e-slp.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org” when it connects to E-SLP. This still not take a way the case A which is also critical even white list do not remove this problem.

Proposed Change: (CR TBD) 
	Status: OPEN

Validate comment with SEC.

Somewhat related to comment D51-3.

	D396
	
	T
	6.1.6
	Source: Nokia

Comment: End-to-end security is optional: This still allows fake messages and SET will connect to H-SLP and send some data. In practice only bad thing here is the data cost which end user must pay

Proposed Change: 
	Status: OPEN

Validate comment with SEC.

	D397
	
	T
	6.1.6.4.2
	Source: Nokia

Comment: It is not good that set must create data connection to NW and send data just for verification reason. Already this data connection cost for user! WAP PUSH/SMS must be protected in a way that SEN can do the authentication of the SUPL INIT without connection to NW. Lesson learned from SUPL 1.0

Proposed Change:  Maybe one way to do this (at least minimize the risk) is that spec mandate that SUPL init includes SLP address and SET can check if it is same as configured in SET, if not or if it doest not exist SET will reject the request
	Status: OPEN

Validate comment with SEC.

	D442
	2007.12.1
	T
	6
	Source: Nokia Oyj

Comment: WiMAX Security considerations missing

Proposed change: TBD
	Status: OPEN

Pending CR0002 to SEC


2. OMA-TS-ILP-V2_0-20071008-D
http://www.openmobilealliance.org/ftp/Public_documents/LOC/Permanent_documents/OMA-TS-ILP-V2_0-20071220-D.zip
	E027
	2007.12.1
	T
	9
	Source: Nokia

Form: 

Comment: WiMAX security considerations missing

Proposed Change: Add, TBD
	Status: OPEN
Pending CR0002 to SEC


The complete SUPL 2.0 Consistency Review Report can be found at:

http://www.openmobilealliance.org/ftp/PD/OMA-CONRR-SUPL-V2_0-20071204-D.zip
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