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1 Reason for Change

This contribution addresses comments D392, D393 and D394 from the SUPL 2.0 ULP TS Consistence review.
	D392
	2007.11.30
	T
	6.1.1.4
	Source: Nokia

Comment: As per TLS RFC "Minimizing TLS Handshake" can be termed as "Abbreviated Handshake".  This way it becomes easier for communication during testing and other activities.

Proposed Change: Sync terms with the RFCs to avoid confusion
	Status: OPEN

Validate comment with SEC.


	D393
	2007.11.30
	T
	6.1.1.4
	Source: Nokia

Comment: Under "The H-SLC CAN choose whether or not to resume a TLS session, using the following guidelines", third bullet:  In SUPL 2.0, each SUPL session, for e.g. Triggered session, can take place with 2 different connections.  During these connections, the IP address assigned for the SET could be different.  But if the TLS session cache is still available, that can be used for minimum handshake (abbreviated handshake)

Proposed Change:  change “MUST NOT” into “MAY” and clarify conditions
	Status: OPEN

Validate comment with SEC.



	D394
	2007.11.30
	T
	6.1.4.1
	Source: Nokia

Comment: Bullet 5, In SUPL 2.0, each SUPL session, for eg. Triggered session, can take place with 2 different connections.  During these connections, the IP address assigned for the SET could be different.  But if the TLS session cache is still available, that can be used for minimum handshake (abbreviated handshake). In this case, IP address of the SET changes.  But still SET can be authenticated with the current IP address.

Proposed Change:  clarify conditions
	Status: OPEN

Validate comment with SEC.

 


An addition corrections and an addition note have been included in this CR: 

· [RFC2246] should be [TLS]
· Added note explaining that there is no advantage to resuming a TLS-PSK session

2 Impact on Backward Compatibility

No Impact
3 Impact on Other Specifications

No Impact

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt and forward CR to OMA-LOC.
6 Detailed Change Proposal

Change 1:  Addresses comments D392 and D393
6.1.1.1 Techniques for Minimizing the TLS Handshake Workload

The procedures in this section will minimize the workload associated with establishing TLS sessions between the H-SLC and SET. Where there is a conflict with [TLS], [TLS] takes precedence. 

If a SET and H-SLC are communicating SUPL messages associated with more than one SUPL sessions simultaneously, then the SET and H-SLC SHOULD use a single TLS sessions to secure these messages; that is, the SET and H-SLC SHOULD NOT establish distinct TLS sessions if SUPL sessions are simultaneous.

If the SET and H-SLC establish a TLS session, then the H-SLC MAY allow the session to be resumed using the abbreviated handshake shown in Fig 2 of [TLS]. The advantage of resuming a TLS session is that resuming a TLS session based on server certificates does not require the public-key operations: only symmetric cryptographic algorithms are required (which require significantly less processing). Note: the H-SLC allows the session to be resumed by allocating a TLS SessionID as describe in [TLS].
Note: There is no advantage to resuming a TLS-PSK session (as used for GBA-based and OMA-CIBA-based authentication), since the same computations are performed. However, a H-SLP may still allow resuming a TLS-PSK session.
Note:  A SET indicates the choice to resume a TLS session by including the TLS SessionID (of the TLS session to be resumed) in the TLS SessionID parameter in the ClientHello message of the TLS Handshake. If the SET does not wish to resume a TLS session, then the SET sends the TLS ClientHello message without including the TLS SessionID, in which case the full handshake will be performed. If the TLS SessionID parameter is present in the TLS ClientHello message, the H-SLC then chooses whether or not to resume the TLS session. If no SessionID parameter is present in the TLS ClientHello message, then the H-SLC cannot associate the TLS handshake with a previous TLS Session, so the TLS handshake establishes a completely fresh TLS session using a full handshake. The details are specified in [TLS]. 
The SET chooses whether or not to resume a TLS session, using the following guidelines.

· The SET MUST NOT resume a TLS session if the underlying credentials (Ks(_ext)_NAF or H-SLC certificate) are expired. 

· The SET MAY choose to not resume a TLS session earlier than the expiry of the underlying credentials, if desired. 

· The SET MUST NOT resume a session that was established prior to power-up or detection of a new R-UIM/ SIM/USIM. 

The H-SLC chooses whether or not to resume a TLS session, using the following guidelines.

· The H-SLC MUST NOT resume a TLS session if the underlying credentials (Ks(_ext)_NAF or H-SLC certificate) are expired. 

· The H-SLC MAY choose to not resume a TLS session earlier than the expiry of the underlying credentials if desired. 

· 
Note: Each H-SLC must decide for itself whether or not to allow resuming a session, and this decision can even be made on a SET-by-SET basis. The H-SLC is taking a small risk when it accepts to resume an existing TLS session. This risk is the possibility of a “naughty” SET distributing the master_secret (established during a full TLS handshake), so that others may resume that TLS sessions, thus allowing multiple SETs to obtain service that will be charged to a single SET. The “naughty” SET could be doing this without the knowledge of the SET owner (for example, a malicious code could be at fault). Note that the loss can be easily limited: if a H-SLC detects (or suspects) that such abuse is occurring, then the H-SLC can easily (a) end the TLS sessions using that master_secret, (b) identify the “naughty” SET and (c) re-authenticate the “naughty” SET using full handshake to allow the user to continue to have service if required. In summary, the benefit of resuming sessions (in terms of reduced computation) for the ACA-based method and SLC-only method is thought to exceed the risk of attack. 
Change 2:  Section 6.1.4.1: Addresses comment D394

6.1.4.1
ACA Procedures

Network-Initiated Scenarios: If, after receiving a SUPL INIT message from the H-SLP (and after applying the appropriate security mechanisms and notification/verification as described elsewhere in this document), the SET is authorized to continue with the corresponding SUPL sessions, then an existing, open mutually-authenticated TLS session SHOULD be used, or a previous resumable TLS session MAY be resumed as discussed in Section 6.1.1.4. If there is no open TLS session, or the SET or H-SLP choose not to resume a session, then the SET and H-SLP require a fresh TLS session, and the SET and H-SLP perform the appropriate steps as described in Section 6.1.3 for negotiating a SET-SLC authentication method.

The following steps are used by the H-SLP when the Alternative Client Authentication Mechanism is to be applied for authenticating the SET in a Network-initiated scenario:

1. Note that the SUPL INIT message was sent in response to an MLP request that supplied a SET_ID. The H-SLP assigns a SLP Session ID for the MLP request and sends a SUPL INIT. The H-SLP associates the response from the SET with the request from the MLP using the SLP Session ID. However, the H-SLP must first verify that the responding SET corresponds to the correct SET_ID. The remaining steps describe this authentication process.

2. The SET establishes a TLS 1.1 session with the H-SLP.  The SET MUST check that the TLS server certificate presented by the H-SLP is bound to the FQDN of the H-SLP configured in the SET.  

3. The H-SLP determines if the SLP Session ID in the first SUPL message from the SET (in response to SUPL INIT) corresponds to a currently valid SLP Session ID assigned by the H-SLP. If the SLP Session ID in the first SUPL message does not correspond to a valid SLP Session ID, then the H-SLP ends the SUPL Session with the appropriate message. Otherwise, the H-SLP notes the corresponding SET ID.

4. Prior to responding to the first SUPL Message from the SET (SUPL POS INIT, SUPL START, SUPL AUTH REQUEST, SUPL TRIGGERED START, SUPL REPORT or SUPL END), the H-SLP  MUST verify the SET_ID of the SET. There are two methods for achieving this. 

a. Requesting the SET_ID. 

i. The H-SLP queries the underlying bearer network to find out the current SET_ID using the source IP address used by the SET.  

1. If a valid SET_ID is returned from the bearer for the source IP address of the first SUPL message sent by the SET then the H-SLP checks that the returned SET_ID is internally associated with the correct SET_ID (see Step 3). If this check fails, then the H-SLP ends the SUPL session with the appropriate message. Otherwise, the SET is considered authentic, and the H-SLP continues with the SUPL session.

2.  If a valid SET_ID cannot be found, then the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.

b. Requesting the IP address. 

i. The H-SLP queries the underlying bearer network to find out the source IP address being used by the SET associated with this SET_ID (see Step 3).  

1. If the bearer network returns an IP address, then the H-SLP checks that this IP address corresponds to the Source IP address of the first SUPL message. If this check fails, then the H-SLP ends the SUPL session with the appropriate SUPL message. Otherwise, the SET is considered authentic and the H-SLP continues with the SUPL session. 

2. If an IP address cannot be found, then the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.
5. 

Note: a bearer network might support only one of the two types of query (requesting IP address or requesting SET_ID) in Step 4 for obtaining an SET_ID/IP address binding. The H-SLP is responsible for conforming with the method supported by the bearer network.
SET-Initiated Scenarios: When the SET wishes to initiate a SUPL session, an existing, open mutually-authenticated TLS session SHOULD be used, or a previous resumable TLS session MAY be resumed as discussed in Section 6.1.1.4. If there is no open TLS session, or the SET or H-SLP chooses not to resume a session, then the SET and H-SLP require a fresh TLS session, and the SET and H-SLP perform the appropriate steps as described in Section 6.1.3 for negotiating a SET-SLC authentication method.

The following steps are used by the H-SLP when the Alternative Client Authentication Mechanism is to be applied for authenticating the SET in a SET-initiated scenario.

6. The SET establishes a TLS 1.1 session with the H-SLP.  The SET MUST check that the TLS server certificate presented by the H-SLP is bound to the FQDN of the H-SLP configured in the SET.  

7. Prior to responding to the first SUPL Message (e.g. SUPL START, SUPL TRIGGERED START), the H-SLP  MUST query the underlying bearer network to find out the current SET_ID using the source IP address used by the SET.

8. If a valid SET_ID cannot be found the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.  

9. If a valid SET_ID is returned from the bearer for the source IP address of the first SUPL message sent by the SET then the SET is considered authentic.  The H-SLP then MUST record this SET_ID to identify the SET for authentication purposes..  

10. 
Note: In both the H-SLP-Initiated and SET-Initiated scenarios, the H-SLP can re-authenticate the SET by sending an appropriate query to the bearer network to bind the SET_ID to the source IP address currently in use. There are various circumstances where this could be useful, for example: (A) if the IP address of the SET changes during a TLS session, then the H-SLP can send the appropriate query to the bearer network to ensure that the SET_ID is associated with the new IP address; (B) when resuming a TLS session, the H-SLP can re-use a previous TLS session as discussed in Section 6.1.1.4, thereby saving computation, and simply send the appropriate query to the bearer network to authenticate the SET. Note that re-authenticating the SET in this manner does not involve the SET.
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