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1 Reason for Change

The proposed changes to Security section allow incorporating support for UMB and LTE.
2 Impact on Backward Compatibility

No Impact
3 Impact on Other Specifications

No Impact

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt and forward CR to OMA-LOC.
6 Detailed Change Proposal

6. Security Considerations

This section describes the SUPL Security function that enables the SUPL network to authenticate and authorize the SET and enables the SET to authenticate and authorize the SUPL network.

Note: Unless otherwise specified, the use of the acronym TLS refers to any session that can be negotiated using a TLS handshake: this includes both TLS 1.1 ciphersuites and TLS-PSK ciphersuites. 
Note: For the purposes of this security section (Section 6), the following definitions apply. A GSM SET (or UMTS SET or LTE SET or WiMAX SET) is a SET that supports data access via a GSM bearer network (or UMTS bearer network or LTE bearer network or WiMAX bearer network respectively). A CDMA SET is a SET that supports data access via at least one of the CDMA bearer network technologies.

On powering up and shutting down, detection of a new UICC or removal of a UICC, the SET handset MUST delete any keys  on the SET handset associated with SUPL 2.0, including
· GBA and OMA-CBIA Keys: such as Ks, Ks_NAF, Ks_ext_NAF,.
· TLS Keys: such as pre_master_secret, master_secret, and PSK values such as PSK_SPC_SET_Key.

· SUPL Specific Keys: such as keys associated with protection of SUPL INIT messages.

6.1 SUPL Authentication Model

Mutual authentication SHALL be supported between a SET and an H-SLP. Server authentication SHALL be supported between a SET and an E-SLP, and mutual authentication MAY be supported between a SET and E-SLP.
When mutual authentication is performed, the SET SHALL act on behalf of the SET User via a SUPL Agent contained in the SET using the security credentials associated with the SET User. 

Note that a successful authentication of the SET User MUST result in a successful identification of the SET User’s ID (e.g., MSISDN).

Note that an SLP MUST perform an IMSI to MSISDN binding before the MSISDN of the authenticated SET User is securely identified.

The details of Key Management can be found in Section 6.1.2.

6.1.1 SET-SLC Mutual-Authentication Methods

Section 6.1.1.1 lists the SET-SLC authentication methods supported in this specification. An informative overview of these methods is provided in Section 6.1.1.2. Section 6.1.1.3 describes which methods are mandatory or optional in the various SUPL 2.0 entities, and lists the protocols required in each entity if it is to support a given SET-SLC mutual-authentication method. 

6.1.1.1 List of Supported SET-SLC Mutual-Authentication Methods

The SUPL Authentication model requires shared secret keys between the SLC and the SET, preferably bound to a removable token such as a R-UIM/UICC/SIM/USIM. 

There are two classes of SET-SLC authentication methods specified in this document:

· PSK-based methods, consisting of the following methods:

· Generic Bootstrapping Architecture (GBA)-based method,
· OMA-CIBA -based method (only applicable to CDMA Home-SLC). 
· Server-certificate based methods, consisting of the following methods:

· Alternative Client authentication (ACA)-based method,
· SLC-only method (only applicable in emergency cases).
6.1.1.2 Overview of Supported SET-SLC Mutual-Authentication Methods (Informative)

(1)
Generic Bootstrapping Architecture (GBA)-Based. TLS-PSK with Generic Bootstrapping Architecture (GBA) [3GPP 33.220, 3GPP 33.222, 3GPP2 S.S0109, 3GPP2 S.S0114]. GBA provides mutual authentication capability based on shared secret that is derived using existing 3GPP/3GPP2 authentication mechanisms.

· SET and SLC are mutually authenticated using TLS-PSK with Generic Bootstrapping Architecture (GBA) [3GPP 33.220, 3GPP 33.222, 3GPP2 S.S0109, 3GPP2 S.S0114].

(2)
OMA-CIBA-based (only applicable to CDMA Home-SLC). The CIBA procedures allow a SLP to use a GBA-style bootstrapping based on a key stored in the SLP and a CDMA UIM. The CIBA procedures are an interim optional solution intended to be used only until GBA is available.

· SET and SLC are mutually authenticated using TLS-PSK with OMA-CIBA [OMA-CIBA]. 
(3)
Alternative Client authentication (ACA)-based. This uses TLS with

· RSA certificate to authenticate the SLC to the SET,

· Alternative Client authentication of the SET to the SLC (see Section 6.1.4). In this case, the SLC authenticates the SET by getting the bearer network to confirm the IP address associated with the SET Identifier (MSISDN etc.).

 (4)
SLC-only. This is used in scenarios where it is not possible for the SLC to authenticate the SET. This method SHALL NOT be used for non-emergency cases. The SET cannot distinguish between this method and ACA-based. This uses TLS with

· An RSA certificate to authenticate the SLC to the SET,

· The SET is not authenticated.

6.1.1.3 Supported SET-SLC Mutual-Authentication Methods by Entity

Table 1 and Table 2 indicate those methods that are mandatory and those methods that are optional to implement in the  Home-SLC, Emergency-SLC, SET handset and SET (R-)UIM/ SIM/USIM for SUPL 2.0; Table 1 applies for systems supporting GSM/UMTS SETs, Table 2 applies for systems supporting CDMA SETs, and Table 2 applies for systems supporting LTE SETs.. Table 3 lists the required protocols for the H-SLC, SET Handset and SET (R-)UIM/ SIM/USIM for supporting each the various authentication methods.

	Entity
	Requirement Status for SUPL Authentication Method in Systems supporting GSM or UMTS SETs

	
	PSK-based methods
	Server-Certificate Based Methods

	
	GBA-based
	ACA-based
	SLC-only

(E-SLC only)

	Home-SLC
	Mandatory to support one of these two methods.
	Not supported

	Emergency-SLC
	Optional
	Optional
	Mandatory

	SET Handset
	Optional
	Mandatory
	Mandatory

	SET SIM/USIM
	SIM/USIM is involved in this method, but it already supports the necessary algorithm
	This entity is not involved in this method
	This entity is not involved in this method


Table 1: Requirement status (mandatory or optional) of the various authentication methods for the H-SLC, Emergency- SLC, SET handset and SET SIM/USIM for systems supporting GSM or UMTS SETs.
	Entity
	Requirement Status for SUPL  Authentication Method in Systems supporting CDMA SETs

	
	PSK-based methods
	Server-Certificate Based Methods

	
	GBA-based
	OMA-CIBA-based
	ACA-based
	SLC-only

(E-SLC only)

	Home-SLC
	Mandatory to support one of these three methods
	Not supported

	Emergency-SLC
	Optional
	Optional if E-SLC is also H-SLC, otherwise not applicable
	Optional
	Mandatory

	SET Handset
	Optional
	Optional
	Mandatory
	Mandatory

	SET (R-)UIM
	(R-)UIM is involved in this method, but it already supports the necessary algorithms
	Optional
	This entity is not involved in this method
	This entity is not involved in this method


Table 2: Requirement status (mandatory or optional) of the various authentication methods for the H-SLC, Emergency- SLC, SET handset and SET (R-)UIM for systems supporting CDMA SETs.
	Entity
	Requirement Status for SUPL  Authentication Method in Systems supporting LTE SETs

	
	PSK-based methods
	Server-Certificate Based Methods

	
	GBA-based
	ACA-based
	SLC-only

(E-SLC only)

	Home-SLC
	Not supported
	Mandatory
	Not supported

	Emergency-SLC
	Not supported
	Mandatory
	Mandatory

	SET Handset
	Not supported
	Mandatory
	Mandatory

	SET (R-)UIM
	Not supported
	This entity is not involved in this method
	This entity is not involved in this method


Table 2: Requirement status (mandatory or optional) of the various authentication methods for the H-SLC, Emergency- SLC, SET handset and SET (R-)UIM for systems supporting LTE SETS.
6.1.2 TLS Handshake and Negotiation of SET-SLC Mutual-Authentication Method

The SET and SLC need to agree on a mutually-supported authentication method to be applied.

Note: The SET always supports the ACA-based method and SLC-only method. 

For GSM/UMTS SETs, the negotiation of authentication method is incorporated into the relevant GBA specifications [3GPP 33.220], and is outside of scope of this document.
For LTE SETs, no negotiation is required, as there is currently only one option for mutual authentication.
The remainder of Section 6.1.3 (including subsections) applies only to CDMA SETs. The remainder of Section 6.1.3 does not apply to SETs that only support GSM/UMTS or LTE.

If the SLC supports CDMA SETs, then the SLC shall maintain a certificate that lists the authentication mechanisms currently supported by the SLC. This certificate shall be available at the FQDN cert.H-SLP-FQDN, where H-SLP-FQDN is the FQDN of the H-SLP. The certificate is retrieved using HTTP request over TCP/IP connection. CDMA SETs  MUST be provisioned with a root certificate that can be used to verify the H-SLC certificate.
6.1.2.1 Principles for negotiating a CDMA SET-SLC Mutual-Authentication Method (Informative)

This section (Section 6.1.3.1) applies a CDMA SET only when it is establishing a connection to a H-SLC that supports CDMA authentication. The SET determines the authentication mechanisms supported by the SLC by examining a current certificate for the H-SLC: this certificate indicates the authentication mechanism currently supported by the SLC. When establishing a TLS connection to the H-SLC, the SET first attempts to establish a connection using the mutually-supported authentication mechanism with highest preference, according to the following order of preference:

· PSK-based methods:
· GBA-based method first preference,

· OMA-CIBA-based method second preference,

· Server-based methods: third preference (from the SET’s perspective there is no difference between the ACA-based method and the SLC-only method).

If there is no mutually-supported authentication method, then the SET shall be unable to perform SUPL session.

A SET that supports GBA may be unable to use the GBA-based method at a given point in time due to a BSF experiencing problems. Similarly, a SET that supports the OMA-CIBA-based method may be unable to use the OMA-CIBA-based method due to the H-SLC experiencing problems in performing the OMA-CIBA-handshake. Therefore, an attempt by the SET to establish authentication using GBA and/or OMA-CIBA does not guarantee that the SET shall be able to establish GBA-based keys and/or OMA-CIBA based keys.

Consequently, the SET may not always be able to use the mutually-supported authentication mechanism with highest preference. The SET may have to revert to a less preferable mutually-supported authentication mechanism. 

If only GBA and/or OMA-CIBA-based methods are indicated (in the H-SLC Certificate) as supported by the H-SLC, and the bootstrapping /OMA-CIBA Handshake fails, then the SET may want to wait a little while before re-attempting the TLS handshake, in order to give the appropriate entities a chance to get back on-line.

If the H-SLC supports only GBA, then SUPL 2.0 can only be used by subscribers of carriers that have deployed GBA.

If the H-SLC supports only OMA-CIBA, then SUPL 2.0 can only be used by subscribers with SETs for wich both the handset and UIM/UICC are OMA-CIBA capable.

If the H-SLC supports only ACA, then SUPL 2.0 can only be used in circumstances discussed in detail in Sections 6.1.4.

If the E-SLC supports only ACA, then SUPL 2.0 can only be used in circumstances discussed in detail in Sections 6.1.5.3 and 6.1.5.4.
6.1.2.2 Authentication-Method Negotiation for SET when the SLC supports CDMA authentication
1. The SET determines the authentication methods supported by both SET and SLC, using the SLC capabilities in a current SLC certificate.

2. If the SET and SLC both support GBA, then the SET SHALL attempt a TLS handshake as specified for TLS-PSK using GBA (see [S.S0114]), with Client capabilities indicating only the PSK ciphersuites supported by the SET. 

· If this handshake is successful, then the remaining steps of the SET-SLC authentication negotiation are ignored.

·  If this handshake fails, then the SET SHALL proceed to the next step.

3. If the SET and SLC both support the OMA-CIBA-based method, then the SET SHALL attempt a TLS handshake as specified in Section 6.1.3.3. 

· If this handshake is successful, then the remaining steps of the SET-SLC authentication negotiation are ignored.

·  If this handshake fails, then the SET SHALL proceed to the next step.

4. If the SET and SLC both support the Server-certificate-based methods, then the SET SHALL attempt a TLS Server-certificate handshake as specified in [RFC2246], with Client capabilities indicating only server-certificate ciphersuites supported by the SET.
6.1.3 Alternative Client Authentication (ACA) Mechanisms

Note: Throughout this section, SET_ID refers to either 
· the MSISDN (if the SET is on a GSM/UMTS bearer network) or 
· one of the MDN, MIN or IMSI (if the SET is on a CDMA/UMB bearer network) or

· the appropriate LTE SET identifier (when the SET is on an LTE bearer network).

Section 6.1.3 outlines the circumstances under which the ACA-based method may be selected by the SLC. If the SLP selects the ACA-method during the TLS handshake, then an SET_ID/IP Address Mapping based client authentication SHALL be used by the SLPs to authenticate the SET.  The rest of this section describes the details of this mechanism, known as the Alternative Client Authentication mechanism.  If an SLP implements the Alternative Client Authentication mechanism, then the SLP is recommended to implement the PSK-TLS with GBA or OMA-CIBA as well.

Section 6.1.1.3 describes which entities must support the ACA-based method, and the algorithms that must be supported by an entity that supports ACA-based method. For informative purposes, this information is repeated here:

· Note: A bearer network may support the ACA-based method. A bearer network must support the ACA-based method if a H-SLC wishes to support the ACA-based method for the bearer network’s subscribers. 
· An SLC MAY support the ACA-based method. 

· A SET handset MUST support the ACA-based method. 

· The ACA-based method does not involve the SET UICC/UIM/SIM/USIM.

· The ACA-based method does not involve SPC entities.

SETs that support Alternative Client Authentication MUST also support TLS 1.1 with certificate-based server (SLP) authentication.  In addition, the SET MUST be provisioned with a root certificate enabling it to verify SLP server certificates.  As various different methods exist for provisioning of root certificates to SETs no particular mechanism is defined by this specification.  SUPL operators need to ensure that when TLS 1.1 is used for Alternative Client Authentication the relevant root certificates exist in the SET.

SLPs that support Alternative Client Authentication MUST support TLS 1.1 and MUST have a valid TLS Server Certificate, which can be verified by the SETs that implement Alternative Client Authentication.

The Alternative Client Authentication (ACA) mechanism is a mechanism where the H-SLP can check the binding of the SET’s IP address to the SET_ID assigned to the SET. If the ACA mechanism is implemented, then the H-SLP MUST be able to map the source IP address of a SUPL message received from the SET to the SET_ID used by the SLP to address the SET. In order for an SLP to use the ACA mechanism, the bearer network MUST prevent IP Address Spoofing at the bearer level. A successful mapping between the source IP address and the SET’s SET_ID would imply that the SET is securely identified (i.e., authenticated) on the bearer network.  This solution does not require any specific client (SET) authentication implementation on the SET but requires the SLP to support acquiring the correct source IP address for a particular SET_ID from the bearer.

GSM/UMTS-Bearer-Specific issues: The acquisition of the source IP address will not be possible in all cases – e.g. for GPRS roaming access using a GGSN in the visited rather than home network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for GPRS access when the SET is required to use a GGSN in the home network. 

CDMA/UMB-Bearer-Specific issues: The acquisition of the source IP address will not be possible in all cases – e.g. for roaming HRPD access using simple IP or MIP access within the visited network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for HRPD access when the SET is required to use MIP to an HA in the home network.
Section 6.1.4.1 describes how this mechanism is used for client authentication in SUPL 2.0.

In the case that UDP/IP is used to transfer a SUPL INIT, the H-SLP SHALL first verify the IP address by querying the bearer network for the SET IP address using the SET_ID or by querying the bearer network for the SET_ID using the IP address.

6.1.4 Authentication Mechanisms applicable to an E-SLP

Note: emergency SUPL sessions are always Network Initiated.

Support for this feature will be dictated by the appropriate emergency services regulatory bodies.

6.1.4.1 E-SLP FQDN

The FQDN of the E-SLP shall either be provided to the SET in the SUPL INIT or defaulted to

· (if connected to a GSM/UMTS bearer network) “e-slp.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org” if no FQDN is explicitly provided. In this case, the MCC and MNC correspond to the serving GSM/UMTS network as defined in [3GPP 23.167]. 
· (if connected to a CDMA/UMB bearer network) “e-slp.mnc<MNC>.mcc<MCC>.pub.3gpp2network.org” if no FQDN is explicitly provided. In this case, the MCC and MNC correspond to the serving CDMA network as defined in [3GPP2 X.S0049-0].
6.1.5.4 Authentication and Unregistered SETs
If a SET makes an emergency services call but is not registered in and authenticated by the serving GSM/UMTS/LTE or CDMA/UMB bearer network (e.g. it contains no UICC or UIM), then the SET MAY establish a secure IP connection to an E-SLP using the ACA method or SLC-only method. If the ACA mechanism can be supported by the bearer network for authenticating an unregistered SET, then the E-SLP SHOULD apply the ACA mechanism. Otherwise the E-SLP can only authenticate the SET weakly using (e.g.) the session ID and the received hash of the SUPL INIT (this SET-SLC authentication is the SLC-only method, since only the SLC is properly authenticated. 

6.2 Providing the H-SLP Address to the SET

The H-SLP address is made available to the SET by the provisioning of the H-SLP address in the UICC, SET or a default H-SLP address is derived as described below.  This address MUST be in the form of a FQDN and SHOULD be securely provisioned by the Home Network of the SET.

6.2.1 CDMA SETs
For CDMA SETs, the H-SLP address MUST be securely provisioned in the UIM or R-UIM.













NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 8)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 8)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

