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1 Reason for Change

The proposed changes to Security section allow incorporating support for UMB and LTE.
R02: Defines GSM/GPRS/EDGE/WCDMA/LTE SETS to be “3GPP” SETs and cdmaOne/cdma2000 1x/cdma2000 EV-DO/UMB to be 3GPP2 SETs. The descriptions for 3GPP and 3GPP2 SETs are mostly similar, and un-necessary duplications have been deleted. To align the descriptions, 3GPP2 SETS no-longer use a certificate for determining the authentication methods supported by the H-SLP: the description for 3GPP2 SETs now refers to the description for 3GPP Sets. 
2 Impact on Backward Compatibility

No Impact
3 Impact on Other Specifications

No Impact

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt and forward CR to OMA-LOC.
6 Detailed Change Proposal

6. Security Considerations

This section describes the SUPL Security function that enables the SUPL network to authenticate and authorize the SET and enables the SET to authenticate and authorize the SUPL network.

Note: Unless otherwise specified, the use of the acronym TLS refers to any session that can be negotiated using a TLS handshake: this includes both TLS 1.1 ciphersuites and TLS-PSK ciphersuites. 
Note: For the purposes of this security section (Section 6), the following definitions apply. A 3GPP bearer network is one for which the standards are maintained by 3GPP; these include GSM, GPRS, EDGE, WCDMA/UMTS and the upcoming LTE bearer networks. A 3GPP2 bearer network is one for which the standards are maintained by 3GPP2; these include cdmaOne, cdma2000 1x, cdma200 EV-DO and UMB bearer networks. A 3GPP SET (3GPP2 SET respectively) is a SET that supports data access via a 3GPP bearer network (3GPP2 bearer network respectively).  A WiMAX SET is a SET that supports data access via a WiMAX bearer network. 
 

6.1.1.3 Supported SET-SLC Mutual-Authentication Methods by Entity

Table 1 indicates those methods that are mandatory and those methods that are optional to implement in the  Home-SLC, Emergency-SLC, SET handset and SET (R-)UIM/ SIM/USIM for SUPL 2.0; Table 2 lists the required protocols for the H-SLC, SET Handset and SET (R-)UIM/ SIM/USIM for supporting each the various authentication methods.

	Entity
	Requirement Status for SUPL Authentication Method

	
	PSK-based methods
	Server-Certificate Based Methods

	
	GBA-based
	ACA-based
	SLC-only

(E-SLC only)

	Home-SLC
	Mandatory to support one of these two methods.
	Not supported

	Emergency-SLC
	Optional
	Optional
	Mandatory

	SET Handset
	Optional
	Mandatory
	Mandatory

	SET SIM/USIM/(R)-UIM
	SIM/USIM/(R)-UIM is involved in this method, but it already supports the necessary algorithm
	This entity is not involved in this method
	This entity is not involved in this method


Table 1: Requirement status (mandatory or optional) of the various authentication methods for the H-SLC, Emergency- SLC, SET handset and SET SIM/USIM for systems supporting 3GPP SETs and systems supporting 3GPP2 SETs.
Note: SET Handset support for the ACA-based method and the SLC-only method are required for emergency cases.

	Entity
	Algorithms required to support the Authentication Method between SET and SLC

	
	PSK-based methods
	Server-Certificate Based Methods

	
	GBA-based
	ACA-based
	SLC-only (E-SLC only)

	SLC
	GBA & TLS-PSK
	TLS  using server certificates  &  IP Address/SET ID binding
	TLS using server  certificates

	SET Handset
	GBA & TLS-PSK
	TLS using server certificates

	SET R-UIM/UICC/SIM/USIM
	No additional algorithms required
	No additional algorithms required


Table 2. Required protocols for the SLC, SET Handset and SET R-UIM/UICC/SIM/USIM for supporting the various mutual authentication methods.
6.1.1 TLS Handshake and Negotiation of SET-SLC Mutual-Authentication Method

The SET and SLC need to agree on a mutually-supported authentication method to be applied.

Note: The SET always supports the ACA-based method and SLC-only method. 

For 3GPP SETs, the negotiation of authentication method is incorporated into the relevant GBA specifications (see [3GPP 33.222]] Sections 5.4 and 5.3), and is outside of scope of this document. 3GPP2 SETs SHALL use the same method for negotiation of the authentication method  (see [3GPP 33.222]] Sections 5.4 and 5.3), with the references “TS 24.109 [18]” “TS 33.220 [3]” replaced by [3GPP2 S.S0109-A].


6.1.1.1 Regarding negotiating a Mutual-Authentication Method (Informative)

When establishing a TLS connection to the H-SLC, the SET first attempts to establish a connection using the mutually-supported authentication mechanism with highest preference, according to the following order of preference:

· PSK-based methods: GBA-based method first preference,

· Server Certificate methods: second preference (from the SET’s perspective there is no difference between the ACA-based method and the SLC-only method).

If there is no mutually-supported authentication method, then the SET shall be unable to perform SUPL session.

A SET that supports GBA may be unable to use the GBA-based method at a given point in time due to a BSF experiencing problems. Therefore, an attempt by the SET to establish authentication using GBA does not guarantee that the SET shall be able to establish GBA-based keys.

Consequently, the SET may not always be able to use the mutually-supported authentication mechanism with highest preference. The SET may have to revert to a less preferable mutually-supported authentication mechanism. 

If only GBA based methods are indicated (in the H-SLC Certificate) as supported by the H-SLC, and the bootstrapping fails, then the SET may want to wait a little while before re-attempting the TLS handshake, in order to give the appropriate entities a chance to get back on-line.

If the H-SLC supports only GBA, then SUPL 2.0 can only be used by subscribers of carriers that have deployed GBA.
If the H-SLC supports only ACA, then SUPL 2.0 can only be used in circumstances discussed in detail in Sections 6.1.4. Note that in such a case, if the SET communicates via an alterative bearer (such as wireless LAN) for which the H-SLC cannot obtain IP binding, then the H-SLC will be unable to authenticate the SET
.
If the E-SLC supports only ACA, then there are caveats on SET authentication, as
 discussed in detail in Sections 6.1.5.3 and 6.1.5.4.

6.1.1.2 
1. 
2. 
· 
· 
3. 
6.1.2 Alternative Client Authentication (ACA) Mechanisms

Note: Throughout this section, SET_ID refers to either the MSISDN (if the SET is on a 3GPP bearer network) or one of the MDN, MIN or IMSI (if the SET is on a 3GPP2 bearer network).

Section 6.1.3 outlines the circumstances under which the ACA-based method may be selected by the SLC. If the SLP selects the ACA-method during the TLS handshake, then an SET_ID/IP Address Mapping based client authentication SHALL be used by the SLPs to authenticate the SET.  The rest of this section describes the details of this mechanism, known as the Alternative Client Authentication mechanism.  If an SLP implements the Alternative Client Authentication mechanism, then the SLP is recommended to implement the method using PSK-TLS with GBA as well.

Section 6.1.1.3 describes which entities must support the ACA-based method, and the algorithms that must be supported by an entity that supports ACA-based method. For informative purposes, this information is repeated here:

· Note: A bearer network may support the ACA-based method. A bearer network must support the ACA-based method if a H-SLC wishes to support the ACA-based method for the bearer network’s subscribers. 
· An SLC MAY support the ACA-based method. 

· A SET handset MUST support the ACA-based method. 

· The ACA-based method does not involve the SET UICC/UIM/SIM/USIM.

· The ACA-based method does not involve SPC entities.

SETs that support Alternative Client Authentication MUST also support TLS 1.1 with certificate-based server (SLP) authentication.  In addition, the SET MUST be provisioned with a root certificate enabling it to verify SLP server certificates.  As various different methods exist for provisioning of root certificates to SETs no particular mechanism is defined by this specification.  SUPL operators need to ensure that when TLS 1.1 is used for Alternative Client Authentication the relevant root certificates exist in the SET.

SLPs that support Alternative Client Authentication MUST support TLS 1.1 and MUST have a valid TLS Server Certificate, which can be verified by the SETs that implement Alternative Client Authentication.

The Alternative Client Authentication (ACA) mechanism is a mechanism where the H-SLP can check the binding of the SET’s IP address to the SET_ID assigned to the SET. If the ACA mechanism is implemented, then the H-SLP MUST be able to map the source IP address of a SUPL message received from the SET to the SET_ID used by the SLP to address the SET. In order for an SLP to use the ACA mechanism, the bearer network MUST prevent IP Address Spoofing at the bearer level. A successful mapping between the source IP address and the SET’s SET_ID would imply that the SET is securely identified (i.e., authenticated) on the bearer network.  This solution does not require any specific client (SET) authentication implementation on the SET but requires the SLP to support acquiring the correct source IP address for a particular SET_ID from the bearer.

3GPP-Bearer-Specific issues: The acquisition of the source IP address will not be possible in all cases – e.g. for GPRS roaming access using a GGSN in the visited rather than home network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for GPRS access when the SET is required to use a GGSN in the home network. 

3GPP2-Bearer-Specific issues: The acquisition of the source IP address will not be possible in all cases – e.g. for roaming HRPD access using simple IP or MIP access within the visited network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for HRPD access when the SET is required to use MIP to an HA in the home network.
Section 6.1.4.1 describes how this mechanism is used for client authentication in SUPL 2.0.

In the case that UDP/IP is used to transfer a SUPL INIT, the H-SLP SHALL first verify the IP address by querying the bearer network for the SET IP address using the SET_ID or by querying the bearer network for the SET_ID using the IP address.



6.1.3 Authentication Mechanisms applicable to an E-SLP

Note: emergency SUPL sessions are always Network Initiated.

Support for this feature will be dictated by the appropriate emergency services regulatory bodies.

6.1.3.1 E-SLP FQDN

The FQDN of the E-SLP shall be:

1. The FQDN provided to the SET as E-SLP address in the SUPL INIT. The E-SLP FQDN shall have format "e-slp.xxx.xxx.xxx.xxx.xxx" where "xxx" can be any valid string.

2. If FQDN is not provided in SUPL INIT, the provisioned H-SLP address shall be used.
3. If FQDN is not available as per 1 or 2 above, the FQDN shall be defaulted to one of the two alternatives below:
· (if connected to a 3GPP bearer network) “e-slp.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org” if no FQDN is explicitly provided. In this case, the MCC and MNC correspond to the serving 3GPP network as defined in [3GPP 23.167]. 
· (if connected to a 3GPP2 bearer network) “e-slp.mnc<MNC>.mcc<MCC>.pub.3gpp2network.org” if no FQDN is explicitly provided. In this case, the MCC and MNC correspond to the serving3GPP2 network as defined in [3GPP2 X.S0049-0].
6.1.5.4 Authentication and Unregistered SETs
If a SET makes an emergency services call but is not registered in and authenticated by the serving 3GPP or 3GPP2 bearer network (e.g. it contains no UICC or UIM), then the SET MAY establish a secure IP connection to an E-SLP using the ACA method or SLC-only method. If the ACA mechanism can be supported by the bearer network for authenticating an unregistered SET, then the E-SLP SHOULD apply the ACA mechanism. Otherwise the E-SLP can only authenticate the SET weakly using (e.g.) the session ID and the received hash of the SUPL INIT (this SET-SLC authentication is the SLC-only method, since only the SLC is properly authenticated). 

6.2 Providing the H-SLP Address to the SET

The H-SLP address is made available to the SET by the provisioning of the H-SLP address in the UICC, SET or a default H-SLP address is derived as described below.  This address MUST be in the form of a FQDN and SHOULD be securely provisioned by the Home Network of the SET.

6.2.1 3GPP2 SETs
For 3GPP2 SETs, the H-SLP address MUST be securely provisioned in the UIM or R-UIM.

6.2.2 3GPP SETs
A 3GPP SET MUST read the H-SLP address (in FQDN form) as a parameter “ADDR” under the “APPADDR/ADDR” characteristic as specified in WAP PROVCONT [PROVCONT].  In addition, the H-SLP address MUST be securely stored in the bootstrap file as defined in OMA Smartcard Provisioning specification [WAP PROVSC] on a 3GPP compliant UICC [3GPP 31.101] (USIM[3GPP 31.102]/SIM [3GPP 11.11]) or in an equivalently secure area of the SET.  The SET MUST support OMA Smartcard Provisioning [WAP PROVSC] mechanisms to read the H-SLP address.  The bootstrap file in the USIM/SIM application or SET that stores the H-SLP address MUST not be user changeable.  If the H-SLP address is configured in the UICC (USIM/SIM), the SET MUST first read the H-SLP address provisioned in the UICC.  If there is no H-SLP address provisioned in the UICC then the SET MAY read the H-SLP address from the secure area on the SET.

Provisioning of the H-SLP address in the SET. If the H-SLP address is to be stored in a secure location on the SET, it MUST be provisioned using OMA Device Management V1.2 or later [OMA-DM].  If the H-SLP address is provisioned using OMA DM the SET MUST authenticate the OMA DM Server based on the server side certificate presented by the DM Server during the TLS Handshake.  If the SET supports storage of the H-SLP address it MUST NOT rely on the authentication scheme set forth in section 6.1.4, i.e., the Alternative Client authentication based on MSISDN/IP-Address mapping authentication. i.e. the SET MUST rely on the PSK-TLS mutual authentication method as described in section 6.1.1.

Auto configuration of the H-SLP address. If the H-SLP address can not be found in the secure storage area of the UICC (USIM/SIM), or in a secure area on the SET, the SET MUST configure the default H-SLP address in the SET based on the IMSI stored in the USIM/SIM. 

In the case an H-SLP address has been found in the secure storage area of the UICC (USIM/SIM), or in a secure area on the SET, but its use has resulted in an authentication failure while initiating the SUPL session, the SET MUST configure the default H-SLP address in the SET based on the IMSI stored in the USIM/SIM.

The mechanism to configure a default H-SLP address is defined below.

Please note that the following example has been taken from 3GPP GBA specifications [3GPP TS 33.220] and adopted for the SUPL use case where a H-SLP address (based on a FQDN) is configured.  Implementation of this default configuration mechanism does not require the implementation of the 3GPP GBA specification.  The example below is given to illustrate the methodology and can be implemented independent of [3GPP TS 33.220].

Configuration of H-SLP based on IMSI:

Step 1) Take the first 5 or 6 digits of the IMSI, depending on whether a 2 or 3 digit MNC is used [3GPP TS 31.102] and separate them into MCC and MNC; if the MNC is 2 digits then a zero SHALL be added at the beginning;

Step 2) Use the MCC and MNC derived in step 1 to create the “mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org” domain name;
Add the label “h-slp.” to the beginning of the domain name.

Example 1:
If IMSI in use is “234150999999999”, where MCC=234, MNC=15, and MSIN=0999999999, the H-SLP address would be “h-slp.mnc015.mcc234.pub.3gppnetwork.org”.

If a new IMSI is detected by the SET during, or after power on, all previous H-SLP settings MUST be removed from the SET.  More specifically, any H-SLP address stored in the SET MUST be removed.

In cases where the IMSI is changed the SET MUST first read the H-SLP address from the UICC (USIM/SIM). If no H-SLP address is stored on the UICC(USIM/SIM) the SET MAY check if the H-SLP address is stored in the SET. If no H-SLP address is found in the UICC or SET, then a default H-SLP address MUST be configured by the SET based on the new IMSI as described above.

Implementations MUST ensure that the address of the H-SLP cannot be changed via applications that are downloaded to the SET after the manufacturer software installation of the SET.

Figure 75 illustrates the flow diagram for the H-SLP address storage.
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Figure 75 : H-SLP address storage flow diagram for 3GPP SETs












�There are not changes between this point and Section 6.1.1.3


�This is an unrelated change, but this clarification should be made.


�Another unrelated change for clarification.


� Section 6.1.4.1 introduces no additional changes, and is not shown here
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