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1 Reason for Change

There is an editor’s note anticipating some diagrams in explaining key management for SUPL INIT protection. This CR provides these diagrams.

2 Impact on Backward Compatibility

No Impact
3 Impact on Other Specifications

No Impact

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt and forward CR to OMA-LOC.
6 Detailed Change Proposal

Change 1:  Addresses comments D392 and D393
6.1.6.4.1 Negotiation from the H-SLP Perspective

If the most recent IP session with the SET was authenticated using the ACA method, then the H-SLP assigns Null SUPL INIT protection level for that SET.
Otherwise, if the H-SLP has a current B-TID for the SET, then 

· The H-SLP assigns SUPL_INIT_ROOT_KEY to be the Ks_(int/ext_)NAF corresponding to the most recent B-TID and generated using FQDN “mac.”H-SLP_FQDN. 

· Assuming no other SUPL INIT protection has been negotiated, then the H-SLP assigns the Basic SUPL INIT protection level for that SET.

If no other level of protection is assigned, then the H-SLP assigns Null SUPL INIT protection level for that SET.

The H-SLP applies the procedures (for processing SUPL INIT messages prior to delivery) corresponding to the currently assigned level of SUPL INIT protection. This includes assigning the appropriate value for the Protection Level parameter in SUPL INIT messages.

6.1.6.4.1.1 A State Transition Model (Informative)  

This process can be modeled using a state transition diagram. In this model, it is assumed that the H-SLP may maintain a list of valid B-TID and corresponding keys associated with each user: this list is called the valid set. The H-SLP considers each user’s SUPL INIT Protection Level to be in one of four SUPL INIT Protection Level states: 

· Start State

· Null SUPL INIT Protection Level state: in this state, the H-SLP applies Null SUPL INIT Protection to SUPL INIT messages sent to this user.

· Basic SUPL INIT Protection Level state: when the user is in this state, the H-SLP applies Basic SUPL INIT Protection to SUPL INIT messages sent to this user.
·  “Confirm if valid B-TID Remain” State: this is a transition state occurring after B-TID and corresponding keys are removed from the valid set. In this state, the H-SLP evaluates if Keys Remain, and thus determine if the state should return to Basic SUPL INIT Protection Level state or revert to Null SUPL INIT Protection Level state.
Figure xx below is state transition diagram, from the view of the H-SLP, for a given user’s SUPL INIT Protection Level. Figure yy below describes how the TLS Handshake process may trigger state transitions for the SUPL INIT Protection Level state of a user. 
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Figure xx: SUPL INIT Protection Level state transitions for the H-SLP.
Triggers (A), (B) and (C) are described in Figure yy below.
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Figure yy: Describing, for the H-SLP, how the TLS Handshake interactions may 
trigger state transitions for the SUPL INIT Protection Level state of a user. 
Circles indicate triggers for state transitions (see Figure xx).
6.1.6.4.2 Negotiation from the SET Perspective

If the most recent IP session with the H-SLP was authenticated using the ACA method, then the SET assigns Null SUPL INIT protection level for that SET.
Otherwise, if the SET has established a TLS-PSK session (with the H-SLP) using GBA, then 

· The SET assigns SUPL_INIT_ROOT_KEY to be the Ks_(int/ext_)NAF or OMA-CIBA- Ks_(int/ext_)NAF corresponding to the most recent B-TID and generated using FQND “mac.”H-SLP_FQDN. 

· Assuming no other SUPL INIT protection has been negotiated, then the SET assigns the Basic SUPL INIT protection level.

If no other level of protection is assigned, then the SET assigns Null SUPL INIT protection level.

The SET applies the procedures (for processing received SUPL INIT messages) corresponding to the currently assigned level of SUPL INIT protection.
6.1.6.4.2.1 A State Transition Model (Informative)  

This process can be modeled using a state transition diagram. In this model, it is assumed that the SET may maintain a list of valid B-TID and corresponding keys: this list is called the valid set. The SET considers a H-SLP’s SUPL INIT protection level to be in one of four SUPL INIT Protection Level states: 

· Start State

· Null SUPL INIT Protection Level state: when in this state, the SET applies Null SUPL INIT Protection procedures to SUPL INIT messages received from this H-SLP.

· Basic SUPL INIT Protection Level state: when the in this state, the SET applies Basic SUPL INIT Protection procedures to SUPL INIT messages received from this H-SLP.
·  “Confirm if valid B-TID Remain” State: this is a transition state occurring after B-TID and corresponding keys are removed from the valid set. In this state, the SET evaluates if any B-TID and corresponding keys remain in the valid set, and thus determine if the state should return to Basic SUPL INIT Protection Level state or revert to Null SUPL INIT Protection Level state

Figure zz below is state transition diagram, from the view of  the SET, for a given H-SLP’s SUPL INIT Protection Level. Figure aa below describes how the TLS Handshake process may trigger state transitions for the SUPL INIT Protection Level state of a user.
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Figure zz: SUPL INIT Protection Level state transitions for the SET. 
Triggers (A), (B) and (C) are described in Figure aa below.
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Figure aa: Describing, for the SET, how the TLS Handshake interactions with the H-SLP may 
trigger state transitions for the SUPL INIT Protection Level state of that H-SLP. 
Circles indicate triggers for state transitions in Figure zz.
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