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1 Reason for Change

Addressing the 1 technical comment towards SEC_CF TS_GBA, see OMA-CONRR-SEC-V1_0-20080311-D.
2 Impact on Backward Compatibility

No impact
3 Impact on Other Specifications

No impact
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree this editorial CR against SEC_CF TS_GBA.
6 Detailed Change Proposal

Change 1:  Technical comment D001 in SEC_CF CONRR
5.2 Normative References

	[OMNA]
	“Open Mobile Naming Authority”, URL: http://www.openmobilealliance.org/tech/omna

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2617]
	"HTTP Authentication: Basic and Digest Access Authentication", IETF RFC 2617, June 1999, URL: http://www.ietf.org/rfc/rfc2617.txt

	[RFC4279]
	 “Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)”, RFC 4279, P. Eronen, et al, December 2005

URL: http://www.ietf.org/rfc/rfc4279.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[S.S0109]
	"Generic Bootstrapping Architecture (GBA) Framework", 3GPP2 S.S0109-0, Version 1.0,
30th March 2006, URL: http://ww.3gpp2.org 

	[S.S0114]
	"Security Mechanisms using GBA", 3GPP2 S.S0114-0, Version 1.0, 30th March 2006, 
URL: http://ww.3gpp2.org

	[TS24109]
	"Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details", 3GPP TS 24.109, Release 6, URL: http://www.3gpp.org/

	[TS29109]
	"Zh and Zn Interfaces based on the Diameter protocol; Stage 3", 3GPP TS 29.109, Release 6, URL: http://www.3gpp.org/

	[TS33220]
	"Generic Bootstrapping Architecture (GBA)", 3GPP TS 33.220, Release 6, URL: http://www.3gpp.org/ 

	[TS33220-7]
	"Generic Bootstrapping Architecture (GBA)", 3GPP TS 33.220, Release 7, URL: http://www.3gpp.org/ 

	[TS33221]
	"Support for Subscriber Certificates", 3GPP TS 33.221, Release 6, URL: http://www.3gpp.org/

	[TS33222]
	"Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)", Release 6, 3GPP TS 33.222, URL: http://www.3gpp.org/

	
	


Change 2:  Technical comment D001 in SEC_CF CONRR
5.2.1 Protocol identifier
A Ua security protocol identifier has been introduced to enable key separation in GBA. It consists in a string of 5 octets:

· the 1st octet concerns the organization, OMA has been assigned the value 0x03, which has to be used by any OMA enabler.
· the 4 following octets are specific to the security protocol, under the responsibility of the organization.

For instance for an OMA enabler implementing a shared key TLS mechanism, the protocol identifier follows the format:

	Organization identifier
	Security protocol identifier

	0x03
	Shared key TLS ID


The security protocol identifier has to be updated according to the OMA enabler needs. Such protocol identifier can be used to derive different keys with specific purpose instead of specifying complex mechanism (ex:integrity protection of messages sent by the NAF to the device). 

All such uses of the OMA protocol identifiers will be recorded in the OMNA registry [OMNA] established for these identifiers.  In addition, the OMNA registry will capture, where disclosed, OMA Enabler use of identifiers based on other organization codes.

The main goal is to be able to generate two different Ks_NAF/ Ks_(ext/int)_NAF keys from the same Ks, for different purposes corresponding to the same B-TID. The protocol ID feature could be used since it is included in the NAF ID value. The following specification can be envisaged:

NAF ID = domain name || protocol ID.

Where:

· protocol ID 1: derivation of Ks will lead to the generation of Ks_NAF1/ Ks_(ext/int)_NAF1 for integrity purpose.

· protocol ID 2: derivation of Ks will lead to the generation of Ks_NAF2/ Ks_(ext/int)_NAF2 for TLS purpose. 
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