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1. Reason for Change

This CR is to close the following review comments: A0274, A0276, A0279, A0281, A0290, A0291, A0296, A0297, A0300, A0304, A305, A307, A0316, and A0317.
	ID
	Open Date
	Type
	Section
	Description
	Status

	A0274
	2008.05.09
	T
	4.2
	Source: Nokia

Form: INP doc

Comment: Isn’t this supposed to be normative?

Proposed Change: Move this entire section (and its sub-sections) to a normative section – it does not belong here. Alternatively, removing all normative statements could solve this, but then again – security is supposed to be serious, isn’t it?
	Status: OPEN
Alcatel-Lucent (with SEC's help)
No, it’s Informative for now. Pending approval of a CR to ARC/TP to change it to “Normative”
For now, changed all Normative language to Informative.

	A0276
	2008.05.11
	T
	4.2
	Source: Acision

Form: doc #0089

Comment: Normative statements are used in an informative section. 

Proposed Change: Move normative parts to the appropriate normative sections (the interface descriptions) and only describe principles here.
	Status: OPEN
Alcatel-Lucent (with SEC's help)
Pending the resolution of the “Normative vs. Informative” issue, the text is fixed to reflect its current “Informative” status. 


	A0279
	2008.05.12
	T
	4.2


	Source: Ericsson
Form: INP
Comment: Section 4 is informative but within 4.2.x there are mandatory statements. These statements are good & we want to keep them, but we find off that they are in section 4 which is informative. It is our understanding that section 4 is marked informative per the AD template.  
Proposed Change: Say that 4.2.x are normative, or move their normative subsets to 5.1 (e.g., below the current last paragraph). 
	Status: OPEN
Alcatel-Lucent (with SEC's help)
See resolution remark for A0274 & A0276.

	A0281
	2008.05.12
	T
	4.2


	Source: Alcatel-Lucent

Form: INP

Comment: The entire Intro section is informative, as per AD template. Avoid using normative statements (SHALL) in any of its section.Section 4 is informative but for all 4.2 and 4.2.x there are mandatory statement.

Proposed Change: 

Move any mandatory statements to a normative section.
	Status: OPEN
Alcatel-Lucent (with SEC's help)
See resolution remark for A0274 & A0276.

	A0290
	2008.05.09
	T
	4.2.1
	Source: Nokia

Form: INP doc

Comment: Second sentence: “The CPM Conversation Server SHOULD rely” Why is this a SHOULD? Mind sharing your thoughts with us?

Proposed Change: Elaborate why this is a SHOULD; otherwise make it a SHALL.
	Status: OPEN
Alcatel-Lucent (with SEC's help)
As explained in the resolution remark for Comments A0274 & A0276, there should not be any “SHALL” in this informative section.

	A0291
	2008.05.09
	T
	4.2.1
	Source: Nokia

Form: INP doc

Comment: Third sentence: “It is assumed” It was a SHOULD in the sentence before…

Proposed Change: Make it consistent with the previous sentence.
	Status: OPEN
Alcatel-Lucent (with SEC's help)
See resolution remark above.

	A0296
	2008.05.09
	T
	4.2.1
	Source: LG

Form: INP doc

Comment: Second sentence “The CPM Conversation Server SHOULD rely on …”. Why is it a “SHOULD”? Is it because we cannot mandate the SIP/IP core to achieve anything? Need clarification or make it a SHALL.

Proposed Change: Make it a SHALL.
	Status: OPEN
Alcatel-Lucent (with SEC's help)
As explained in the resolution remark for Comments A0274 & A0276, there should not be any “SHALL” in this informative section.

	A0297
	2008.05.09
	T
	4.2.1
	Source: Telecom Italia

Form: INP

Comment: the text states “CPM Client SHALL be authenticated prior to accessing the CPM Communication Service”, but does the CPM Client access the CPM Communication Service? Do we need to mandate something about this?

Proposed Change: clarify the sentence if needed.
	Status: OPEN
Alcatel-Lucent (with SEC's help)
As explained in the resolution remark for Comments A0274 & A0276, there should not be any mandating statement.

	A0300
	2008.05.11
	T
	4.2.1
	Source: Andrew Allen

Form: OMA-MWG-CPM-2008-0260

Comment: The SIP/IP Core needs to ensure during registration that the registered CPM Address is allocated and authorised to be used by that CPM User in order to prevent spoofing attacks. When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, and the User Equipment contains USIM/ISIM or UIM/R-UIM/ISIM, the mutual authentication SHALL be applied as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0].

Normative statements against SIP/IP Core

Proposed Change: Split into separate paragraphs and remove normative statements

The SIP/IP Core needs to ensure during registration that the registered CPM Address is allocated and authorised to be used by that CPM User in order to prevent spoofing attacks. 

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, and the User Equipment contains USIM/ISIM or UIM/R-UIM/ISIM, the mutual authentication that is applied is as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0].


	Status: OPEN 
Alcatel-Lucent (with SEC's help)
Agreed to the proposed change.

	A0304
	2008.05.13
	T
	4.2.1
	Source: Orange

Form: 

Comment: replace SHOULD by SHALL

Proposed Change: 

The CPM Conversation Server SHALL rely on the security mechanisms


	Status: OPEN
Alcatel-Lucent (with SEC's help)
As explained in the resolution remark for Comments A0274 & A0276, there should not be any mandating statement in this section until the issue is resolved in the AD template.

	A0305
	2008.05.09
	T
	4.2.2
	Source: Nokia

Form: INP doc

Comment: First sentence, “SHOULD be protected” Are you sure that this is a SHOULD?

Proposed Change: Please clarify why this is not a MUST – and please pay special attention to this case: what should happen if it was requested, but there is no support for such thing.
	Status: OPEN
Alcatel-Lucent (with SEC's help)
See the remark on Comments A0274 and A0276.

	A0307
	2008.05.09
	T
	4.2.2
	Source: LG

Form: INP doc

Comment: Why is it a SHOULD? Such security issues are to be mandatory.

Proposed Change: Make it a SHALL.
	Status: OPEN
Alcatel-Lucent (with SEC's help)
As explained in the resolution remark for Comments A0274 & A0276, there should not be any mandating statement.

	A0316
	2008.05.09
	T
	4.2.3
	Source: Nokia

Form: INP doc

Comment: First sentence. The signaling security a MUST. So, what happens when the non-CPM interworking function does not provide a necessary signaling security features? 

Proposed Change: Clarify.
	Status: OPEN
Alcatel-Lucent (with SEC's help)
Not compatible and the same security measures cannot be applied. Consequently, the integrity of the security protection might be compromised

	A0317
	2008.05.09
	T
	4.2.3
	Source: Nokia

Form: INP doc

Comment: Second sentence. The user plane security is only a SHOULD. So, what happens when the non-CPM interworking function does not provide a necessary user plane security features? 

Proposed Change: Clarify.
	Status: OPEN
Alcatel-Lucent (with SEC's help)
Not compatible and the same securityu measures cannot be applied. Consequently, the integrity of the security protection might be compromised


2. Impact on Backward Compatibility

n/a
3. Impact on Other Specifications

n/a
4. Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5. Recommendation

All the review comments listed in this CR concern the mandatory language used for the security functional requirements. They suggest to either move the whole text to a normative section or make appropriates changes to the text, e.g., change SHALL to SHOULD. This CR has done the latter.

It is recommended that SEC and CPM groups discuss and approve the proposed changes to be incorporated into the CPM AD.
6. Detailed Change Proposal

Change 1:  Some normative sentences in security consideration should be changed with informative sentences to close the following review comments: A0274, A0276, A0279, A0281, A0290, A0291, A0296, A0297, A0300, A0304, A305, A307, A0316, and A0317.
4.2 Security Considerations

The following security aspects are considered in this document:
· SIP signalling security,
· User Plane security,
· Interworking Function security.
The CPM security SHOULD be at least as secure as existing OMA Enablers (MMS, SIMPLE IM, IMPS, PoC).
4.2.1 SIP Signalling Security

The CPM Client SHOULD be authenticated prior to accessing the CPM Communication Service. The CPM Conversation Server SHOULD rely on the security mechanisms provided by the underlying SIP/IP Core, for securing the service environments e.g. authentication of the service usage. It is recommended that the access level security is provided by the SIP/IP Core as defined in [RFC3261] to support the integrity and confidentiality protection of SIP signalling.
The SIP/IP Core needs to ensure during registration that the registered CPM Address is allocated and authorised to be used by that CPM User in order to prevent spoofing attacks. 
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, and the User Equipment contains USIM/ISIM or UIM/R-UIM/ISIM, mutual authentication is applied as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0].
For SIP signalling, an integrity protection mechanism SHOULD be used as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0].

NOTE:  [RFC3261] mandates the support for HTTP digest authentication [RFC2617], if authentication is performed.

4.2.2 User Plane Security

In order to protect user communication against eavesdropping, modification and spoofing, CPM User Plane communication between CPM Client and CPM Conversation Server SHOULD be protected to support its integrity and confidentiality, if requested by the CPM User and subject to service provider policies. A suitable mechanism for integrity and confidentiality protection is specified in [OMA-SEC_CF].

4.2.3 CPM Interworking Function Security

Assuming the existence of full security features compatibility on the part of non-CPM networks, the CPM network SHOULD apply the same security measures to the signalling received from non-CPM networks as it would to the signalling received from CPM networks. Otherwise, when CPM cannot apply the equivalent security measures, the integrity of the security protection might be compromised and interworking is not recommended.The CPM network SHOULD apply the same security measures to the User Plane communication received from non-CPM networks as it would to the User Plane communication received from CPM networks. Subsections 4.2.1 "SIP Signalling Security", and 4.2.2 "User Plane Security" apply.
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