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1 Reason for Contribution

OMA-BCAST is considering a new feature for BCAST V1.1 to allow location-based broadcast filtering. In OMA-BCAST-v1_1-2009-0023R07-CR_Location_Filtering_Baseline_Svcs [1], more details on how such a feature could be implemented raise some potential privacy issues. 

2 Summary of Contribution

This contribution will briefly describe the feature and proposed way to implement it and analyze privacy issues that may arise due to this new feature. The goal is to initiate discussion over this issue within OMA-SEC to evaluate whether it is a concern and whether OMA-SEC should recommend additional security mechanisms to protect users' privacy. 
3 Detailed Proposal

Location-based filtering has been introduced in OMA-BCAST as a way to provide certain features such as local blackout (no broadcast in a specific area), or local-emergency blackout filter (broadcast of emergency data only in a specific location). This is an optional feature in the BCAST client (and thus in the terminal). 
In order to implement this feature, annex F of document [1] suggests that when the feature is supported, the terminal shall support a location history log with the following requirements:

•
Store location history for the last 6 months in the normal case

•
Record location at intervals of 15 minutes, preferably synchronized to quarter hour boundaries

•
Record location in the form of cell ID (and optionally other forms)

•
Record time with an accuracy and granularity of 1 minute or less in a form suitable for time zone conversion (e.g. UTC)

•
Store the log in encrypted form and/or in protected memory

Potential privacy issues are quite clear as such a log could provide with the user's gross location (depending on the location data used, the precision of location can vary from quite rough with Cell Id to quite precise if GPS is used) for the past 6 months (quite a lengthy period of time). Indeed, OMA-BCAST took this into account as they discussed security of this information and wrote the last requirement. 
While encrypting the data can be seen as a good way to protect the user's location privacy, it may well not be sufficient. Obviously, BCAST client must be able to decrypt this data for proper use, which means the device will support some interface to access to this data in the clear. Therefore there is a need for access control to this interface else the encryption of the location history log will provide little benefit. Indeed if no access control is performed, malware on the phone or a rogue application will be able to access to location history log in the clear thus going around the encryption of the data. 

It is worth mentioning that this feature should normally be disabled by default in device. This is an "opt-in" feature which means the user could potentially be warned about the risks if he chooses to activate this feature. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We suggest that OMA-SEC examines these privacy issues and decide whether additional requirements are needed to protect the location history log. If so, we recommend that a requirement for access control to the location history log is proposed. As for potential solutions to enforce this access control, this will require further discussion as the issue is not straightforward. Ideally, the application trying to access the encrypted location history log should be authenticated to make sure it has the proper rights to access the data. 
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