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1 Reason for Change

This CR addresses the following comments received via R&A.
1) In the optimized flow, it is stated that "This procedure assumes that: ... The SIP IP/Core is a trusted network". It should be made clear which parts are part of the trusted network (or, who trusts him). Also, how would the optimized flow use Ks_NAF? There are no details.

2) Regarding "The NAF has registered a Ua security protocol identifier": AFAIK, such registration is done by a spec, but not by the NAF. What is meant here?

3) SIP Digest would require a new Ua security protocol identifier to be defined (rather than re-use the one for HTTP Digest).

4) "enabler-name" in the XML schema needs to be filled with something sensible.

2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss, update, approve and incorporate into GBA TS.
6 Detailed Change Proposal
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Change 2:  Update section 5.7
5.8 GBA over SIP

OMA Enablers that rely on SIP/IP Core for user plane data and that want to support clients on a 3GPP handset MUST be able to use GBA credentials using the procedures described below. It is assumed that only SIP is used for communication between the client and NAF.

5.8.1 SIP-based Authentication

There are two procedures to authenticate a client to a NAF-enabled enabler: complete and optimized.

For both procedures, it is assumed that:

· The client has successfully executed a GBA bootstrapping with the BSF as defined in [TS33220].

· A Ua security protocol identifier has been registered for usage by the OMA enabler implementing this NAF functionality
5.7.1.1 Complete GBA/SIP Procedure
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Figure 1. Complete GBA/SIP-based authentication

The complete procedure is illustrated in figure 1 and works in more detail as follows:

· The client uses an appropriate SIP method (e.g. INVITE or SUBCRIBE) to the NAF via the SIP/IP core. The SIP method MUST include the B-TID in the SIP body. The client MAY include other application specific information using other schemas.

· In addition to the B-TID, the NAF receives the identity of the client in the headers of the SIP method.

· Using GBA procedures, the NAF constructs the NAF-ID using the allocated Ua security protocol identifier to obtain the NAF key from the BSF.

· The NAF authenticates the client. The figure illustrates this process for the case of SIP Digest authentication, but other authentication methods are possible based on the shared secret NAF key. The Ua security protocol identifier that shall be used for SIP Digest is defined in OMNA Registry [OMNA] under GBA Protocol Identifiers.
5.7.1.2  Optimized Procedure
This procedure assumes that:

· The NAF can receive in SIP headers the IP address and the asserted identity corresponding to the client and thus explicit authentication is not needed.
· The SIP IP/Core is a is considered a set of Trust Domains of SIP servers that are trusted to handle Network Asserted Identity according to RFC 3324. A trust domain has been protected using appropriate security procedures as for example NDS/IP defined in [TS33210].

· 
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Figure 2. Optimized GBA/SIP-based authentication

The optimized procedure is illustrated in figure 2 and exploits the underlying SIP IP/core Trust Domain to shortcut explicit authentication.
Note that due to optimization, the Ks_NAF is not used for authentication, but it can still be used by the NAF application for other security purposes, e.g. further key derivation, integrity or confidentiality.
5.8.2 XML Schema for B-TID

The following example shows an XML document that carries the bootstrapping transaction within the body of a SIP METHOD from the client to the NAF.
<?xml version="1.0" encoding="UTF-8"?>

<gba:bootstrappingTransactionIdentifier xmlns:gba="urn:oma:xml:seccf:gba:1">
  <bootstrappingTransactionIdentifier>

     <btid>Yu9o/TY2IQ0k6zKjcHGSFw==@bsf.labs.ericsson.net</btid>

</<gba:bootstrappingTransactionIdentifier>
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