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1 Reason for Change

Minor editorials, improvement to confidentiality and possible bugs on integrity missing algorithm.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss, update, approve and incorporate into IPsec profile TS.
6 Detailed Change Proposal

Change 1:  Replace IPSec with IPsec everywhere as IETF uses lower case for “sec”.
For example
5. Scope

The set of IPsec protocols include two traffic security protocols, the Authentication Header (AH) and the Encapsulating Security Payload (ESP). The IPsec AH provides connectionless integrity, data origin authentication, and an optional anti-replay service. The IPsec ESP also provides connectionless integrity, data origin authentication, an anti-replay service as well as confidentiality. In order to make implementation more simply and to avoid interoperability problems in some implementations of IPsec in OMA Enablers, it’s suggested profiling only IPsec ESP to secure OMA enablers.
This specification is to profile IPsec ESP related specifications [RFC 2401] [RFC 2406] [RFC 4301][RFC 4303][RFC 4305] to provide data origin authentication, an anti-replay service, data integrity and encryption for OMA enablers operating over the protocol IP, especially for those OMA enablers operating over the protocol UDP. 

Note: the old RFCs related to IPsec (e.g., [RFC 2406][RFC 2401]) are not recommended for new implementations.
….

….. 
Change 2:  Correct abbreviations

3.3
Abbreviations

	AH
	Authentication Header

	AKA
	Authentication and Key Agreement

	ESP
	Encapsulating Security Payload

	IKE
	Internet Key Exchange

	IPsec
	IP Security

	OMA
	Open Mobile Alliance

	SA
	Security Association

	TCP
	Transmission Control Protocol

	UDP
	User Datagram Protocol


Change 3:  The required encryption algorithms for both cases, when (not) supported RFCs, are quite similar and can be merged into one set

5.1.1 Confidentiality
The confidentiality protection for OMA enablers at the IP level SHALL be provided by profiling IPsec ESP either according to [RFC 4303][RFC 4305] or [RFC 2406], however [RFC 4303] [RFC 4305] support is recommended. If [RFC 4303] [RFC 4305] is not supported, [RFC 2406] shall be supported. 

· The encryption key is the same for the two pairs of simultaneously established SAs. The encryption key can be derived from the key pre-configured or established as a result of AKA [3GPP TS 33.203] or IKE [RFC 2409][RFC 4306]. 
The encryption algorithms SHALL comply with the following rules.
· 
· 
· 

· The encryption algorithm is NULL encryption algorithm as specified in [RFC 2410], or DES EDE3 CBC as specified in [RFC 2451] or AES CBC with 128 bit key as specified in [RFC 3602].
· The Client SHALL support one of above three encryption algorithms.

· The Server SHALL support above three encryption algorithms.

Change 4:  The NULL integrity is missing for the second case when some RFC’s are not supported

5.1.2 Integrity
The integrity protection for OMA enablers at the IP level SHALL be provided by profiling IPsec ESP either according to [RFC 4303] [RFC 4305] or [RFC 2406], however [RFC 4303] [RFC 4305] support is recommended. If [RFC 4303] [RFC 4305] is not supported, [RFC 2406] shall be supported. 

· The integrity key is the same for the two pairs of simultaneously established SAs. The integrity key can be derived from the key pre-configured or established as a result of AKA [3GPP TS 33.203] or IKE [RFC 2409][RFC 4306]. 

If [RFC 4303] [RFC 4305] is supported, the integrity algorithms SHALL comply with the following rules.
· The integrity algorithm is NULL integrity algorithm as specified in [RFC 2410], HMAC-SHA1-96 as specified in [RFC 2404] or AES-XCBC-MAC-96 as specified in [RFC 3566].
· The Client SHALL support one of above three integrity algorithms.

· The Server SHALL support above three integrity algorithms. 
If [RFC 4303] [RFC 4305] is not supported, [RFC 2406] shall be supported and the integrity algorithms SHALL comply with the following rules.
· The integrity algorithm is NULL integrity algorithm as specified in [RFC 2410], HMAC-MD5-96 as specified in [RFC 2403] or HMAC-SHA1-96 as specified in [RFC 2404].
· The Client SHALL support one of above two integrity algorithms.

· The Server SHALL support both above integrity algorithms. 
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