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1 Reason for Change

This CR proposes the description about Group Key management in SD.
This CR is based on CR-2009-69R01 which was once agreed during AD discussion although the agreed description was removed due to level of details.

This CR adds the following changes from the CR-2009-69R01:
· While the CR-2009-69R01 covers both description and flow for Group Key management, this CR focuses on the description only. Flow will be covered by another CR.

· This CR does not cover description for Group Key delivery since it will be provided in another CR.

· Removes SEC_CF related description since it was confirmed that CPNS could not use SEC_CF for Group Key Management. Also, removes XDMS related description.
· Rephrases some wording. (e.g., Content/Service Key Management to Group Key Management, Service Management Function to Service Group Management Function etc.).
R01 reflects comments in Las Vegas meeting.
· The purpose of Group Key is added.
· Group Key is not updated when a new member joins Service Group.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. 
6 Detailed Change Proposal

Change 1:  Add description of Group Key management in section of CPNS System concept
5. CPNS System Concept
5.x Security
5.x.y Group Key
Group Key is a security key which all member entities in the same Service Group share and is used to ensure security (e.g., confidentiality and integrity etc.) of messages destined to Service Group. For Group Key management, CPNS supports the following operations: 
· create Group Key

When Service Group is created, CPNS Server creates Group Key.

· delete Group Key

When Service Group is deleted, CPNS Server deletes Group Key. 

· update Group Key

Update of Group Key is performed in two ways;

· When group member leaves from Service Group, CPNS Server updates Group Key. 

· CPNS Server itself can update Group Key. (e.g. for periodic updates)

End of change
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