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1 Reason for Change

This CR aims at closing action ARC SEC-2012-A003, by removing the User Experience Extension feature from Autho4API ER, as the related IETF draft will most probably never been published.

Note1: by doing this, Req Autho4API-RCUSE-003 is no longer explicitly fulfilled. This Req references the RCS API Req UNI-AUT-012:
“The Authorization framework SHOULD facilitate communicating the resource owner’s preferred language and terminal capabilities.”

Note2: the Autho4API enabler does not prevent terminals and Service Providers from implementing this “draft” IETF extension (commonly used in well-known Web APIs like Facebook, DailyMotion….

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To ARC-SEC to agree on the proposed changes.
6 Detailed Change Proposal

Change 1:  Remove the User Experience Extension
2.1
Normative References

	[AES]
	“The specification of Advanced Encryption Standard”, NIST FIPS Publications, 197, URL:http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf

	[AESMode]
	“Recommendation of Block Cipher Modes of Operation”, NIST, NIST Special Publication 800-38A, URL:http://www.nist.gov/

	[AUTHO4API_RD_10]
	“Authorization Framework for Network APIs Requirements”, Version 1.0, Open Mobile Alliance™

	[draft-ietf-oauth-v2]
	“The OAuth 2.0 Authorization Protocol”, URL:https://datatracker.ietf.org/doc/draft-ietf-oauth-v2/

NOTE: The referenced IETF draft is a work in progress, subject to change without notice.

	[draft-ietf-oauth-v2-bearer]
	“The OAuth 2.0 Protocol: Bearer Tokens”, URL:https://datatracker.ietf.org/doc/draft-ietf-oauth-v2-bearer/ 

NOTE: The referenced IETF draft is a work in progress, subject to change without notice.

	[draft-lodderstedt-oauth-revocation]
	“Token Revocation”, URL:https://datatracker.ietf.org/doc/draft-lodderstedt-oauth-revocation/ 

NOTE: The referenced IETF draft is a work in progress, subject to change without notice.

	
	


	[HTML_4.01]
	“HTML 4.01 Specification”, W3C Recommendation 24 December 1999, URL:http://www.w3.org/TR/html401/

	[OMNA_Autho4API]
	Open Mobile Naming Authority “Autho4API Scope Values Registry”, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/tech/omna
NOTE: The hyperlink above will point directly to the OMNA registry page once available.

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2045]
	“Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies”, N. Freed, N. Borenstein, November 1996, URL:http://www.ietf.org/rfc/rfc2045.txt

	[RFC2046]
	“Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types”, N. Freed, N. Borenstein, November 1996, URL:http://www.ietf.org/rfc/rfc2046.txt

	[RFC2616]
	“Hypertext Transfer Protocol -- HTTP/1.1”, R. Fielding,  J. Gettys, J. Mogu, H. Frystyk, L, Masinter, P. Leach, T. Berners-Lee, June 1999, URL:http://www.ietf.org/rfc/rfc2616.txt

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, June 1999, URL:http://www.ietf.org/rfc/rfc2617.txt

	[RFC3986]
	“Uniform Resource Identifier (URI): Generic Syntax”, T. Berners-Lee, R. Fielding, L.Masinter, January 2005, URL:http://www.ietf.org/rfc/rfc3986.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[RFC4346]
	“Transport Layer Security (TLS) Version 1.1”, T. Dierks,  E. Rescorla, IETF RFC 4346, April 2006, URL:http://www.ietf.org/rfc/rfc4346.txt

	[RFC5246]
	“The Transport Layer Security (TLS) Protocol Version 1.2”, T. Dierks, E. Rescorla, August 2008, URL:http://www.ietf.org/rfc/rfc5246.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[SEC_CF-V1_1]
	“Security Common Functions ”, Version 1.1, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/


4.1
Version 1.0

Autho4API is based on IETF OAuth 2.0 specifications ( [draft-ietf-oauth-v2], [draft-ietf-oauth-v2-bearer] and [draft-lodderstedt-oauth-revocation]) and in addition defines the following:
· OMNA registry for Scope Values

· Secondary channel, i.e. alternative to HTTP redirection for the delivery of response to Authorization Request 

· Deployment scenarios for environments where multiple Service Providers expose the same service

· Resolution of resource server location from an issued Access Token

· One-time Access Tokens

· Considerations on: 

· Scope Value definitions

· self-contained Access Token formats

· service discovery

· native Applications

· HTTP redirect capture mechanisms

7.2.1.2
Endpoint extensions

In the Authorization Request sent over the Autho-1 interface, the Autho4API enabler can support authorization endpoint extension parameters, which can be in particular:

· 
· The specific encoding of ‘redirect_uri’ parameter to request response delivery over a secondary channel as defined in section 7.4.7.
B.3
SCR for Autho4API Client

	Item
	Function
	Reference
	Requirement

	Autho4API-CLI-C-001-M
	Support for client registration
	7.1
	Autho4API-CLI-C-002-O OR 

Autho4API-CLI-C-003-O 

	Autho4API-CLI-C-002-O
	Support for public client type
	7.1.1
	

	Autho4API-CLI-C-003-O
	Support for confidential client type
	7.1.1
	Autho4API-CLI-C-020-O

	Autho4API-CLI-C-004-M
	Support for OAuth 2.0 Authorization Grant
	7.2.2.1
	Autho4API-CLI-C-005-O OR 

Autho4API-CLI-C-006-O OR 

Autho4API-CLI-C-007-O OR 

Autho4API-CLI-C-008-O

	Autho4API-CLI-C-005-O
	Support for Authorization Code flow
	7.4.1
	Autho4API-CLI-C-010-O OR 

Autho4API-CLI-C-012-O OR 

Autho4API-CLI-C-013-O

	Autho4API-CLI-C-006-O
	Support for Implicit Grant flow
	7.4.2
	Autho4API-CLI-C-019-O OR 

Autho4API-CLI-C-021-O OR 

Autho4API-CLI-C-022-O

	Autho4API-CLI-C-007-O
	Support for Resource Owner Password Credentials flow
	7.4.3
	

	Autho4API-CLI-C-008-O
	Support for Client Credentials flow
	7.4.4
	

	
	
	
	

	Autho4API-CLI-C-010-O
	Support for HTTP redirection to a public client HTTP URL for the delivery of response to Authorization Request (Authorization Code flow)
	7.4.1.1
	

	Autho4API-CLI-C-011-O
	Support for HTTP redirection to a public client HTTP URL: confidentiality protection using TLS (Authorization Code flow)
	7.2.1
	

	Autho4API-CLI-C-012-O
	Support for HTTP redirection to a private client URI, for the delivery of response to Authorization Request (Authorization Code flow)
	7.4.6.1
	

	Autho4API-CLI-C-013-O
	Support for secondary channel for the delivery of response to Authorization Request (Authorization Code flow)
	7.4.1.3, 7.4.7
	Autho4API-CLI-C-015-O OR 

Autho4API-CLI-C-016-O OR 

Autho4API-CLI-C-017-O OR

Autho4API-CLI-C-018

	Autho4API-CLI-C-014-O
	Support for secondary channel: confidentiality protection using response encryption (Authorization Code flow)
	7.4.1.3

7.4.7
	

	Autho4API-CLI-C-015-O
	Support for secondary channel: response display with Resource Owner interaction (Authorization Code flow)
	7.4.1.3

7.4.7
	

	Autho4API-CLI-C-016-O
	Support for secondary channel: response delivery over textual SMS with Resource Owner interaction (Authorization Code flow) 
	7.4.1.3

7.4.7
	

	Autho4API-CLI-C-017-O
	Support for secondary channel: response delivery to User Agent with automatic client retrieval (Authorization Code flow)
	7.4.1.3

7.4.7
	

	Autho4API-CLI-C-018-O
	Support for secondary channel: response delivery using OMA Connectionless Push over SMS (Authorization Code flow)
	7.4.1.3

7.4.7
	

	Autho4API-CLI-C-019-O
	Support for HTTP redirection to a public client HTTP URL for the delivery of response to Authorization Request (Implicit Grant flow)
	7.4.2.1
	

	Autho4API-CLI-C-020-O
	Support for HTTP redirection to a public client HTTP URL: confidentiality protection using TLS (Implicit Grant flow)
	7.2.1
	

	Autho4API-CLI-C-021-O
	Support for HTTP redirection to a private client URI, for the delivery of response to Authorization Request (Implicit Grant flow)
	7.4.6.1
	

	Autho4API-CLI-C-022-O
	Support for secondary channel for the delivery of response to Authorization Request (Implicit Grant flow)
	7.4.2.4, 7.4.7
	Autho4API-CLI-C-024-O OR 

Autho4API-CLI-C-025-O OR 

Autho4API-CLI-C-026-O OR 

Autho4API-CLI-C-027

	Autho4API-CLI-C-023-O
	Support for secondary channel: confidentiality protection using response encryption (Implicit Grant flow)
	7.4.2.4, 7.4.7
	

	Autho4API-CLI-C-024-O
	Support for secondary channel: response display with Resource Owner interaction (Implicit Grant flow)
	7.4.2.4, 7.4.7
	

	Autho4API-CLI-C-025-O
	Support for secondary channel: response delivery over textual SMS with Resource Owner interaction (Implicit Grant flow) 
	7.4.2.4, 7.4.7
	

	Autho4API-CLI-C-026-O
	Support for secondary channel: response delivery to User Agent with automatic client retrieval (Implicit Grant flow)
	7.4.2.4, 7.4.7
	

	Autho4API-CLI-C-027-O
	Support for secondary channel: response delivery using OMA Connectionless Push over SMS (Implicit Grant flow)
	7.4.2.4, 7.4.7
	

	Autho4API-CLI-C-028-O
	Support for Access Token Request: confidentiality protection using TLS 
	7.2.2
	

	Autho4API-CLI-C-029-O
	Support for Access Token Request: Client authentication with Autho4API Authorization Server
	7.1.2
	

	Autho4API-CLI-C-030-O
	Client authentication using HTTP Basic and client password
	7.1.2
	

	Autho4API-CLI-C-031-O
	Support for the resolution of resource location from an issued Access Token
	7.8.2.2.2
	

	Autho4API-CLI-C-032-M
	Support for Bearer Access Token 
	7.7.3
	

	Autho4API-CLI-C-033-O
	Support for Bearer Token sending in protected resource request: Authorization Request header sending method 
	7.7.3
	

	Autho4API-CLI-C-034-O
	Support for Bearer Token sending in protected resource request: other sending method 
	7.7.3
	

	Autho4API-CLI-C-035-O
	Support for Bearer Token sending in protected resource request: confidentiality protection using TLS
	7.7.3
	

	Autho4API-CLI-C-036-O
	Support for one-time Access Token
	7.7.1.1
	

	Autho4API-CLI-C-037-O
	Support for Refresh Token
	7.6
	

	Autho4API-CLI-C-038-O
	Support for Access Token and Refresh Token revocation
	7.2.3
	


B4.
SCR for Autho4API Authorization Server

	Item
	Function
	Reference
	Requirement

	Autho4API-AUTH-S-001-M
	Support for client registration
	
	Autho4API-AUTH-S-002-O OR 

Autho4API-AUTH-S-003-O 

	Autho4API-AUTH-S-002-M
	Support for public client type
	7.1.1
	

	Autho4API-AUTH-S-003-M
	Support for confidential client type
	7.1.1
	Autho4API-AUTH-S-020-O

	Autho4API-AUTH-S-004-M
	Support for OAuth 2.0 Authorization Grant
	7.2.2.1
	Autho4API-AUTH-S-005-M AND Autho4API-AUTH-S-006-M

	Autho4API-AUTH-S-005-M
	Support for Authorization Code flow
	7.4.1
	Autho4API-AUTH-S-011-O

	Autho4API-AUTH-S-006-M
	Support for Implicit Grant flow
	7.4.2
	Autho4API-AUTH-S-020-O

	Autho4API-AUTH-S-007-O
	Support for Resource Owner Password Credentials flow
	7.4.3
	

	Autho4API-AUTH-S-008-O
	Support for Client Credentials flow
	7.4.4
	

	
	
	
	

	Autho4API-AUTH-S-010-M
	Support for Authorization Request: confidentiality protection using TLS
	7.2.1
	

	Autho4API-AUTH-S-011-O
	Support for HTTP redirection to a public client HTTP URL for the delivery of response to Authorization Request (Authorization Code flow)
	7.2.1, 7.4.1.1
	

	Autho4API-AUTH-S-012-O
	Support for HTTP redirection to a private client URI, for the delivery of response to Authorization Request (Authorization Code flow)
	7.4.6.1
	

	Autho4API-AUTH-S-013-O
	Support for secondary channel for the delivery of response to Authorization Request (Authorization Code flow)
	7.4.7
	(Autho4API-AUTH-S-016-O OR Autho4API-AUTH-S-017-O OR Autho4API-AUTH-S-018-O OR

Autho4API-AUTH-S-019-O) AND Autho4API-AUTH-S-015-O

	Autho4API-AUTH-S-014-M
	Support for detecting the request to use the secondary channel, based on ‘redirect_uri’ parameter value (Authorization Code flow)
	7.4.7.5
	

	Autho4API-AUTH-S-015-O
	Support for secondary channel: confidentiality protection using response encryption (Authorization Code flow)
	7.4.7
	

	Autho4API-AUTH-S-016-O
	Support for secondary channel: response display with Resource Owner interaction (Authorization Code flow)
	7.4.7
	

	Autho4API-AUTH-S-017-O
	Support for secondary channel: response delivery over textual SMS with Resource Owner interaction (Authorization Code flow) 
	7.4.7
	

	Autho4API-AUTH-S-018-O
	Support for secondary channel: response delivery to User Agent with automatic client retrieval (Authorization Code flow)
	7.4.7
	

	Autho4API-AUTH-S-019-O
	Support for secondary channel: response delivery using OMA Connectionless Push over SMS (Authorization Code flow)
	7.4.7
	

	Autho4API-AUTH-S-020-O
	Support for HTTP redirection to a public client HTTP URL for the delivery of response to Authorization Request (Implicit Grant flow)
	7.4.2.1
	

	Autho4API-AUTH-S-021-O
	Support for HTTP redirection to a private client URI, for the delivery of response to Authorization Request (Implicit Grant flow)
	TBD
	

	Autho4API-AUTH-S-022-O
	Support for secondary channel for the delivery of response to Authorization Request (Implicit Grant flow)
	7.4.7
	(Autho4API-AUTH-S-025-O OR Autho4API-AUTH-S-026-O OR Autho4API-AUTH-S-027-O OR Autho4API-AUTH-S-028-O) AND Autho4API-AUTH-S-024-O

	Autho4API-AUTH-S-023-M
	Support for detecting the request to use the secondary channel, based on ‘redirect_uri’ parameter value (Implicit Grant flow)
	7.4.7.5
	

	Autho4API-AUTH-S-024-O
	Support for secondary channel: confidentiality protection using response encryption (Implicit Grant flow)
	7.4.7
	

	Autho4API-AUTH-S-025-O
	Support for secondary channel: response display with Resource Owner interaction (Implicit Grant flow)
	7.4.7
	

	Autho4API-AUTH-S-026-O
	Support for secondary channel: response delivery over textual SMS with Resource Owner interaction (Implicit Grant flow)
	7.4.7
	

	Autho4API-AUTH-S-027-O
	Support for secondary channel: response delivery to User Agent with automatic client retrieval (Implicit Grant flow)
	7.4.7
	

	Autho4API-AUTH-S-028-O
	Support for secondary channel: response delivery using OMA Connectionless Push over SMS (Implicit Grant flow)
	7.4.7
	

	Autho4API-AUTH-S-029-M
	Support for Access Token Request: confidentiality protection using TLS 
	7.2.2
	

	Autho4API-AUTH-S-030-O
	Support for Access Token Request: Client authentication with Autho4API Authorization Server
	7.1.2
	

	Autho4API-AUTH-S-031-O
	Client authentication using HTTP Basic and client password
	7.1.2
	

	Autho4API-AUTH-S-032-O
	Support for the resolution of resource location from an issued Access Token
	7.8.2.2.2
	

	Autho4API-AUTH-S-033-M
	Support for Bearer Access Token 
	7.7.3
	

	Autho4API-AUTH-S-034-O
	Support for Refresh Token
	7.6
	

	Autho4API-AUTH-S-035-O
	Support for Access Token and Refresh Token revocation
	7.2.3
	

	Autho4API-AUTH-S-036-O
	Support for acting as a (Shared) Authorization Server
	7.8.2.2
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