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1 Summary
This discussion paper is aimed at helping to understand some of the issues the incoming OMA-ARC-2014-0003-ILS_from_Small_Cell_Forum_on_APIs_in_LTE_How_to_handle_NAS_Encryption and a possible response to it. See also proposed reply to SCF in Proposed_reply_LS_to_Small_Cell_Forum_re_handling_NAS_encryption and Reply_To_Small_Cell_Forum_r4.
2 Summary of Contribution

Analysis of LTE NAS Encryption impact on Service API shows that while mechanism to provide UE identity by interacting with the EPC do exist, their implementation require a set of conditions that may not be acceptable to operators or that would not provide for the needs of the SCF.
3 Detailed Proposal

See below.
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5 Discussion
3GPP [TS 33.401] extends LTE NAS security between the UE and the MME and thus between the UE and the EPC. The result (and the intent) is that key UE information which is not required at the eNB is hidden from the eNB. 
Specifically, the communication and assignment of identifiers (e.g. TMSI or IMSI) or IP addresses to the UE is encrypted and therefore unknown to the eNB. An IP address could be required to send the UE messages for some services.

There are in fact some sources where UE identifiers may be obtained.

A) A service API may communicate with the MME. 

The MME may provide the identity of a particular UE if requested if operators agree to expose a devices identity to external entities. But how does the service API know whose UE’s identity to request? One could consider several solutions
, all of which will require a new interface (or the extension of an existing interface outside of the EPC see e.g. B) and a new logic at the MME. 

B) A service API may communicate with the SMSC / MMS over SGs. 

It appears that knowing MS-ISDN, the service API may, in theory, communicate with the SMSC or MMS over SGs and find the devices identity. It should be noted that all interfaces internal to the EPC are protected using the EPC underlying security mechanisms. Interfaces outside of the EPC are not. Extending any interface outside of the EPC requires that it is either unprotected or that that node outside the EPC is a de-facto trusted EPC node (which a cell cluster edge gateway isn't). Either way a new logic is required. 

However, even if a UE identifier is known, there is no way to associate it with the IP address of the UE.

C) For location services in LTE, the GMLC can obtain the UE ID identifier and location from the MME over SLg and the service API may simply interface with the GMLC to obtain that information. 

Knowing MS-ISDN the service API may indeed communicate with the GMLC to obtain a unique device identiy (TMSI/pseudo-IMSI) assuming an MS-ISDN – TMSI/pseudo-IMSI mapping is provided by operators. This again will not provide an IP address.

D) An IP address may be obtained by the service API by communicating with the MME through the serving GW over S11. 

While this approach is feasible, it is messy
 and misses the point of controlling a cell cluster at the cell cluster, without the need for extensive signalling with the EPC. 

We conclude that while mechanisms to provide UE identity by interacting with the EPC do exist, their implementation requires a set of conditions that may not be acceptable to operators or that may not provide for the needs of the SCF.
� Since the API can’t listen in on the NAS messages, it would need a trigger from some other entity (like the (H)eNB) and some type of identifier (such as the TMSI) so it could query the MME for that particular user’s identity (pseudo-IMSI). The Service API can’t just go ask for all the identities of all devices at the MME as it would not know which devices were attached through the specific femtozone the Server API was supporting. The service API needs specifically the identities  of all the devices which connect to a specific HeNB in a specific femtozone.  





� The S11 interface between the MME and SGW uses GTP-C managed tunnels from the SGW to eNB for a particular user.  These signals do use IMSI (or IMEI or MSISDN) which would be a security concern and would then require a mapping to a pseudo-IMSI.  It could be possible to eavesdrop on this interface, but the problem is, how does the Service API sniff this interface (it is located in the core network while the Service API is located in the Femtozone).  And even if it was able to sniff this interface, it would have to determine that a message to the SGW telling it to form a tunnel with a particular eNB is for an eNB that is part of the femtozone.  Feasible – yes, but messy.
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