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1 Overview

3GPP [TS 33.401] extends LTE NAS security between the UE and the MME and thus between the UE and the EPC. The result (and the intent) is that key UE information which is not required at the eNB is hidden from the eNB. 

Specifically, the communication and assignment of identifiers (e.g. TMSI) to the UE by the MME is encrypted and therefore unknown to the eNB.  Moreover, the assignment of IP addresses to these identifiers is encrypted as well.  Therefore, the eNB is not able to associate IP addresses to UE identifiers.  

A preliminary analysis has shown that obtaining identifiers is possible under some conditions. In the questions below we would like to ask SCF to kindly clarify the needs of SCF so that OMA may determine how they can be provided.
2 Requested Action(s)

Small Cell Forum is kindly requested to note that OMA ARC WG is pleased to cooperate with Small Cell Forum on the topics related to Service API Security and is willing to work on new / enhanced Service API security that may be of interest for Small Cell Forum.

The OMA ARC WG would like to ask Small Cell Forum to comment on the above analysis. OMA ARC WG would like to ask the following questions:
1) Would an interface to the EPC meet the needs of the SCF in providing management to clusters of HeNBs or would they prefer an interface to the local cell cluster?
2) Does the SCF believe that service APIs should be an EPC trusted entity?

3) Does the SCF require an IMSI or a temporary identifier such as TMSI or an IP address to identity a UE? If so, which?

4) Does the SCF believe that the IMSI/TMSI/pseudo-IMSI/IP addresses of specific UEs (e.g. mapped to MS-ISDN) can be made available upon request to a service API?
5) Would the SCF be able to initiate action within 3GPP, should it be required, in order to provide the necessary information?
3 Conclusion

OMA / ARC analysis has shown that there are a number of options to provide UE identifier information at the small cell cluster, all of which may or may not be acceptable to SCF; given that the SCFs needs are not completely clear to OMA / ARC we would like to request SCF to clarify their intent and needs. 
OMA ARC WG would like to thank Small Cell Forum for their consideration and look forward to continue the collaboration with Small Cell Forum.
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