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1. Scope

The Enabler Test Requirements (ETR) document for the Enabler under consideration is created and maintained by the Technical Working Group (TWG) responsible for the technical specifications for the corresponding Enabler.

The ETR document is intended to cover at least those requirements collected in the Requirements Document (RD) and the Architecture Document (AD) in addition to any other items the TWG has identified as important enough to warrant attention from interoperability perspective and identify any technical functionalities that should be covered by testing.

The scope of the OMA On-board Key Generation enabler is to allow for the generation and enrolment of public keys using standard Internet based message formats via ECMA Script Crypto commands.

This document defines a test plan for the OBKG enabler and provides a high level view of the OBKG functionality that must be tested as defined in the Static Conformance Requirements detailed in the specifications that make up this enabler.  

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
http://www.ietf.org/rfc/rfc2119.txt

	[ERELD]
	OMA-ERELD-OBKG-V1_0 Enabler Release Definition. http://www.openmobilealliance.org/

	[ECMA]
	"ECMA Script Crypto Library", Open Mobile AllianceTM , OMA-WAP-ECMACR-V1_1, http://www.openmobilealliance.org/

	[WIM]
	"Wireless Identity Module Part: Security", Open Mobile AllianceTM,  OMA-WIM-V1_2, http://www.openmobilealliance.org/

	[WPKI]
	"Wireless Application Protocol Public Key Infrastructure Definition", Open Mobile AllianceTM ,  
OMA-SEC-WPKI-V1_0,  http://www.openmobilealliance.org/


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA specifications”. Open Mobile Alliance. OMA-Dictionary-v1_0. http://www.openmobilealliance.org/

	[CERTPROF]
	“Certificate and CRL Profiles Specification,” Version 1.1, Open Mobile Alliance™, OMA-Security-CertProf-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2314]
	"PKCS #10: Certification Request Syntax Version 1.5," IETF RFC 2314, B. Kaliski, March 1998. URL: http://www.ietf.org/rfc/rfc2314.txt.

	[RFC3280]
	"Internet X.509 Public Key Infrastructure Certificate and CRL Profile," R. Housley, et al, April 2002. URL: http://www.ietf.org/rfc/rfc3280.txt 


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

3.2 Definitions

Test fest
Multi-lateral interoperability testing event

3.3 Abbreviations

	AD
	Architecture Document

	RD
	Requirements Document

	ECMA
	European Computer Manufacturer Association

	GKA
	Generate Key Assurance

	KEYGEN
	Key Generation

	OBKG
	On Board Key Generation

	OMA
	Open Mobile Alliance

	RKE
	Remote Key Enrolment

	ME
	Mobile Equipment

	PKI
	Public Key Infrastructure

	SE
	Security Element

	WAP
	Wireless Application Protocol

	WIM
	Wireless Identity Module


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler OBKG V1.0, documenting those areas where testing is most important to ensure interoperability of implementations.

The Enabler under consideration comprises the following specifications:

· OMA-WAP-ECMACR-V1_1: ECMAScript Crypto Object specification that defines two new methods: keyGen (Section 5.1.2.2) and genEnrollReq (Section 5.1.2.3).
.

· OMA-SEC-WPKI-V1_0: WPKI Specification that defines new Internet enrolment options (Section 6.3.2) that utilize the keyGen and genEnrollReq ECMAScript Crypto methods. 

· OMA-WIM-V1_2: WIM specification that defines new key generation and GKA functionality when a WIM is used as a security element. 

Generally, the testing activity should aim at validating the normal working behaviour of the client/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for the OBKG V1.0 Enabler.

This document also intends to provide some guidance on the prioritization of the specifications and features to be tested within Enabler OBKG V1.0.

5. Test Requirements

The OBKG enabler release allows for the generation and enrolment of public keys using standard Internet based message formats via ECMA Script Crypto commands.

5.1 Enabler test requirements

The test requirements collected in this section are related to the Enabler OBKG-V1.0.  Appendix E of [WPKI] contains an overview and dataflow section which should be used to model testing of the enabler release.  

5.1.1 Mandatory Client test requirements

Mandatory test requirements are covering mandatory features/functions of an Enabler which shall always be implemented in the client.

Applicability table for Enabler specific mandatory test requirements

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Support of the ECMA keyGen function
	Required to test the client ability to parse and properly respond to key generation request received via the keyGen ECMA script that is embedded in an xHTML document received from the PKI portal

	
	Support of the ECMA genEnrollReq function
	Required to test the client ability to parse and properly respond to the enrolment request received via the genEnrollReq ECMA script that is embedded in an xHTML document received from the PKI portal.  (Note: this includes the building and hashing of the CertificationRequestInfo structure) 

	
	
	

	ERROR FLOW
	Correct reaction to erroneous keyGen function invocation
	Required to test the client ability to parse erroneous parameters in a key generation request received via the keyGen ECMA script that is embedded in an xHTML document received from the PKI portal, and to respond properly with the adequate error code. (Note: the list of erroneous cases is in the OBKG ECMACR specification)

	
	Correct reaction to erroneous genEnrollReq function invocation
	Required to test the client ability to parse erroneous parameters in a key generation request received via the genEnrollReq ECMA script that is embedded in an xHTML document received from the PKI portal, and to respond properly with the adequate error code. (Note: the list of erroneous cases is in the OBKG ECMACR specification)

	
	
	


5.1.2 Optional Client test requirements

Optional test requirements are covering optional features/functions of an Enabler.

All the tests below consist of the ivocation of an ECMA script (keygen, or genEnrollRequest) embededed within an xHTML document received from the PKI portal. 

Applicability table for Enabler specific optional test requirements

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Creation of keyGenAssertion
	Required to test the client ability to create the keyGenAssertion attribute in the CertificationRequestInfo structure in response to a keygen invocation

	
	Authorization of the keyGen command
	Required to ensure proper authorization for keygen is provided as indicated in the function’s return code 

	
	Authorization of the genEnrollRequest command 
	Required to ensure proper authorization for genEnrollRequest is provided  as indicated in the function’s return code

	
	Communication with a WIM for key generation
	Required to test the ability of the use of the WIM Generate_Asymetric_Key_Pair command 

	
	Communication with a WIM for a key assurance attribute in the context of genEnrollRequest.  

	Required to test the ability of the use of the WIM Generate_Key_Assurance command 

	ERROR FLOW
	Request authorization of keyGen operation
	Required to test the devices ability to send an error:AuthReq back to the server if authorization for key generation is denied

	
	Request authorization of genEnrollReq operation
	Required to test the devices ability to send an error:AuthReq back to the server if authorization for key enrollment is denied

	
	When using a WIM, the ability to properly respond to the WIM demand for authentication in response to a Generate_Asymetric_Key_Pair command that is sent by the keyGen ECMA script function
	Required to test the device ability to properly handle the case where proper authentication is required by the WIM for key generation

	
	When using a WIM, the ability to properly respond to the WIM demand for authentication in response to a Generate_Key_Assurance command that is sent by the genEnrollRequest ECMA script function
	Required to test the device ability to properly handle the case where proper authentication is required by the WIM for providing the key assurance data

	
	
	


5.1.3 Mandatory Server test requirements

Mandatory test requirements are covering mandatory features/functions of an Enabler which shall always be implemented in the server.

Applicability table for Enabler specific mandatory test requirements

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Server side support for the ECMA genEnrollReq function
	Required to test the ability of the server to validate and properly respond to PKCS#10 messages received in response to a genEnrollReq function

	
	genEnrollReq output validation
	Required to test the ability of the server to validate the signature of the PKCS#10 requests to ensure Proof of Possession and integrity. 

	
	
	

	
	
	


5.1.4 Optional Server test requirements

Optional test requirements are covering optional features/functions of an Enabler.

Applicability table for Enabler specific optional test requirements

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Support for the keyGenAssertion attribute
	Required to test the ability of the server to validate a keyGenAssertion, as defined in the genEnrollReq ECMA script function, which may be included as an attribute in a PKCS#10 message.

	
	
	

	ERROR FLOW
	Ability to understand the error:AuthReq error in response to a keyGen ECMA script returned data
	Required to test the ability of the server to properly respond to the case where authCode is required by the client to generate a key

	
	Ability to understand the error:AuthReq error in response to a genEnrollReq ECMA script returned data
	Required to test the ability of the server to properly respond to the case where an authCode is required by the client to generate a PKCS#10 request

	
	Generation of authCode in response to keyGen request
	Required to test the server’s ability to generate a proper authCode value in response to an error:AuthReq error message received during a keyGen request

	
	Generation of authCode in response to genEnrollREq request
	Required to test the server’s ability to generate a proper authCode value in response to an error:AuthReq error message received during a genEnrollREq request

	
	
	


5.2 Backwards compatibility

Not Applicable

5.3 Enabler dependencies

ECMA Script OMA-WAP-ECMACR-V1_1 specification
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