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1. Scope

The Enabler Test Requirements (ETR) document for the SEC CF V1.0 Enabler is created and maintained by the OMA SEC Technical Working Group (TWG), which is responsible for the technical specifications for the corresponding Enabler.

As the enabler only utilizes well established protocols, no testing is required for the SEC_CF V1.0 Enabler.

2. References

2.1 Normative References

	[3GPP TS 33.220]
	"Generic Bootstrapping Architecture (GBA)", 3GPP TS 33.220, Release 6, URL: http://www.3gpp.org/ 

	[3GPP TS 33.246]
	"Security of MBMS (Multimedia Broadcast/Multicast Service)", 3GPP TS 33.246, Release 6, URL: http://www.3gpp.org/ 

	[3GPP2 S.S.109]
	"Generic Bootstrapping Architecture (GBA) Framework", 3GPP2 S.S0109-0,Version 1,0, 30th March 2006  URL: http://www.3gpp2.org/

	[3GPP2 S.S0114]
	"Security Mechanisms using GBA", 3GPP2 S.S0114-0,Version 1,0, 30th March 2006  URL: http://www.3gpp2.org/ 

	[ERELD]
	 “Enabler Release Document for SEC_CF V1.0”, Open Mobile Alliance™,
OMA-ERELD-SEC_CF-V1_0, URL:http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.3, Open Mobile Alliance™, 
OMA-ORG-IOP_Process-V1_3, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


IETF RFC,  “Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)”, RFC 4279, P. Eronen, et al, December 2005

	URL: http://www.ietf.org/rfc/rfc4279.txt
	

	[RFC4346]
	“Transport Layer Security (TLS) Version 1.1”, T. Dierks,  E. Rescorla, IETF RFC 4346, April 2006

URL: http://www.ietf.org/rfc/rfc4346.txt

	[RFC4366]
	“Transport Layer Security (TLS) Extensions”, S. Blake-Wilson, M. Nystrom, D. Hopwood, J. Mikkelsen, T. Wright, IETF RFC 4366, April 2006

URL: http://www.ietf.org/rfc/rfc4366.txt

	
	


2.2 Informative References
	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA -Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

For definitions of terms, see [OMADICT].
3.3 Abbreviations

	AD
	Architecture Document

	DM
	Device Management

	ETR
	Enabler Test Requirements

	GBA
	Generic Bootstrap Architecture

	MBMS
	Multimedia Broadcast/Multicast Service

	MO
	Management Object

	OMA
	Open Mobile Alliance

	PSK-TLS
	Pre-Shared Key TLS

	RD
	Requirements Document

	SEC_CF
	Security Common Function

	TLS
	Transport Layer Security

	TWG
	Technical Working Group


4. Introduction

The purpose of this document is to explain why no testing is required for the SEC_CF V1.0 Enabler. 

The Enabler under consideration comprises the following specifications:

· OMA-TS-GBA_Profile-V1_0-20070607-D: This specification defines an OMA profile of the Generic Bootstrapping Architecture (GBA) specified in 3GPP and 3GPP2, [3GPP TS 33.220], [3GPP2 S.S.109], [3GPP2 S.S0114]. 
· OMA-TS-TLS-V1_0-20070607-D: This specification defines an OMA profile of the TLS related specifications specified in IETF and OMA, [RFC4346], [RFC4366], [RFC4279], etc
· SEC_CERT_MO-V1_0-20071109-D* : This gives the Managed Object for addition and deletion of Certificates used by the enabler. 
*[Note : Currently the SEC_CERT_MO is a TS, but decided together with DM on 20071211 to be converted into a DDS. This is performed by SEC_CERT_MO editor. Planned completion date : 20080108.]
The enabler aims at:
· Defining a common framework regarding security functions within OMA

· Defining a simple, reusable architecture to leverage existing security mechanisms

· Profiling standardized security mechanisms considering OMA specific environment
5. Test Requirements

5.1 Test requirements
SEC_CF V1.0 consists in defining profiles for the following existing protocols:
· Transport Layer Security (TLS):

· Which cipher suites MUST be supported for TLS & PSK-TLS

· Session resume MUST be supported

· Server authentication MUST be supported

· Client authentication SHOULD be supported

· TLS tunneling MUST be supported

· TLS extensions for Wireless networks SHOULD be supported

· Generic Bootstrap Architecture (GBA)

· profiles a particular implementation of 3GPP GBA, 3GPP2 GBA 
· OMA organization has be assigned the identifier 0x03

· The client always bootstrap with the Home BSF

As the enabler defines no new protocols or messages, no specific tests are required.
Furthermore, as coexistence of different security profiles between the SEC agent and the OMA Security Gateway is precluded by the enabler architecture, there is no need to envisage interoperability tests between the different profiles.
Testing materials available regarding the different protocols: 

· TLS and IPSEC are extensively used protocols.
· PSK-TLS has been used in OMA SUPLV1.0 Enabler.

· GBA has been used and tested within the OMA BCAST V1.0 Enabler (cf. http://www.openmobilealliance.org/ftp/IOP/ID/07/OMA-IOP-2007-0201R01-OMA_EnablerTestReport_TestFest_20_5_Sep2007_BCAST_10_20071005.zip, BCAST-1.0-DIST-int-404 & 405).
· GBA has also been used in 3GPP MBMS (Multimedia Broadcast/Multicast Service) security (cf. http://www.3gpp.org/ftp/Specs/html-info/33246.htm)
· PSK-TLS has been available in several open source libraries, e.g. OpenSSL (http://www.schreck-thomas.de/other/tls-psk_plain_fh_openssl_0.9.8.patch), iSaSiLk( http://jce.iaik.tugraz.at/sic/products/communication_messaging_security/isasilk)
The Certificate MO has no own behaviour descriptions and does not need any tests within the scope of SEC_CF since it relies on standard OMA DM protocol.
5.2 Backwards Compatibility

No backwards compatibility issues since V1.0 is the first release of the SEC_CF Enabler
5.3 Enabler Dependencies

Enabler SEC_CF-V1.0 has dependencies on the following protocol specifications:

· Generic Bootstrapping Architecture (GBA) [3GPP TS 33.220], [3GPP2 S.S.109], [3GPP2 S.S0114]
· Transport Layer Security (TLS) [RFC4346], [RFC4366], [RFC4279]

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version 1.0 History

	Document Identifier
	Date
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	Draft Versions

OMA-ETR-SEC_CF-V1_0
	17 Oct 2007
	All
	Initial version

	Draft Versions

OMA-ETR-SEC_CF-V1_0-20071107-D
	07 Nov 2007
	Section 4. 5
	The addition of SEC_Cert_MO and GBA used in 3GPP MBMS security

	Draft Versions

OMA-ETR-SEC_CF-V1_0-20071211-D
	11 Dec 2007
	Section 4. 5
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