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1. Scope

The Enabler Test Requirements (ETR) document for the SEC CF V1.1 Enabler is created and maintained by the OMA ARC/SEC Sub-Working Group (SWG), which is responsible for the technical specifications for the corresponding Enabler.

As the enabler only utilizes well established protocols, no testing is required for the SEC_CF V1.1 Enabler.
2. References

2.1 Normative References

	[3GPP TS 33.220]
	“Generic Bootstrapping Architecture (GBA) ”, 3GPP TS 33.220, URL: http://www.3gpp.org/ 

	[3GPP TS 33.246]
	“Security of MBMS (Multimedia Broadcast/Multicast Service) ”, 3GPP TS 33.246, 
URL: http://www.3gpp.org/ 

	[3GPP TR 33.924]
	“Identity Management and 3GPP Security interworking; Identity Management and Generic Authentication Architecture (GAA) interworking”, 3GPP TR 33.924, http://ww.3gpp.org

	[3GPP2 S.S.109]
	“Generic Bootstrapping Architecture (GBA) Framework”, 3GPP2 S.S0109-0, Version 1.0, 30th March 2006, URL: http://www.3gpp2.org/ 

	[3GPP2 S.S0114]
	“Security Mechanisms using GBA”, 3GPP2 S.S0114-0,Version 1.0, 30th March 2006, 
URL: http://www.3gpp2.org/ 

	[ERELD]
	 “Enabler Release Definition for Application Layer Security Common Functions”, Version 1.1, Open Mobile Alliance™, OMA-ERELD-SEC_CF-V1_1, URL: http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.10, Open Mobile Alliance™, 
OMA-ORG-IOP_Process-V1_10, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2401]
	“Security Architecture for the Internet Protocol”, S. Kent, et al, November 1998, URL:http://www.ietf.org/rfc/rfc2401.txt

	[RFC2406]
	“IP Encapsulating Security Payload (ESP)”, S. Kent, et al, November 1998, URL:http://www.ietf.org/rfc/rfc2406.txt

	[RFC2409]
	“The Internet Key Exchange (IKE)”, D. Harkins, et al, November 1998, URL;http://www.ietf.org/rfc/rfc2409.txt

	[RFC3261]
	“SIP: Session Initiation Protocol”, J. Rosenberg, et al, June 2002, URL;http://www.ietf.org/rfc/rfc3261.txt

	[RFC4279]
	“Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)”, IETF RFC 4279, P. Eronen, et al, December 2005, URL: http://www.ietf.org/rfc/rfc4279.txt

	[RFC4301]
	“Security Architecture for the Internet Protocol”, S. Kent, et al, December 2005, URL:http://www.ietf.org/rfc/rfc4301.txt

	[RFC4303]
	“IP Encapsulating Security Payload (ESP)”, S. Kent, December 2005, URL:http://www.ietf.org/rfc/rfc4303.txt

	[RFC4305]
	“Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload (ESP) and Authentication Header (AH)”, D. Eastlake, December 2005, URL:http://www.ietf.org/rfc/rfc4305.txt

	[RFC4306]
	“Internet Key Exchange (IKEv2) Protocol”, C. Kaufman, December 2005, URL:http://www.ietf.org/rfc/rfc4306.txt

	[RFC4346]
	“Transport Layer Security (TLS) Version 1.1”, T. Dierks,  E. Rescorla, IETF RFC 4346, April 2006, URL: http://www.ietf.org/rfc/rfc4346.txt

	[RFC4347]
	“Datagram Transport Layer Security”, E. Rescorla,  N. Modadugu, IETF RFC 4347, April 2006, URL: http://www.ietf.org/rfc/rfc4347.txt

	[RFC4366]
	“Transport Layer Security (TLS) Extensions”, S. Blake-Wilson, M. Nystrom, D. Hopwood, J. Mikkelsen, T. Wright, IETF RFC 4366, April 2006, URL: http://www.ietf.org/rfc/rfc4366.txt


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.8, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_8, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

For definitions of terms, see [OMADICT].
3.3 Abbreviations

	DM
	Device Management

	ESP
	Encapsulating Security Payload

	ETR
	Enabler Test Requirements

	GBA
	Generic Bootstrap Architecture

	IPsec
	IP Security

	LOCSIP
	Location in SIP/IP Core

	MBMS
	Multimedia Broadcast/Multicast Service

	MO
	Management Object

	OMA
	Open Mobile Alliance

	PSK-TLS
	Pre-Shared Key TLS

	SEC_CF
	Security Common Function

	TLS
	Transport Layer Security


4. Introduction

The purpose of this document is to explain why no OMA testing is required for the SEC_CF V1.1 Enabler. 

The Enabler under consideration comprises the following technical specifications (TS):

· OMA-TS-GBA_Profile-V1_1-20101029-D: This specification defines an OMA profile of the Generic Bootstrapping Architecture (GBA) specified in 3GPP and 3GPP2, [3GPP TS 33.220], [3GPP2 S.S.109], [3GPP2 S.S0114]. Specification that defines an OMA profile of GBA, as defined by 3GPP and 3GPP2. GBA specifies how operator controlled smart cards can be used to bootstrap a short term security association between a client and a server. The profling amounts to stating which features, in referenced specifications, that must or should be supported.
· OMA-TS-TLS_Profile-V1_1-20101029-D: This specification defines an OMA profile of TLS, DTLS and related IETF specifications, [RFC4346], [RFC4366], [RFC4279], [RFC4347], etc. The profling amounts to stating which features, in referenced specifications, that must or should be supported.
· OMA-TS-IPsec_Profile-V1_1-20101029-D: Specification that defines an OMA profile of IPsec and related IETF specifications. The profling amounts to stating which features, in referenced specifications, that must or should be supported.
· OMA-TS-Delegated_Authentication_Profile-V1_1-20101029-D: Specification that defines an OMA profile of existing mechanisms related to delegated authentication for web service to provide SSO experience for users during accessing web services as well as to allow users to control their public identifiers on the web.
In addition the Enabler comprises the following data definition specification (DDS):
· OMA-DDS-SEC_CERT_MO-V1_0-20080902-A: Using the OMA DM protocol and its data formats, this data definition specification defines Management Objects required for management of security properties (SEC CERT MOs). To be used as one option to initialize a device in context of the SEC_CF enabler, or in other contexts.
· OMA-SUP-MO_SEC_CERT-V1_0-20080902-A: DDF for the MO in [SEC_CERT_MO]. Working file in Schema directory: file: SEC_CERT_MO-v1_0.ddf  path: http://www.openmobilealliance.org/tech/omna/dm-mo/
· OMA-SUP-XSD_seccf_gba-V1_1-20100902-D: XML Schema for GBA in OMA Security Common Functions (SEC_CF). Working file in Schema directory:file: seccf_gba-v1_1.xsd path: http://www.openmobilealliance.org/tech/profiles/
The enabler aims at:

· Defining a common framework regarding security functions within OMA

· Defining a simple, reusable architecture to leverage existing security mechanisms

· Profiling standardized security mechanisms considering OMA specific environment

5. Test Requirements

5.1 Enabler Test Requirements

 SEC_CF V1.1 consists in defining profiles for the following existing protocols:

· Transport Layer Security (TLS):

· Which cipher suites MUST be supported for TLS & PSK-TLS
· Which cipher suites SHOULD be supported for DTLS
· Session resume MUST be supported

· Server authentication MUST be supported

· Client authentication SHOULD be supported

· TLS tunneling MUST be supported

· TLS extensions for Wireless networks SHOULD be supported

· Generic Bootstrap Architecture (GBA)

· Profiles a particular implementation of 3GPP GBA, 3GPP2 GBA 

· OMA organization has be assigned the identifier 0x03
· GBA supporting the protocol SIP is added in SEC_CFv1.1 
· The client always bootstrap with the Home BSF

· IP Security
· Which cipher suites MUST be supported for IPsec 
· IPsec ESP MUST be supported
· Delegated Authentication for web services
· Profiles a particular implementation of 3GPP GBA interworking with OpenID 

As for the enabler SEC_CFv1.1, only the messages GBA supporting SIP are new and defined by OMA. GBA supporting SIP is used by the enabler LOCSIPv1.0 and to be tested in LOCSIPv1.0 . The re is no new protocol or message except for GBA supporting SIP. So, no specific tests are required.

Furthermore, as coexistence of different security profiles between the SEC agent and the OMA Security Gateway is precluded by the enabler architecture, there is no need to envisage interoperability tests between the different profiles.

Testing materials available regarding the different protocols: 

· TLS and IPsec are extensively used protocols.

· PSK-TLS has been used in OMA SUPL V1.0 Enabler.
· DTLS is defined by IETF and may be tested by other applications.
· GBA supporting SIP has been used and to be tested within the OMA LOCSIPv1.0 Enabler.
· GBA Push is used by DM bootstrapping in 3GPP network
· GBA has been used and tested within the OMA BCAST V1.0 Enabler 
(cf. http://www.openmobilealliance.org/ftp/IOP/ID/07/OMA-IOP-2007-0201R01-OMA_EnablerTestReport_TestFest_20_5_Sep2007_BCAST_10_20071005.zip, BCAST-1.0-DIST-int-404 & 405).

· GBA has also been used in 3GPP MBMS (Multimedia Broadcast/Multicast Service) security 
(cf. http://www.3gpp.org/ftp/Specs/html-info/33246.htm)

· PSK-TLS has been available in several open source libraries, e.g. 
OpenSSL (http://www.schreck-thomas.de/other/tls-psk_plain_fh_openssl_0.9.8.patch), 
iSaSiLk (http://jce.iaik.tugraz.at/sic/products/communication_messaging_security/isasilk)
· GBA interworking with OpenID is defined by 3GPP and may be tested by other mobile applications in the future. 
The Certificate MO has no own behaviour descriptions and does not need any tests within the scope of SEC_CF since it relies on standard OMA DM protocol.
5.2 Backwards Compatibility

 The SEC_CFv1.1 Enabler is fully compatible with the SEC_CFv1.0 Enabler.
5.3 Enabler Dependencies

Enabler SEC_CF-V1.0 has dependencies on the following protocol specifications:

· Generic Bootstrapping Architecture (GBA) [3GPP TS 33.220], [3GPP2 S.S.109], [3GPP2 S.S0114]

· Transport Layer Security (TLS) [RFC4346], [RFC4366], [RFC4279], [RFC4347]
· IP Security (IPsec) [RFC2401],[RFC2406],[RFC2409],[RFC4301],[RFC4303],[RFC4305],[RFC4306]
· Delegated Authentication for web services [3GPP TR 33.924]
· SIP (Session Initiation Protocol) [RFC3261]
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