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1. Description 
(Informative)

1.1 Introduction

This section is intended to describe in the form of user scenarios the benefits mobile communication operators will have by providing rich-content to their customers when they come to have access operator’s services based on the Smart card.

Simply, the purpose of this section is:

· To provide a better understanding of the functionality that the OMA Smart card Web Server solution should provide. 

· To offer high level descriptions of different OMA scenarios against which the formal requirements for OMA-Smart card Web Server can be checked

· To be a public document that can help to explain what OMA Smart card Web Server is about.

1.2 Usage Scenarios

The following scenarios are involving characters of various ages and various activities, it should not be understood that the use cases described are limited to these category of people. Although Martin, Thomas, Ana and Jack are very different people they share the fact that they have a mobile phone subscription that includes various operators services.

Scenario 1: Quick and simple access to operator’s services

Martin is now used to browse the Web with his handset; he’s got his favourite links to a news site and a weather-forecasting site that are stored within his handset browser.

Unfortunately, he does not really understand the difference between accessing a web service and one of his operator’s services. Thus his operator has implemented Martin’s accessible services on a Web Server Smart card in order gives him the same access method to these services as he accesses his internet sites. This way it is transparent for Martin whether his operator’s services are smart card based or not.

Moreover he will keep exactly the same look and feel for accessing his services next time he changes his handset.

Scenario 2: Access to operator’s services Off-line

Thomas has got problems using his brand new handset; actually he’s got problems establishing a data connection for his Internet browsing.

Fortunately for Thomas and his operator, there is a Frequently Asked Question web page stored on his Smart card and it is accessible off-line when he launches his browser. This will probably make Thomas and his operator save a lot of time and money as he’s got a way to go forward before calling his operator’s hotline…

Scenario 3: Enhanced operator’s services Interface
Ana most specially enjoys the nice high-resolution screen she’s got on her handset. That’s what makes her feel she’s really got a nice phone, a device she enjoys to use.

Having rich content interface when accessing operator’s services definitely counts for her.

Scenario 4: Capture and Secure connection with a remote server
Jack wants to go shopping this afternoon, but before that he would feel more comfortable if he had checked the balance of his bank account.

In fact, getting the balance of his bank account is a service he’s got with his mobile phone operator. The service is based on the security provided by the operator’s smart card present in the handset. So Jack connects to his bank web site and goes to his account review service. The bank web site redirects this request by sending a web page containing a link to the smartcard web server page which includss some authentication parameters and encrypted account data. Jack goes to the proposed link and authenticates himself with his PIN code as requested by the smartcard web server. The smartcard authenticates the bank request and returns the authentication data that are then redirected and sent to the bank Web server. Jack can now browse his account data and make some operations on his account.

The bank server can also send encrypted information embedded in the web page which is redirected to the smart card web server, decrypted and displayed to the user. 

Jack is happy with his operator’s set of security services because he no longer needs to remember a whole list of website passwords. Moreover, he is confident in the physical security provided by his local smartcard. 

Scenario 5: Setting preferences for an Operator application in the smart card

Thomas has an operator application in his smart card that implements some services that require user input.

He can access this application with the smart card URL and the application displays a form with possible configuration parameters. Thomas fills this form and clicks the “Submit” button at the end. The application in the SIM card is now configured with the new parameters.
Scenraio 6:  Managing the smart card web server from a remote trusted application

Ana uses an ecommerce service that is partially implemented in the local smart card web server. She access this service with a URL that points to the smart card web server and gets an xHTML page with some external links to the operator’s trusted server to perform some ecommerce operations. After performing the needed operations the operator’s server may detect that there is a need to update her ecommerce application in the local smart card web server to upgrade to a new version. In this case it returns an xHTML page that suggests updating her application. When Ana accepts this request the remote server will invoke an application to establish a mutually authenticated HTTPS connection with the smart card web server and upload new files for the local web application. This operation can only be done by an authorized remote application since the smart card web server will accept updates only from an authenticated remote application based on credentials that are already provisioned in the smart card.

Ana will now have an upgraded ecommerce application that includes new features.
2. Market Requirement

1. It SHALL be possible for the web browser and authorized applications in the ME to browse content in the smart card

2. The smart card web server SHALL be able to serve static and dynamic content to the ME local web browser.

3. It SHALL be transparent for the ME web browser whether it access an external web server or a local web server implemented in the smart card

4. The solution SHALL aim to minimize ME web browser modification or adaptation

5. It SHALL be possible to set a home page in the ME web browser which is on the smart card web server 

6. It SHALL be possible to redirect a request from a remote server to the smart card web server 
7. It SHALL be possible to redirect a request from the smart card web server to a remote server web 
8. It SHALL be possible to access the smart card web server off-line (i.e. when network connection is not available).

9. It SHALL be possible to display and capture information entered by the user in forms that are then sent to the smart card web server.

10. It SHALL be possible for the smart card web server to invoke smart card based applications

11. The issuer of the smart card SHALL be able to control what content and applications can be accessed via the smart card web server

12. The ME browser SHALL indicate to the user that the communication with the smart card web server is carried out over a trusted link (since it is local and the smart card web server is considered trusted)
3. Engineering Requirement

3.1 Security

1. 
2. It SHALL be possible to authenticate a user to the smart card web server (e.g. with a user PIN)

3. Only authorized browsers and applications in the ME SHALL be able to access the smart card web server

4. It SHALL NOT be possible to browse contents in the smart card from a remote application (not inside the ME) unless it is done with HTTPS with full mutual authentication
3.2 Content

1. It SHALL be possible to serve xHTML content from the smart card web server.

2. It SHALL be possible to serve all the media content defined in WAPWAE Specifcation from the smart card web server.

3. It SHALL be possible for the smart card web server to allow browsing of smartcard entities, such as files and applications, if they are accessible for browsing.

4. It SHALL be possible to provide data (such as queries, forms, etc…) in the requests used 
to access smartcard entities.

3.3 Access Protocol

1. It SHALL be possible to identify a smartcard entity in the smart card web server using an URL.

2. It SHALL be possible to serve content from the smart card web server using HTTP/1.1 with Wireless profiled HTTP Specification  (i.e. WAP-229-HTTP-20010329-a) or a sub-profile of the above.
3. It SHALL be possible to serve content from the smart card web server using HTTPS (add version) using full mutual authenication
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