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1 Reason for Contribution

SEC-SCT is actually defining the architecture of the SCWS: even if there have been some proposals in order to let OMA define it’s own application, the current opinion of members is to rely on the UICC framework and to avoid to reinvent the wheel. This has been also a strong requirement coming from TP#12.
From a first analysis, the UICC framework would allow handset manufacturers to implement the BIP Gateway described in OMA-SCT-2004-0026-SCWS-draft-architecture with minimal impacts on the rest of the handset. Delegates have therefore agreed to investigate the solution in details.
Even assuming BIP as the mean to transport data between the browser and the card, some options in implementation of SCWS are still available and seem to impact both on the technical side and standardisation process.
This contribution identifies some of main issues, trying to underline pro and cons in order to support SEC-SCT discussion.
2 Summary of Contribution

The UICC platform defines the BIP protocol as a feature that may be inherited by all applications belonging to the UICC framework: the overall architecture is generally depicted in the figure below.

The USIM is the most common application developed in the UICC framework, therefore it is useful to investigate two main options: 
· to register the SCWS in the (U)SIM framework (e.g. a SIM Toolkit application);

· to develop it as an independent application (e.g. USIM, WIM, …)
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Possible impacts are both technical and procedural:

· technical: due to the availability of logical channels (then consequently of multi-threading on the SCWS); 
· procedural: due to the definition of the best standardization road in external groups (SCP, T3, …) in order to avoid overlaps in specs.

This contribution identifies some of main issues in order to support SEC-SCT discussion.

3 Detailed Proposal
3.1  The BIP (Bearer Independent Protocol) 
During Barcelona SEC-SCT meeting, delegates agreed to use the CAT-BIP as a suitable mean to implement the SCWS: Axalto and Gemplus have presented two draft proposals that are similar, except for some detail on technical requirements about the handsets. Both companies agreed to require the support of Class E, but Axalto suggests to require Class F too.
This chapter deals with details on the BIP protocol and summarizes features of Class E and F.

The BIP (Bearer Independent Protocol) is a mechanism that allows the card to access to data bearers supported by the terminal: such bearers may be local (IrDA, Bluetooth, …) or belonging to a network (GPRS, …).
In the CAT spec, terminal capabilities about BIP are defined in two classes, indicated by “E” and “F”.
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3.1.1 Class “E”

If class "E" is supported, a set of proactive commands (OPEN CHANNEL, CLOSE CHANNEL, SEND DATA, RECEIVE DATA, and GET CHANNEL STATUS) and events (DATA AVAILABLE, CHANNEL STATUS) allows the UICC to establish a data channel with the terminal, and through it either to a remote server in the network or to a remote device in the Personal Area Network. In details:

· The UICC asks the terminal to open a connection to an external server by one of the available bearers;
· The terminal then allows the UICC and the server to transparently exchange data on this channel;

3.1.2 Class “F”

If class "F" is supported some additional commands are available: SERVICE SEARCH, GET SERVICE INFORMATION and DECLARE SERVICE allows the UICC to manage services offered by external devices (e.g. by Bluetooth).
Class “F” also includes the event LOCAL CONNECTION that allows the terminal to inform the UICC that an external device has requested to be connected by a local bearer.

3.2  Inheritance of CAT-BIP 
The UICC declares a set of tools (CAT) available by inheritance to any application belonging to the UICC framework: in particular the BIP is available inside the USIM (USAT). 

In such case, the Toolikit is initialized by the terminal during its start-up: therefore, in the case of a SCWS developed in the USIM stack, there is no need to implement any specific initialisation procedure on the handset. 
Any other SCWS implementation inheriting the CAT-BIP requires to be specifically initialised.
3.3  Logical Channels and multithreading
A Web/Wap browser is a typical multi-thread application; a UICC may offer the possibility to run several selectable applications in parallel through the logical channels mechanism.
A logical channel is a link between an application residing in the card and an application in the ME. At each logical channel is assigned a unique channel number, that is used by the ME to identify to which application a command is directed. 
The basic logical channel (#0) is by default assigned to the (U)SIM application. Therefore the inheritance of BIP inside a USAT application imposes to use the basic logical channel. 
3.4 Technical Impacts

This section tries to identify technical impacts of the two approaches.
3.4.1  Logical Channels
By using BIP mechanism, there are two main options:

· the SCWS belongs to the USIM framework (e.g. a SAT application); 
· the SCWS is an application independent from those already present on the card (SIM, USIM, …)

From the technical point of view there is a difference between the two options that involves the possibility to use multiple logical channel (i.e. multi-threading): 
Smart Card Web Server inside the (U)SIM Framework

In this case there is no need to define and implement a specific initialisation procedure of the SCWS application, because (U)SAT is usually initialised by handsets during its start-up. 
On the other hand only one logical channel (#0) could be used, because it is the one used by the (U)SIM application, that manages every communication between the SCWS and the ME.

Smart Card Web Server belonging to the UICC Framework

This implementation prevents to reuse the default initialisation of the BIP, but it permits to use more logical channels and to give the SCWS multi-threading capabilities; in fact all channels (except #0 used by the USIM) could be available for several instances of the SCWS application.

Nevertheless, in the case of multiple logical channels, such feature must be supported by the gateway in ME and it could represent an added requirement to the handset.

3.4.2  Terminal Capabilities: support of Class F
Both Axalto and Gemplus require support of BIP (Class “E”); in addition Axalto suggests to require support of Class “F” too. This seems to have impacts on the initialization procedure of the SCWS: the main point is due to the availability of the LOCAL CONNECTION event, which is used to inform the card that the handset browser has generated a service request.
In particular:

· a class “E” terminal will only allow the UICC to initiate a BIP connection. In this case the initialization has to be started by the card: the channel is registered at star-up (or activated by a menu selection) and the it remains open even if the SCWS remains in an IDLE state. In the USAT implementation, this may cause conflicts with other USAT applications; in the UICC implementation the “registering” event may be represented by the SELECT(AID) apdu;
· a class “F” terminal also allows the terminal to initiate a BIP connection to the card. Therefore the channel may be registered at each Service Request received from the browser: this solves the problem in the USAT case, but it seems to be overabundant in the UICC implementation. 
3.5  Standardization impacts
Finally, from the standardization point of view, this choice will imply also some consequences about the groups involved (OMA, SCP, T3). The requirement from TP clearly states:

· not to reinvent the wheel;

· to reuse existing specifications (e.g. CAT-BIP)

· and to rely on existing external groups in respect of their competences.
As a general consideration, other than some minor changes to existing CAT-BIP, the UICC specification seems to be complete enough in order to allow the development of an independent OMA SCWS application: anyway, in respect to TP requirements, SCP and T3 should be deeply involved in the process.

In particular: 
· If the SCWS will be implemented as an USIM extension (e.g. USAT application), T3 should deal with the topic and probably define the whole application;
· SCP should be involved instead in the case of an OMA SCWS independent application.

4 Intellectual Property Rights

None.
5 Recommendation

The group should discuss about this topic in order to take a decision by planning the consequent and necessary standardization procedures. In particular:
1. to individuate if new requirements about multi-threading are needed in SCWS; 
2. to clarify if the group prefers to define an independent OMA SCWS application or if a USAT approach is preferred;

3. if the constraint of Class “F” support may be removed using the SELECT(AID) procedure;
4. to discuss about the best standardization process and other groups (SCP, T3, …) involvement in order to respect TP requests.
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