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1 Reason for Change

This Change request provide a description on the Socket to Card transport protocol made using CAT BIP commands only without the need to have the class “f” enabled handset. 
2 Impact on Backward Compatibility

None Draft Architecture modification only
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend to SEC-SCT to adopt this modification in the actual AD making easier the implementation in the handset.
6 Detailed Change Proposal

5.2 Smartcard – ME protocols

5.2.1 Case of BIP commands
To communicate via HTTP with the Smart Card web Server we need to rely on a lower level data transport protocol. Usually TCP/IP is being used for this purpose but we propose here to use a lighter data transport protocol that can be implemented easily in existing cards. This protocol is the BIP (Bearer Independent Protocol).

The BIP, which is already standardized in ETSI (TS 102.223 [5]) and 3GPP2, can be used to enable the access to the smart card with a protocol like HTTP.

The BIP defines a set of commands that enable the UICC to open a bi-directional data channel with a remote client/server:

· Among the protocols that can be selected are TCP over IP

· The ME establishes the TCP connection with the remote server

· The ME receives data from the card via the BIP/SEND command, inserts them into the protocol packets and sends them to the remote server

· The ME strip the data from the server’s packets and send them to the card using the Envelope (Event – Data Available) and the cards pulls them using BIP/RECEIVE command

The BIP protocol is illustrated in the following diagram:
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5.2.1.1 ME access to the SC Web server
The card can provide a local web server for the user to browse using the ME WAP browser. This web server is accessible via a gateway called the BIP Gateway.

The BIP gateway will do the protocol conversion as is already defined in ETSI TS 102.223 [5] specification. The following configuration illustrates the internal network configuration in the ME:
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5.2.1.2 Initialization phase
A smart card that implements a web server needs to listen to a specified TCP Port number. 

One possible solutions is to use the “Open Channel” command as is defined in TS102223 [5] specification meaning that only class “e” need to be supported in the terminal:

	UICC
	
	Terminal or BIP gateway
	
	Local Web Browser


	
OPEN CHANNEL as server

	
	

	
	

	
	

	OPEN CHANNEL (

- SIM/ME interface transport level = 0xYY (TCP server) 

- Immediate link

- automatic reconnection or not

- Port number !=8080 and != 80

- local Address : 127.0.0.1 (local host only)

- stealth mode (no confirmation screen) if no Alpha identifier
- Bearer Description, User login, pwd & data destination address are discarded for local host connection) 
	

	 terminal Response (Channel identifier)
	

	
	


The SCWS open a BIP channel to the ME at start-up and keep it open all the time. In this case the ME is informed that the SCWS exists and can use the opened BIP channel directly. 

Please note that we use the BIP protocol as a local data transport protocol between the smart card and the ME and that it is independent of current BIP implementations in the ME that are aimed to provide a data channel between the card and a remote server. The main motivation is not to invent a new APDU data transport protocol but rather reuse an existing one.

5.2.1.3 Normal flow
After this first initialization phase data can be exchanged normally between the local web browser and the BIP gateway. A detailed example of receive data with the corresponding BIP commands is shown below: 

	UICC
	
	BIP gateway
	
	Terminal Web Browser

	RECEIVE DATA


	

	
	 TCP Connection 

	 ENVELOPE (EVENT DOWNLOAD - Channel status=Link established , Channel Identifier)
	

	
	 Data (HTTP connection request)

	 ENVELOPE (EVENT DOWNLOAD - Data Available, Channel Identifier)
	

	
	

	RECEIVE DATA (Channel identifier, Channel Data length) 
	

	 terminal Response(Data<=Length)
	

	
	


5.2.2 Other smartcard-ME protocols

To be defined.
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