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1 Reason for Contribution

OMA SEC-SCT is trying to define a possible architecture for SCWS implementation: a general agreement has been reached to re-use CAT-BIP in order to minimize impacts on terminals and to allow a quick deployment of the enabler.

TIM believes that some conflicts may arise in case of contemporary usage of SCWS and of a traditional SAT application: this contribution tries to describe such conflicts and proposes a solution to solve them.
Topics of this contribution are:
· a new Use Case, related to contemporary usage of the SCWS and of a SAT application;

· a proposal for a “dual” interface to be proposed in OMA, allowing to implement the Web Server both as a CAT-BIP and as a UICC independent application.
2 Detailed Proposal

2.1 The Use Case

During past years, Operators developed a large number of SAT application for its customers. 

In order to avoid back-ward compatibility issues, TIM strongly desires that the SCWS implementation that will be chosen by OMA will not cause any interference with already developed applications.   

Such interferences may be present if the SCWS will be implemented as an USAT application and another SAT application (SAT#1 application) is also active on the card. E.g.:

· A SCWS (implemented in the CAT-BIP version) is active and is sending some data to the handset Browser (“Send Data” command, but it is still waiting for the relative Terminal Response);

· An SMS-PP-Download is delivered to SAT#1 application and the following action is a “Display Text”. 

Two cases are possible:

· If re-entrance is enabled on the card, the “Display Text” cannot be shown by the handset and an internal exception is generated by the card (because it is not possible to initiate a second proactive session while a first one has not yet been closed);

· If re-entrance is not enabled, the SMS-PP-Download would be refused.

2.2 The “Dual” interface proposal

2.2.1 Constraints

The solution proposed below start from assumption of following constraints:
· The group needs to individuate quickly a solution to be deployed to the customer base (time to market);

· Such a product should be developed trying to minimize impacts both on terminal and card (software and hardware); 

· A solution could be de deployed even before standard features are freezed;

· This solution needs to be easy to deploy on Open OS phones (e.g. Symbian/J2ME MIDP2.0) 

2.2.2 Interfaces General Overview

 (U)SAT commands can only be transported on Logical Channel #0. This is clearly stated in TS 102.221. SCWS prototypes based on CAT-BIP commands have been presented, but such implementations could be in contrast with TIM requirements about contemporary access to SAT and SCWS features.

One solution would be a CR to 102.221 in order to remove the limitation about proactive transport APDU  (Fetch, Envelope, Terminal Response) stated in 7.4.2.1: “Even if the command to which the card replied with '91 XX' was sent on a logical channel different from the basic channel, the terminal shall send the FETCH and TERMINAL RESPONSE commands on the basic channel.”
Unfortunately, this CR may take a long time to be accepted and this is in contrast with the Time To Market constraint.

In order to minimize efforts both on the card and on the terminal, one possibility could be to re-use the CAT-BIP protocol and to encapsulate it into new transport APDU reproducing the USAT transport protocol (OMA-Fetch, OMA-Envelope, OMA-TerminalResponse, …) in order to be sent also on Channel other but #0.

2.3 Architecture

2.3.1 Architecture

The overall architecture of the proposed communication stack is depicted in following figure: as we can see, the SCWS should be able to exchange messages thru both BIP mechanism and a new mechanism, called OMA_CAT protocol. These protocols are described in following sections, but in general we can say that the double interface is thought in order to achieve the multithread feature.
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In the following figure is described also the detail of the communication between the SCWS and each logical channel.
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2.3.2 APDU on Ch#0 (Pure BIP)
The Bearer Independent Protocol as specified by ETSI TS 102.223, can be used to exchange the contents between the SCWS and the phone browser. As a consequence of the fact that only CAT commands are used, it must be executed on logical channel 0.

2.3.3 “OMA CAT” (Ch# != 0)

According to ETSI TS 102.223 it is not possible to transport CAT on a logical channel different from 0 (ENVELOPE; FETCH; TERMINAL RESPONSE, …). 
Reuse of CAT could minimize impacts on terminals software stack, so a good solution may be reuse of the CAT-BIP for the SCWS on a channel different from 0. 

In order to do this, it is possible to redefine a transport protocol that can be run e.g. on logical channel 1: such an “OMA proactive engine” should reproduce the proactive behaviour of 102.221, avoiding the constraint to be sent over Ch#0.

CAT commands could then be sent over Ch#1 with minimal additional efforts both on the card and on the handset.
2.3.3.1 Instruction CLASS

The CLAss byte of the APDUs exchanged should be equal to 00 XOR-ed the logical channel number.

2.3.3.2 Possible SWs

A 91xx status word would lead the handset to activate TS 102.221 transport protocol on Ch#0 for USAT; in order not to fall into 102.221 constraints, such response code should be avoided. 
The “OMA proactive engine” could reply with a different code (e.g. 92 yy), where yy is the same general result of 102.221.

2.3.3.3 Example

The APDU that is going to be sent is the request by the card to open a channel between the card itself and the device where data can be exchanged, similarly to the OPEN CHANNEL proactive command issued during the BIP procedure. This way a communication link is established in order to fulfil the HTTP requests coming from the mobile phone browser.

This protocol is suggested in order to replicate the BIP on a logical channel different from 0. The purpose is reusing the work done for implementing the BIP CAT command in order to save time during the development phase.

Here follows an example in case the logical channel number is #1:

	Mobile Device
	
	Smart Card

	SELECT AID

01 A4 04 00 0x xx xx xx .. xx xx
	------------------>
	

	
	<-----------------
	92 yy (Status Word)

	
	
	

	FETCH

on logical channel 1
	------------------>
	

	
	<-----------------
	OPEN CHANNEL APDU

On logical channel 1

	TERMINAL RESPONSE (OK)
on logical channel 1
	------------------>
	

	
	
	

	
	Data Exchange
	

	
	
	

	
	<------------------>
	

	ENVELOPE (EVENT DATA AVAILABLE)
	
	

	
	
	RECEIVE DATA APDU

On logical channel 1

	
	
	SEND DATA APDU

On logical channel 1

	
	
	


3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

TIM recommends OMA to adopt a dual transport interface – e.g. (U)SAT and the “OMA_CAT” introduced in this paper – in order to allow Operators to choose the implementation that will minimize interferences with already developed (U)SAT applications.  
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