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1 Reason for Contribution

This contribution is a proposal of analisys of SCWS related security threats
2 Summary of Contribution

This input paper make description of mains threats that are related to the use of a SCWS in a mobile terminal. 
3 Detailed Proposal

5. SCWS Security threats

Introduction

General Remarks

· The required security level must be decided by the Mobile network operator as it is the service provider according the value of the assets used in the application. 

· It must be possible to provide simple applications that do not need security (with no security support from the terminal side). 

· The SCWS architecture must provide all the tools needed if a high level of security is needed linked to specific applications.

5.1.1 Firewall

The usual software used to protect a connected plateform is a firewall.

This piece of software is providing security counter measures concerning connected applications and connected plateforms:

There’s at least four type of firewall bringing different protections to the connected plateform and (or) the end user:

· Packet Filtering: Simple IP and TCP port filtering

· Circuit-level Gateways  : “stateful packet inspection”
· Application proxies : forces client applications protected by the firewall to use the firewall itself as a gateway
· NAT : Anonymity of the server IP address

These four kind of firewalling methods can not all be provided in the card itself and we will see that the handset or some network elements (gateways …) can be involved in some ways.

5.1.2 Network considerations

The Mobile Network Infrastructure can be considered as a good place to provide firewalling concerning some kind of remote attacks.

The way for an attacker to retreive a mobile node IP address must be considered in the threats evaluation. 

5.2 What's modified from what's existing today

It is important to understand here what the SCWS modify in the handset in terms of new security threats.

The Smart Card Web Server provides two new topics that can create security hole in the whole system:

· The fact that the handset must maintain a TCP port opened in server mode 

· The fact that le browser can be used to enter user private informations to be stored in the card, or security informations (PIN… Acces codes …)

5.3 TCP port opened in server mode

We must here consider separatly the cases where the client is remote and local as the threats can be differents. 
5.2.1.1 Local

Threat description:

An application can get sensible informations from the Smart Card WEB server and forward them to an external node or an application can cause Deny of Services!

Usual Counter measure: Firewalling: Application Proxy
This can only be provided at Operating system level

Need to filter applications able to connect the SCWS TCP port

5.2.1.2 Remote

Threat description:
Accesses through TLS with Client authentication make impossible to a remote node to access the SCWS content if not authorized. The only remaining threats is the Deny of services 

Usual Counter measure: Firewalling: IP Address filtering
(Need to filter IP address able to connect the SCWS TCP Port)
This protection can be provided by:

· a dedicated application

· the SCWS Gateway which is aware of the client IP address

· a network element as a gateway dropping ip packet that are not authorized to connect the SCWS socket port

The card can also decide to close the TLS port (10443) when it detect an attack and send a log (report) to an administration server.

5.4 The browser can be used to enter secrets or private data stored in the SIM

Threat description: 

A fake remote site can request secret or private information as done by the SCWS The principal give secret to an external and untrusted party! This attack is called “WEB Phishing”. 

It is important to know that the link to the fake Web Site is given in an e-mail received by the principal. The simplest way to avoid this kind of attack can be first to modified the mail client to forbid the launch of the browser from this client. If the principal use a locally bokmarked URL, the risk can be avoided. 

Usual Counter measure: 

1. Circuit-level Gateways

The HTTP POST command can be filtered and only sent to a list of authorised and trusted servers 

This Circuit level gateway can be provided on the terminal or in a network gateway.

2. Other solution 

HTTPS usage + protocol implying the end user to assure that the connection is well done with the SCWS

Example of Protocol description:

· Init flow: 

· The end user enters a secret phrase that it only knows (e.g. What's you prefered sport and team)

·  In the case a passphrase is used, the personalization of it in the SCWS is perfomed using a secure OTA protocol and provided by the end user in a SMS. (This means that a fake site cannot know this question).

· Usage flow: 

· This phrase will be requested to the end user each times it connect the SCWS to access a secure part of it. 

· As this phrase is deifferent from an end user to one other this protocol make much more difficult to provide a fake interface and get private or secret informations from the end user.

· Of course the end user must be advice to never enter any private information to a server that does not request this pass phrase.

5.5 Proposed architecture to avoid risks

5.5.1 SCWS TCP port access

Local: Application proxy is needed

The application proxy is dynamically configurable on the base of rules/policies provided by the SCWS

The application proxy is static and only authorizes built-in applications to access the SCWS

The SCWS is not able to protect itself and the handset is the good place to provide this firewall
Remote: SCWS gateway provides IP and port filtering 

The Gateway gets the list of authorized remote node from the SCWS using a dedicated command

5.5.2 Phishing 

HTTPS usage + protocol implying the end user to assure that the connection is well done with the SCWS

HTTPS usage + protocol implying the end user to assure that the connection is well done with the SCWS

Example of Protocol description:

· Init flow: 

· The end user enters a secret phrase that it only knows (e.g. What's you prefered sport and team)... 

· In the case a passphrase is used, the personalization of it in the SCWS is perfomed using a secure OTA protocol and provided by the end user in a SMS

· Usage flow: 

· This phrase will be requested to the end user each times it connect the SCWS to access secure part of it. 

· As this phrase is different from an end user to one other this protocol make much more difficult to provide a fake interface and get private or secret informations from the end user.

Of course the end user must be advice to never enter any private information to a server that does not request this pass phrase.
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5 Recommendation

It is asked to the group to enrich and challenge this document in the goal to include this analisys in the architecture document. The main goal is to have a clear and common understandings of what are the threats linked to SCWS usage in a mobile terminal and to porpose adapted counter measures. The other interrest is also to make clear that the card issuer remains the onely responsible of risks took by deploying SCWS based applications without adapted counter measures.
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