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1 Reason for Contribution

This is a proposition for a transport protocol to enable communication between the handset browser and a Smart Card Web Server (SCWS)

2 Summary of Contribution

SmartTP stands for “Smart Card Transport Protocol” and is a simple protocol to send and receive data to/from the smart card over the ISO 7816 protocols. The SmartTP protocol was used in the context of a European research project Espass. It was proved as an effective transport protocol to communicate with a web server in the card by transporting the HTTP requests and responses. This protocol does not need to use a STK pro-active session and thus avoids the collision problem raised for the BIP protocol. It is built on top of only one low level APDU command called “SendReceiveData” or can use other existing transport commands like SMS PP.

This protocol fits well the current SCWS architecture as is illustrated below:
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The SmartTP is a proposition for the “Smart Card ME protocol” in the figure above.

3 Detailed Proposal

The SmartTP protocol

Acronyms

Agent

Application that uses the transmission protocol

PDU

Packet Data Unit

1. Overview

SmartTP stands for “Smart Card Transport Protocol” and is a simple protocol to send and receive data to/from the smart card over the ISO 7816 protocols. SmartTP can be thought of as a light version of the well-known TCP protocol. In TCP, six flags (URG, ACK, PSH, RST, SYN, and FIN) are used to manage a connection. Each application, working over this connection (a client or a server), is associated to a port, which is a well-known value for a server, and an ephemeral value for a client. The usual size of a TCP header is around 20 bytes.

SmartTP only supports a port and flags concept and therefore its header size is only five bytes long. This header includes three fields: source address (2 bytes), destination address (2 bytes) and flags (1 byte).

SmartTP PDUs are transported between the terminal and ICC using ISO 7816 protocols, which are in charge of error recovery, therefore it is not necessary to define error detection and correction mechanisms.

2. SmartTP PDU

	Source Reference

LSB      MSB   
	Destination Reference

LSB           MSB   
	Flags

f7…f0
	Information




Figure 1: SmartTP PDU

A smartTP PDU is divided in four parts:

· source reference      

(2 bytes)

· destination reference 

(2 bytes)

· flags                 


(1 byte)

· information           

the data sent as part of the PDU (optional)

SmartTP agents that communicate over the SmartTP protocol are identified by a two bytes number (a reference). As in TCP this can be either a fix value (server agent), or a pseudo random value (client agent). 

2.1 Source reference

The reference of the agent, which is sending the SmartTP PDU. It is transmitted in the LSB – MSB order.

2.2 Destination reference

The reference of the agent to which the SmartTP PDU is sent. It is transmitted in the LSB – MSB order.

2.3 Flags

	F7
	F6
	F5
	F4
	F3
	F2
	F1
	F0

	Open
	Close
	Ack
	Nack
	Data
	RFU
	RFU
	RFU


Figure 2: The Flags field is a set of 8 bit indicators (f7...f0).

	Open
	When set, this indicator represents a request to open a session between destination and source references

	Close
	When set, this indicator represents a request to close the current session between destination and source references

	Ack
	When set, this indicator means that the previous PDU was well received and treated

	Nack
	When set this flag indicates that an error occurred in the previous PDU handling

	Data
	This flag, if set, indicates that the PDU contains data after the header. The length of the data is the total number of bytes in the PDU – 5 (length of the header is 5 bytes)


2.4 Information

This field is optional and its maximum length value depends on the used ISO 7816 protocol APDU command that is being used (TBD).

3. Notation

In the next sections, SmartTP PDU exchanges will be represented according to the following notations:

· A PDU begins and ends by a bracket [].

· s=, denotes the source reference.

· d=, denotes the destination reference.

· Set indicators (Ack, Nack, Open, Close, Data) are separated by the "+" sign.

· information if any, is sent after the header if the Data indicator is set (not shown).

Some examples are represented below:

[s=2,d=4567, Open]

a PDU with the Open indicator set but with no data.

[s=56,d=5432, Open+Data]
a PDU whose Open indicator is set and which includes data.

[s=4567,d=5, Ack] 
a PDU that acknowledges that the last received PDU in this session was well received and handled.

[s=2,d=4567, Ack+Data]
a PDU with the Ack and Data indicators set (PDU includes data after the header).

[s=56,d=5432, Close], 

a PDU whose Close indicator is set.

4. SmartTP agents

Agents are applications that communicate over the SmartTP protocol. Two Agents are connected through a session. An agent is identified by an integer (ranging between 1 and 65535). The value 0 is assigned to the SmartTP router itself (see protocol rules below).

5. SmatTP protocol rules

The entity that implements the SmartTP protocol is also called “SmartTP router”. The following rules describe the behavior of the “SmartTP router” and the communicating agents.

· A session MUST be opened, and acknowledged with an ACK, by the destination agent, before data can be sent

· Data MAY be sent in a PDU that also opens a session

· The destination agent will respond with a Nack if an error occurred in the handling of the previously sent PDU

· The destination agent will respond with an Ack if the previous PDU was well received and treated

· The SmartTP router will respond with a Nack, and source ref=0, if the destination agent does not exist or if a session was not opened between the two communicating agents

· Once a session is closed, using the Close indicator, no additional data can be sent over it and a new session MUST be opened

An example of an error message emitted by the SmartTP router:
[s=56,d=5432, Ack+Data]
Data is sent from agent 56 to agent 5432 but a session was not previously opened between the two or the destination agent 5432 does not exist.

The SmartTP response will be:

[s=0,d=56, Nack]

6. SmartTP Gateway behavior

The SmartTP Gateway is the SmartTP agent that is implemented in the Mobile Device to allow access to the Smart Card Web Server (SCWS). It serves as a gateway between the TCP/IP protocol and the SmartTP protocol. The following rules describe the SmartTP Gateway behavior:

· The SmartTP Gateway SHALL listen on TCP/IP port 10080 and will route arriving data, over the SmartTP protocol, to the SmartTP destination agent number 80 (SCWS).  (TCP/IP port 10080 is the currently chosen port for the SCWS but this can be any other port number if another is chosen).

· The SmartTP Gateway SHALL create a SmartTP session for each incoming TCP/IP connection

· The SmartTP Gateway MAY use the same client port number as in the TCP/IP connection to identify the SCWS client in the SmartTP protocol

· Upon the closing of a TCP/IP connection the SmartTP Gateway SHALL close the corresponding SmartTP session 

· Upon the reception of a Close indication from the SCWS (SmartTP agent number 80) the SmartTP Gateway SHALL close the corresponding TCP/IP connection

· The SmartTP Gateway SHALL break data arriving over TCP/IP to the needed number of SmarTP PDUs

· The SmartTP Gateway SHALL aggregate data arriving over the SmartTP protocol in TCP/IP PDUs

7. Needed APDU commands

Only one APDU command is needed (e.g. “SendReceiveData”). This can be a new APDU to define or the reuse of an existing APDU like SMS PP. The APDU command sends the SmartTP PDU and returns the SmartTP response in the APDU response.
8. Annex A

Example of data exchanged using the SmartTP Gateway:

	UICC
	
	SmartTP gateway
	
	Terminal Web Browser

	
	

	
	 Open TCP/IP Connection (gateway port 10080, client port 12345)

	 [s=12345,d=80,Open]
	

	[s=80,d=12345,Ack]
	

	
	 Data (HTTP request, client port 12345)

	 [s=12345,d=80,Ack+Data]
	

	[s=80,d=12345,Ack]
	

	  [s=12345,d=80,Ack+Data]
	

	[s=80,d=12345,Ack+Data]
	

	 [s=12345,d=80,Ack]
	

	[s=80,d=12345,Data+Ack]
	

	 [s=12345,d=80,Ack]
	

	[s=80,d=12345,Data+Ack+Close]
	

	 [s=12345,d=80,Ack]
	

	
	Data (HTTP response, client port 12345) 

	
	Close TCP/IP connection (client port 12345) 


Figure3: Example of data exchange between the Terminal Web browser and the SCWS

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to adapt this protocol for the SCWS WI
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