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1 Reason for Contribution

This contribution is a proposal for the Smart Card Web Server (SCWS) HTTP profile to be integrated in the specification document.

2 Summary of Contribution

This input contribution proposes a chapter in the SCWS specification to describe which HTTP features must be implemented by the SCWS to allow for interoperability and testing.

3 Detailed Proposal

3.1 SCWS HTTP Profile

The following rules define the HTTP profile that is needed to be implemented by the web server in the smart card. The SCWS HTTP profile is defined as a subset of HTTP 1.1. The following restrictions apply:

3.1.1 Request-URI

The URI field shall be in absolute form. (e.g. http://localhost:20080/12A1) respecting the rules for smartcard URIs defined in this document.

3.1.2 HTTP-Version 

 The version of HTTP that shall be supported by the SCWS is HTTP 1.1 [RFC 2616]. Thus the HTTP-Version field shall be “HTTP/1.1”.

3.1.3 HTTP Methods

The following table lists the HTTP methods that SHALL be supported by the SCWS:

	Method
	Supported
	Additional comments

	OPTIONS
	Not supported
	

	GET
	Mandatory
	Mandated for HTTP 1.1 server implementations 

	HEAD
	Mandatory
	Mandated for HTTP 1.1 server implementations

	POST
	Mandatory
	

	PUT
	Mandatory
	

	DELETE
	Mandatory
	

	TRACE
	Not supported
	

	CONNECT
	Not supported
	


Specific actions on reception:

When receiving an incoming request that is not supported, the SCWS shall respond with an HTTP response message with Status-Code  = 405 (Method not allowed).

3.1.4 General headers

The following table lists the general headers that SHALL be supported by the SCWS:

	Field
	Supported
	Additional comments

	Cache-Control
	Not supported
	

	Connection
	Mandatory
	

	Date
	Not supported
	

	Pragma
	Not supported
	

	Trailer
	Not supported
	

	Transfer-Encoding
	Not supported
	

	Upgrade
	Not supported
	

	Via
	Not supported
	

	Warning
	Not supported
	


Specific actions on reception:

The SCWS shall ignore non-supported fields.

3.1.5 Request headers

The following table lists the request header fields that SHALL be supported by the SCWS:

	Field
	Supported
	Additional comments

	Accept
	Not supported
	

	Accept-Charset
	Not supported
	

	Accept-Encoding
	Not supported
	

	Accept-Language
	Not supported
	

	Authorization
	Mandatory
	Used to enable authentication of a user or a principal

	Expect
	Not supported
	

	From
	Not supported
	

	Host
	Not supported
	

	If-Match
	Not supported
	

	If-Modified-Since
	Not supported
	

	If-None-Match
	Not supported
	

	If-Range
	Not supported
	

	If-Unmodified-Since
	Not supported
	

	Max-Forwards
	Not supported
	

	Proxy-Authorization
	Not supported
	

	Range
	Not supported
	

	Referer
	Not supported
	

	TE
	Not supported
	

	User-Agent
	Not supported
	


-“Authorization” field is described under Security Considerations in the architecture document.

3.1.6 Status-Code and Reason-Phrase

The SCWS shall support the following status codes:

      Successful Status-Code    = 

           200 OK

           201 Created

           204 No Content

           205 Reset Content

      Client Error Status-Code    = 

           401 Unauthorized

           403 Forbidden

           404 Not Found

           405 Method Not Allowed

           413 Request Entity Too Large

           414 Request-URI Too Large

      Server Error Status-Code    = 


     500 Internal Server Error

           505 HTTP Version not supported

3.1.7 Response Headers

The following table lists the response headers fields that SHALL be supported by the SCWS:

	FIELD
	IB
	Additional comments

	Accept-Ranges
	Not supported
	

	Age
	Not supported
	

	Etag
	Not supported
	

	Location
	Not supported
	

	Proxy-Authenticate      
	Not supported
	

	Retry-After
	Not supported
	

	Server
	Not supported
	

	Vary
	Not supported
	

	WWW-Authenticate
	Mandatory
	Needed in a server reply to an authentication request


3.1.8 Entity headers

The smart card web server shall support the following ENTITY headers fields for each of the HTTP request messages:

	FIELD
	ID
	Additional comments

	Allow
	Not supported
	

	Content-Encoding         
	Not supported
	

	Content-Language         
	Not supported
	

	Content-Length
	Mandatory
	

	Content-Location
	Not supported
	

	Content-MD5
	Mandatory
	

	Content-Range
	Not supported
	

	Content-Type
	Mandatory
	

	Expires
	Not supported
	

	Last-Modified
	Not supported
	

	Extension-header
	Not supported
	


Specific actions on sending entities:

The 'Content-Type' HTTP header field MAY be included by the SCWS depending on the resource being transferred within the HTTP response.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed that this chapter is integrated in the SCWS specification.










NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 6)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 6 (of 6)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20050101-I]

