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1 Reason for Contribution

The SCWS architecture document introduces the concept of Access Control Policy (ACP) for the Smart Card Web Server (SCWS). This contribution is a proposition on how to represent the data objects that describe the ACP. The approach is to use the PKCS#15 data structure, like is done in the SCProv specification, by allocating a DODF for this purpose. 

2 Summary of Contribution

Presents the main data objects that describe the SCWS ACP.

3 Detailed Proposal

1. ACP provisioning

The smart card, in which the SCWS is implemented, is able to publish its access control policy to the SCWS application. The ACP is created by the issuer of the smart card.

The device (e.g. handset) MUST enforce the ACP after reading and processing the related data objects from the smart card.
A PKCS#15 DODF-SCWS-ACP-prov is used for storing the ACP, and has an OidDO entry with the following OID:
--TBD

1.1 EF DODF-SCWS-ACP-prov file

This Data Object Directory File contains the data objects according to [PKCS#15].

The File ID is described in the EF (ODF). The file size depends on the number of data objects. Thus, the card issuer decides on the file size.

	Identifier: ‘XX XX’
	Structure: Binary
	Optional

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:


READ
                              ALW 


UPDATE
                ADM


DEACTIVATE
                ADM 


ACTIVATE                         ADM



	Description: Contains the ACP data objects


1.2 ACP data objects

The ACP ASN.1 data objects are described below. A description of the role of each data objects follows afterwards. 

--Access Control Policy

ACP ::= SEQUENCE {


AACL 
AACL OPTIONAL,


NACL 
NACL OPTIONAL

}
-- Application Access Control List for the SCWS

AACL ::= SEQUENCE {


NativeApplications 
PortNumberList,


OtherApplications 
OtherAppsAccessRightsList OPTIONAL

}
-- Lists the SCWS IP ports to which access is allowed 

PortNumberList ::= SEQUENCE {


Port

INTEGER,

}
-- Lists the SCWS IP ports to which access is allowed if the application is signed with a public key that is identified in the “PrincipalId”.
OtherAppsAccessRightsList ::= SEQUENCE {


Port


INTEGER,


PrincipalId

PrincipalId
}

–- SHA-1 hash of the certificate that signed the principal (terminal object or application)

PrincipalId ::= OCTET STRING (SIZE(20))
-- Network Access Control List for the SCWS

NACL ::= SEQUENCE {


AllExternalIpAddresses 

PortNumberList OPTIONAL,


SelectedIpAddresses  
  
IpAndPortList OPTIONAL

}

-- Lists the ports to which access is allowed for a given external IP address
IpAndPortList ::= SEQUENCE {


Port



INTEGER,


IpAddress


OCTET STRING
}

The ACP is divided into two parts:

· Application Access Control List (AACL)

· Network Access Control List (NACL) 

1.2.1 Application Access Control List (AACL)

The AACL lists the local device applications that are allowed to access the SCWS. The device operating system can control the access to the SCWS by allowing or blocking access to the SCWS IP ports for local applications (i.e. coming from the 127.0.0.1 IP address).

The NativeApplications field is a list of the IP port numbers (served by the SCWS) to which native applications (i.e. delivered by the terminal manufacturer) have access rights. 
The OtherApplications field indicates the access rights for non-native applications (e.g. installed by the user). The OtherAppsAccessRightsList data object is a list of two data items that describe which PrincipalId has access rights to the listed port number. The PrincipalId is theSHA-1 hash of the certificate that signed the principal (terminal object or application). An application that was signed by certificate that is identified in the list shall have access rights to the corresponding SCWS IP port number.

1.2.2 Network Access Control List (NACL)

The NACL lists the remote network addresses that are allowed to access the SCWS. The device can control access to the SCWS by allowing or blocking external access to the SCWS IP ports.

The AllExternalIpAddresses field indicates to which SCWS IP ports remote applications, from all external IP addresses, have access rights (if any). The SelectedIpAddresses field indicates to which SCWS IP ports remote applications, from an indicated external IP addresse, have access rights (if any).
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to include this chapter in the SCWS specification.
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