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1 Reason for Contribution

Material for the SEC-SCT Ad-Hoc Meting on Sept. 28-29, 2005
2 Summary of Contribution

An alternative is proposed for the Connectivity Diagram (Figure 1) of the SCWS AD.
1. The proposed diagram implements 5 groups of changes as detailed below:
A. Revision of ACP block in the connectivity diagram 
B. Revision of the SCWS Gateway and Device TCP/IP Protocol Stack Blocks
C. Graphically showing the encapsulating components 
D. Explicitly showing the local Browser and local/remote servers/clients
E. Renumbering/revising the Interfaces
F. Initial draft for the new interface (SCWS-6)
3.  Detailed Description
A. Revision of ACP block in the connectivity diagram

Requirements:

1. Allow the card issuer to specify/set the access control rules to apply for any data or application object stored in the SC file system (not necessarily SCWS related objects).

2. Prevent access by the SCWS to any forbidden object .

Considerations:

1. Data and applications objects may be loaded into the SC independently from the SCWS (but, it may also be done via the SCWS). To set SCWS related or even SCWS specific access rights/rules inevitably necessitates filling some data into a new, SCWS specific table (the integral ACP of the SC files system will not be sufficient).
 This can be accomplished in any one of the following ways:

a. Using the published the format and location of the SCWS specific access permission table to be stored in the SC file system, and allow (mandate) the filling of this table by anyone loading content into the SC (without the involvement of SCWS, even directly accessing the SC File System).

b. Using an SCWS service (probably implemented by a servlet) to be used/invoked  in order to feed info into this table. 

c. Provide a small “SCWS Access Control Setting” application for the ME Processor, which can access and deposit information into the table, using a counterpart application packaged as part of the SCWS, however these two are communicating via an interface other than the TCP/IP connection.

2. The enforcement of the (explicit or default) access rights management rules must be implemented inside the SCWS, in other words, it cannot be implemented either at the TCP/IP stack or the SCWS gateway level, because for certain transactions/requests the mapping to SC file system objects will only be resolved inside the SCWS. 

Conclusions:

1. The blue box titled “ACP” and the corresponding SCWS-6 interface must be removed from the TCP/IP stack box, and replaced by the SCWS Access Control Setting box.

2. Options 1(a) and 1(c) above must be represented as two distinct SCWS interfaces, while option 1(b) shall be covered by the description of the main TCP/IP interface between SCWS and the SCWS Gateway.

B. Revision of the SCWS Gateway and Device TCP/IP Protocol Stack Blocks
The current connectivity diagram (Figure 1) the Device TCP/IP Protocol Stack acts as the Gateway in classical sense, as usually appear in TCP/IP networks: a Gateway is usually a device which recognizes and discriminates between local and remote (IP) addresses, relaying the remote ones to the outside.

On the other hand,  the TCP/IP Stack is a kind of transparent service/library type component, which is, in my opinion, better not represented at all on the high level functional diagram. In the appropriate interface description the nature of the TCP/IP based protocol (HTTP or HTTPS) will be explicitly indicated, and the use of the TCP/IP stack is obviously implied.

Conclusions:

1. Eliminate the Device TCP/IP Protocol Stack box.

2. Redefine the graphic role of the SCWS Gateway.

C. Graphically showing the encapsulating components. 

For the graphical clarity and focusing of the Enabler, it is recommended to show the context by indicating the boundaries of the ME ( or Device) and the ME Processor.

D. Explicitly showing the local Browser and local/remote servers/clients

In the RD, as well as in the Liaison Statements of SCP there is frequent and emphasized reference to the Browser of the Device, so I suggest to replace the uncommitted (remote or local) “HTTP Client” and “HTTPS Client”  boxes by “Local Browser or HTTP/HTTPS Client” and “Remote Application HTTP/HTTPS Servers/Clients”.   

The rationale behind this: 

1. We should explicitly show a graphical reference to “Browser”, while allowing other local clients too.

2. The more meaningful architectural distinction is whether the component is local or remote; the nature of the protocol (HTTP or HTTPS) is an interface description detail, best described at the appropriate Interface paragraph.

E. Renumbering/revising the Interfaces
	Interface name in Current Figure 1
	Replacing Interface name

In the suggested diagram
	Comments

	SCWS-1
	SCWS-4
	

	SCWS-2
	None 
	Internal to the Gateway

	SCWS-3
	SCWS-1 and SCWS-3
	

	SCWS-4
	SCWS-1 and SCWS-3
	

	SCWS-5
	SCWS-2
	

	SCWS-6
	SCWS-6 and SCWS-7
	

	None
	SCWS-5
	New


5.3.2.6 SCWS-6:

Name: SCWS 6

Description: Interface between SCWS and the SC File System / UICC File System 

Storing/depositing information :

SCWS Access control settings into the SCWS Virtual File System (REQ-SEC-3, REQ-SEC-5, REQ-ADM-1 )

Mapping/translation of urls to UICC File names (REQ-ADM-1, REQ-USB-1 )

Static HTML pages (for storage and editing) (REQ-ADM-x)

Servlets (for storage and editing) (REQ-ADM-x)

Application Specific data items (from servlets) ((REQ-CONT-1, REQ-CONT-2, REQ-FCT-7)
Retrieving information

SCWS Access control settings from the SCWS Virtual File System (REQ-SEC-3)

Acessing SC files ACP settings (REQ-SEC-4, REQ-PRV-1)
Mapping/translation of urls to UICC File names (REQ-USB-1,

Applications to be downloaded into the ME (REQ-CONT-4 )

UICC files content for browsing (REQ-CONT-3 )

SC applications for execution (REQ-FCT-7 )
Static HTML pages (REQ-CONT-1, REQ-CONT-2, REQ-ADM-x)
Servlets for execution and editing (REQ-CONT-1, REQ-CONT-2 , (REQ-ADM-x))
Application Specific data items (to servlets) (REQ-CONT-1, REQ-CONT-2, REQ-FCT-7 )
Entities in this enabler that will use the interface or protocol:  . SCWS Content Manager,  SCWS servlets
Protocol: CAT File Access API (or future extended SC File System Access protocol)









� This table can also accomplish the task of mapping from url-s to UICC File System entitities, so I think this is probably the “Virtual SCWS File System” which was used in the previous versions of the AD.
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