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1. Reason for Contribution

This contribution addresses administrative commands for SCWS content. As required HTTP will be used to administrate content in term of upload and access rigth policy. This input document does not address the secure end to end connection needed to access administrative rights.
2. Summary of Contribution

This contribution provides schemes to upload data to the SCWS and setup access right in a same HTTP command.
· The First part is to state on needs in terms of access right rules to be setup for each content and for each HTTP command
· The second par is a description of headers used to setup these rights when using HTTP commands.

3. Detailed Proposal

3.1 Access condition for a SCWS content
Web Server content must be linked to access conditions to be exploited by the server before operating the remote request. 

Here is the list of conditions content is linked to:

Does the content can be addressed through HTTP or only using HTTPS? 

If HTTPS is required which security key must be used or which certificat is trusted

For HTTP commands, is there a need to present a PIN or any other authentication method (Digest, Username password)
If yes which PIN?

There’s some reason to set rules per commands and not only fro the protocol.

GET command security level 
HEAD command security level
POST command security level
PUT command security level (Shall we consider that this command will always be used with HTTPS?).
DELETE Command security level
3.2 HTTP Access Right 
We identified two solutions that could reply to SCWS administration. Whatever the access rights coding will be, it is possible to provide them in an HTTP pragma header or in the data as a specific TLV. 
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This coding solution is only give as an example.
HTTP specification [RFC 2616] describes how pragma headers can be used for specific purpose. This proposition states on how this pragma header can be used to provide the needed right decsription when uploading content to a SCWS, and how it must be applied in the card.
It may have concerns about using a specific header if we would make possible to re-use standard tools that will not be aware of this header and how to use it. 

3.3 HTTP commands that can be used to upload content to the SCWS
HTTP specification [RFC2616] provides a dedicated command allowing uploading content to a WEB server. This HTTP command is PUT. 
This PUT command need of course to be supported by the server, but we can imagine to use other HTTP command to satisfy the need to take advantage of already existing powerful servers as HTTP server. In addition the actual connectivity solution offered by ETSI is not possible as no remote network node can connect the SCWS. 
High speed download as BIP protocol in TCP client mode can provide an efficient way to administrate the SCWS if a dedicated function is acting to perform this action.

Another advantage to make available this administration in client mode is that OTA servers can be simple HTTP servers that can be connected by a wide number of clients. 
The way to initiate the update mechnism can be done cyclically when the Server is connected by the local browser or using a remote Push  mechanism like SMS. 

Figure 1: SCWS administration in client mode
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1. The Remote administration server prepares the administration command using standard HTTP message (i.e. PUT HTTP).

2. The message is enciphered using the security layer.
3. The Secured administration message is sent to the card through the network (IP address used is the one of the Device).
4. SCWS gateway builds the APDU transport to transfer the HTTP request to the card.

5. SCWS Connector extracts Secured Administration message and transfers it to the SCWS.  

6. SCWS deciphers the administration message. 
7. SCWS applies the administration command. 

8. The SCWS updates its content or references a Servlet that has been installed using standard GP mechanisms.

9. The SCWS builds a Response to refer about the execution of the administrative command.

10. to 13 The SCWS answer to the administrative command is sent through the network to the remote administration server.

14. and 15 The message is deciphered and analyzed by the administration server.

Conclusion

· The proposed header can be used with any HTTP command when used with a secure end to end channel
· The proposed mechanism to use the GET  HTTP command in addition to standard PUT HTTP one, is recommended to provide an efficient way to update a huge amount of data
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