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1 Reason for Contribution

An access authentication according to RFC 2617 is proposed for the SCWS. The RFC 2617 specifies both “Basic Access Authentication” and “Digest Access Authentication”. The present input paper therefore aims to clarify the behaviour and usage of the access authentication for the SCWS.
The “Basic Access Authentication” is reviewed w.r.t. the SCWS (e.g. the usage of the parameter <username> has been clarified). It is proposed to use SCWS specific credentials instead of attempting a mapping of GSM related PINs to the <username> / <password> scheme.

Furthermore the OMA SEC-SCT group should decide whether the SCWS and Local Browsers or HTTP / HTTPS Clients have to support 
· both “Basic Access Authentication” and “Digest Access Authentication”, or only

· “Basic Access Authentication”.

2 Usage of the “Basic Access Authentication”
The SCWS and Local Browsers or HTTP / HTTPS Clients shall support the “Basic Access Authentication” according to RFC 2617.

The following functionality shall be supported by the SCWS and the Client (Local Browser) in order to fulfill the connectivity requirements for the “Basic Access Authentication”:

SCWS Functionality

The SCWS must maintain information on protected URIs. Resources in the SCWS may be either freely accessible or they belong to a specific protection space. There may be one or more different protection spaces in the SCWS. These realms allow the protected resources on the SCWS to be partitioned into a set of protection spaces, each with its own authentication scheme and/or authorization database.
The credentials for the “Basic Access Authentication” consist of a <username> / <password> pair.

The credentials shall be specific to the SCWS.

In our understanding there should be no relation to UICC specific PINs (i.e. Universal PIN, Application PIN, Local PIN), because a standardized mapping of the UICC specific PINs to the <username> / <password> scheme is considered to be beyond the scope of the OMA standardization.
3 Authentication Schemes to be supported
Short Introduction
Basic Access Authentication: The "basic" authentication scheme is based on the model that the client must authenticate itself with a user-ID and a password for each realm. The realm value should be considered an opaque string which can only be compared for equality with other realms on that server.

Digest Access Authentication: The “Basic Access Authentication” scheme is not considered to be a secure method of user authentication, as the user name and password are passed over the network in an unencrypted form. The “Digest Access Authentication” scheme provides a solution that does not send the password in cleartext.
Discussion

Although a password is sent in plaintext between a Local Browser or HTTP / HTTPS Client to the SCWS the “Basic Access Authentication” scheme is sufficient due to the local connection on the device.
Therefore neither the SCWS nor Local Browsers or HTTP / HTTPS Clients have to support the “Digest Access Authentication”.
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