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1 Reason for Contribution

The doc is presented following an action point from the last ad hoc meeting in Munich.
2 Summary of Contribution

The input paper presents the definition of requests used to administer the Smart Card Web Server. 
Note that this proposal does not describe setting up a secure and mutual authenticated connection between the Web Server and the Administration Server in the network. However it mentions some config data that is needed for setting up a connection to an admin server.
3 Detailed Proposal

The following terms are used in this document:

Admin Server
Administration server in the network

AC_SCWS
Term for logical “Admin Component” in the smart card, which receives http requests from the admin server and does the actual configuration of the smart card web server (either by for forwarding the received requests to the web server if appropriate or in some other proprietary way)
1. Presumptions 

Presumption (see input paper of / action for Gemplus)

-
card is triggered by network, e.g. SMS

-
card opens a mutual authenticated connection to the network (PSK-TLS ?)

-
admin commands are sent over the secured connection

1. Requests to administer the SCWS

For administration of the SCWS an Admin Server in the network sends requests to the card. These requests have a http-like form which allow an easy interpretation by a web server.
The following requests are allowed to administer the SCWS:

-
PUT
; used to install or update a page on the SCWS

-
DELETE
;used to delete a page from the SCWS

-
POST
;used to send special administration commands to the SCWS

-
GET
;used by the admin server to read information form the SCWS , e.g. “GET /config/content_version”
 (is this admin command needed at all ???
  as an alternative: can this be sent by the SCWS after receiving the trigger for update ???)
The AC_SCWS (admin component in the card) receives the requests. PUT-requests, DELETE-requests and GET-requests can be passed directly to the web server, which supports http/1.1 requests.
POST requests contain special commands which must be parsed by the AC_SWCS and acted upon accordingly. The AC_SCWS or a special servlet within the SCWS could handle these admin tasks.

Acceptance of admin requests :
a)
Admin requests received over the secure connection coming from an authenticated admin server in the network can be processed without further checking for validity.
b)
Admin requests can also be issued by the user, e.g. coming from a client in the mobile. These requests are only allowed for pages, which are marked as belonging to the user. 

????
Open questions:
Not covered in this input contribution (depending on architecture, see input paper from Gemplus), to be discussed:
-
Are requests sent as a bulk to the AC_SCWS ? (quicker, turn around time)
Are responses to each admin command collected by AC_SCWS and sent back to the network?

-
or requests sent one by one to the SCWS, for each request a response sent back (what with collections of admin commands in a POST request, see below ?). May be easier, if GET is allowed as admin command.
-
In case of bulk requests and error: how indicate where the error occurred ?

1.1  PUT-request
The PUT request is used to install or update a page on the SCWS. 

 -
the URL to be installed/updated must be an absolute path (starting with the root of the SCWS)

-
the entity-header-field “Content-Type” must be used. The value is “text/html” , the charset is “utf-8” ???
-
the entity-header-field “Content-Length” must be used. The value is the length of the message-body in bytes as a decimal number.

Example:


PUT /faq/abc HTTP/1.1  CRLF
Content-Type: text/html; charset: utf-8   CRLF
Content-Length: 16 CRLF
CRLF
<html>xxx</html>

1.2  DELETE

The DELETE request is used to delete a page from the SCWS. The URL to be deleted must be an absolute path (starting with the root of the SCWS). 
Example:


DELETE /faq/abc HTTP/1.1  CRLF

1.3  POST

The POST request is used to send special administration commands to the SCWS, see below.

-
the URL must be “/cgi/admin”  ??? name to be decided
-
the entity-header-field “Content-Type” must be used. The value is “application/octet-stream” or “text/plain”.
-
the entity-header-field “Content-Length” must be used. The value is the length of the message-body in bytes as a decimal number

-
the message-body, in this case called “admin-body”, contains binary data that is interpreted by the admin-component of the SCWS. See below for the definition of the admin-body.

Example:


POST /cgi/admin HTTP/1.1  CRLF
Content-Type: application/octet-stream CRLF
Content-Length: xx CRLF
CRLF
admin-body 

;the message-body of the POST request is called admin-body



;and contains special admin-commands

1.4  GET

The GET request is used by the Admin Server to read a page of the SCWS . The URL to be read must be an absolute path (starting with the root of the SCWS). 
Example:


GET /config/content-version   HTTP/1.1    CRLF

2
Special Admin-Commands (within a POST request)

Special Admin-Commands are transported within the message-body of POST-requests. The SCWS must be able to process an admin-body with a length of at least 1500 ??? Byte. If more than 1500 byte are needed for administration, the Admin Server in the network should transport the admin commands within several POST requests.

Using the syntax of RFC 2816 the admin-body is defined as:

admin-body
=
*(admin-command)

admin_command
=
partial_delete
;
used to delete remaining part of a page


|
partial_update
;
used to update within a page


|
append
;
used to append data to a page


|
define_ps
;
used to define a protection_set

|
change_ps
;
used to change a password of a protection_set

|
protect_pages
;
used to protect pages with a protection_set

|
mark_user_page
; used to mark a page or subtree as belonging to the user
In the following strings are used to define the commands. It may be easier for the smart card to use TLV coded structures as an alternative (to be discussed).However, when a POST is issued by the browser (e.g. to let the user change a password), strings are better suited.
2.1  General definitions 

DELIM
=
SP  |  “:”
; 
delimiter (space or colon)

offset
=
“offset=”  <offset>
; 
offset in bytes into page (zero means the beginning of the page)
url
=
“url=” <absolut_path>
;
url must start at the root of the SWCS

auth_id
=
“auth-id=”  <token>
;
token is used to reference a protection set

user
=
“un=” <token>   

| 
“un=*”
;
<token> which the user must present as username to access a page protected with a basic protection set. If “*” is used, any username must be accepted by the SWCS

password
=
“pw=”  <token>
;
<token> which the user must present as a password to access a page which is protected with a basic protection set

opassword
=
“opw=”  <token>
;
<token> is the existing password, which must be presented to change a password of a protection set

data
=
len  & datablock
;
the data which is sent to the web server
len
=
“len=” <length>
;
length in bytes (decimal value) of following datablock

datablock
=
“data=” <data>
;
<data> contains binary data whose length is given with the len attribute

2.2  Admin commands within a POST request
2.2.1  Delete data from offset to end in a page referred by an url

partial_delete
=
“PD”  DELIM  url   &  offset  CRLF




; An offset of 0 would delete the complete page

Example:
PD   url=/faq/abc  & offset=100

2.2.2  Update data beginning with an offset in a page referred by an url

partial_update
=
“PU”  DELIM   url   &  offset  &  data  CRLF




; If the data-length is <n> bytes, exactly <n> bytes of the page are overwritten by the new data

Example:
PU  url=/faq/abc  & offset=20 & len=9  & data=16,00 EUR

2.2.3  Append data at the end of a page referred by an url

append
=
“AP”  DELIM    url   &  data  CRLF

Example:
AP  url=/faq/abc  & len=17 &  data=16,00 EUR </html>

Note:
The append command may be used in conjunction with a partial_delete command to update some data at the end of a long page (instead of resending the complete long page).
2.2.4  Define a protection set used for basic authentication

This command is used to define a protection set for basic authentication, which can be referred to in the Protect_Pages command. 
define_ps
=
“DPS”  DELIM    auth_id  &  user  &  password 

|
“DPS”  DELIM    auth_id  &  user  &  password  &  “user” 
Example:
DPS   auth-id=mypages  & un=* & pw=zW65C  & user
The optional attribute “user” indicates, that the password of the protection set can be changed by the user / any client using the CPS command.

2.2.5  Change a protection set used for basic authentication

This command is used to change the password of a protection set. Only if a protection set is marked as belonging to the user, this command must also be accepted if coming from a client in the mobile. The first password in the command is the existing password, which must be verified, the second password is the new password for this protection set.
change_ps
=
“CPS”  DELIM    auth_id  &  user  &   opassword  &   password
Example:
CPS   auth-id=mypages  & un=*   & opw=zW65C  & pw=zGFERjK

2.2.6  Protect Pages 

Pages can be protected with https only, or with basic authentication only or with both. This command is used to protect a subtree with an existing protection set and/or with https.
protect_pages
=
“PR”  DELIM    url   & “type=basic”  &  auth_id  CRLF


|
“PR”  DELIM    url   & “tpye=https”  CRLF


|
“PR”  DELIM    url   & “type=basic,https”  &  auth_id  CRLF

Example:
PR  url=/mypages/addresses_friends  & type=basic  & auth-id=mypages

This admin command is used to protect all pages, where the url starts with the url in the command (i.e. the complete sub-tree). If an auth-id is given in the command, the pages must be protected with the protection set referenced by auth_id.

Access to https protected pages must only be granted if https is used (browser authenticates the smart card web server).
Access to username/password protected pages must only be granted if basic authentication was successful.

2.2.7  Mark as User Page 

Mark a page or a subtree as belonging to the user. 
If a page is marked as belonging to the user, any client in the mobile can delete and update these pages. Usually this page is protected with a protection set belonging to a user; in this case the client must have proper authentication. 
mark_user_page
=
“MUP”  DELIM    url   CRLF

Example:
MUP  url=/mypages
3
Configuration Data in the SCWS
The following configuration data is needed in the SCWS (e.g. set during personalisation)

-
max size for user space within the SCWS (if user PUTs his own pages within a subtree marked as belonging to the user)

-
OTA-key to be used for PSK-TLS, when connecting to the admin server in the network

-
address of admin server in the network

-
which id to send to the admin server in the network, e.g. ICCID

-
data to be sent to the admin server after the PSK-TLS session is established, e.g. a version-string of the content

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-SEC-SCT is kindly asked to discuss which admin commands are needed and discuss the open questions.

Finally the admin commands need to be integrated into the specification of the Smart Card Web Server.
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