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1 Reason for Contribution

The SCWS shall provide an HTTPS connection with a browser or any WEB client. This document address the case of PSK-TLS for which there’s a need for a mechnanism to provision a key to the browser. The solution relies on actual and undergoing work in ETSI SCP around the secure Channel and GBA-U mechanism.
2 Summary of Contribution

The proposed solution is to leverage on GBA-U mechanism to establish a session key between the card and a NAF in the network, and to provide a protocol for the terminal to retrieve securely this key from the network.
This proposal is based on actual work in ETSI that will be delivered in June.

3 Detailed Proposal

What is following is an extract of a GEMPLUS proposal to 3GPP SA3:

GBA_U

GBA_U mechanism establishes shared keys with the network: 

Ks_int_NAF: the key is shared between the UICC and the network; the key does not leave the UICC

Ks_ext_NAF: is shared between the ME and the network, the key is computed in the UICC and transmitted to the ME. 

Ks_ext_NAF key cannot be involved in the solution since the key is exchanged unencrypted on the interface between the UICC and the ME. 

The proposal consists in re-using GBA_U to derive a key from Ks_int_NAF, Ks_int_SC. This key would be shared between the UICC and the NAF. A protocol between the NAF and the terminal has to be defined to send the shared key to the terminal. 

A GBA-based solution reuses existing protocols and infrastructure. 

Solution description

The aim of the solution is to share a secret key between a terminal in the Mobile Equipment and a UICC containing a USIM, and possibility ISIM application. 

The procedure of the solution consists of 2 parts:

1. GBA-based mechanism to establish a shared key between the UICC and a Network Application Function (NAF)

· The UICC and the BSF derive GBA-U Ks_int_NAF key. 

· UICC and NAF derive a shared key from the Ks_int_NAF: Ks_int_SC

2. Protocol between the Mobile Equipment and the NAF to send the shared key, Ks_int_SC, to the Mobile Equipment 

Several protocols could be foreseen for the second part of the procedure. The following section describes  the prefered alternative. 

TLS-based solution

The procedure suggested below is based on GBA-U mechanism and HTTPS. It assumes that the terminal has network access, is attached to the cellular network and performs the standard GBA bootstrapping procedure. 

Procedure

1. The UICC and the BSF use the GBA procedure to derive a shared secret, Ks_int_NAF. This shared secret is then used to derive a UICC-ME shared secret called Ks_int_SC.

2. The ME and the NAF establish a HTTPS tunnel with certificate based mutual authentication between the ME and the application server. Confer TS 33.222 section 5.5. 
3. The Mobile Equipment (ME) sends a “service request” message to the Network Application Function (NAF) node in the mobile operator network. The message is sent within HTTPS tunnel The request may contain the following payload; the identity (B_TID), the terminal identity (IMEI).
4. The NAF contacts the BSF and sends the identity B_TID in a credential request. 

5. The BSF returns the secret values, Ks_int_NAF, Ks_ext_NAF to the NAF.

6. The NAF 

a. checks if the IMEI number is blocked (blacklisted) and if so does not proceed with the bootstrapping procedure
b. derives Ks_int_SC from  Ks_int_NAF
7. The NAF sends within HTTPS tunnel a request response message to the ME with the following payload: B-TID, Ks_int_SC
The ME stores Ks_int_SC
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Key lifetime of the established key

As soon as the Ks_int_SC is provisioned on the ME, the network is no longer involved in the usage of the established key. The NAF should be able to limit the key lifetime of the established key and/or to invalidate the established key. 
· Alternative_1

The NAF should be able to limit the key lifetime of the established key. The established keys shall be deleted from the ME when the ME is powered down.

· Alternative_2

The NAF shall be able to invalidate an established key. OTA command shall be available to invalidate the established key associated to a particular NAF. 

· Alternative_3

The card uses a dedicated counter and invalidates the key after a certain number of key usages. When the key is invalidated, the key establishment process shall be started from the beginning to calculate a new key. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask to SEC-SCT group to consider ETSI work and chosen mechanism for PSK TLS key establishement between the SCWS and the Terminal Browser. 
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