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1 Reason for Change

CR to current draft TS of SCWS:  OMA-TS-Smartcard-Web-Server-V1_0-20060221-D
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal

6.
IP Address and Port Numbers for local communication

This section deals with the IP addresses that a local application, running in the terminal, uses in order to connect to the SCWS. The IP address depends on the local transport protocol as described in the following sections. Two protocols are specified: The Bearer Independent protocol (BIP) or directly native TCP/IP if the smart card implements a TCP/IP stack.

6.1
Using the BIP transport protocol 

When this protocol is used the terminal must implement a “BIP gateway” in the terminal which is used as a kind of protocol converter. The TCP/IP protocol is used between the application and the BIP gateway, and the BIP protocol is used between the BIP gateway and the smart card.

The loopback IP Address 127.0.0.1 SHALL be used by the application. This address is also named “localhost” on some systems. Mnemonic names may be used if the implementation can apply adequate security measures on the association of the mnemonic and the IP address, otherwise the IP address 127.0.0.1 should be used. 

6.1.1
Port Numbers

Each protocol (e.g. HTTP or HTTPS) will use its own port number. 

As HTTP and HTTPS protocols already have TCP port numbers reserved and it must remain possible for the hosting device to run its own HTTP and HTTPS services, an offset will be added to the usual port number. 

This offset needs to be decided taking into account the already reserved port numbers. For example the offset 20000 provides the way to address the port 80 for HTTP and the port 443 for HTTPS without collision with any other protocol.

HTTP SHALL be addressed using the TCP port number 20080.

HTTPS SHALL be addressed using the TCP port number 20443.

(These port numbers will be reserved in IANA).

6.1.2
Sample URLs 
It is possible to address any resource accessible with the SCWS. This resource can be an xHTML file or an application
As an example, a file called "foobar.xhtml" in directory "pub/files" corresponds to this URL: 

    http://127.0.0.1:20080/pub/files/foobar.xhtml

    https://127.0.0.1:20443/pub/files/foobar.xhtml




The following URLs include a reference to an application and parameters, which are specific for the addressed applications:

http://127.0.0.1:20080/cgi/SSO?account=username&otherparam=123 

https://127.0.0.1:20443/cgi/display?df=7F01&ef=3F01&record=01&offset=50&length=10

http://127.0.0.1:20080/cgi/update?df=7F01&ef=3F01&record=01&offset=50&length=3&value=’abc’

6.2
Using the TCP/IP protocol

The IP address of the smart card SHALL be used. The port numbers for accessing the SCWS shall be the standard ports: 80 for HTTP and 443 for HTTPS.

6.2.1
Sample URL to get static or dynamic content

Same as the examples above in [6.1.2] and [6.1.3] but the smart card now has an IP address allocated to it, e.g.:

http://<smart card IP address>/pub/files/foobar.xhtml



https:// <smart card IP address>/cgi/display?df=7F01&ef=3F01&record=01&offset=50&length=10


Where <smart card IP address> is the IP address that is attributed to the smart card.

6.3
Remote connection to the SCWS

Connection to the SCWS from remote applications (i.e. not running in the terminal) is not supported in this version.

6 Recommendation

It is recommended that the CR is accepted and integrated in the current draft specification
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