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1 Reason for Change

CR to current draft TS of SCWS:  OMA-TS-Smartcard-Web-Server-V1_0-20060221-D
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal

7. Local transport protocols

The SCWS exchange HTTP requests and responses with HTTP applications (e.g. browsers) in the terminal. The HTTP requests and responses are exchanged over a local transport protocol between the smart card and the terminal. The local transport protocol provides the basic functionality of data exchange between the SCWS and the terminal.

7.1 The BIP transport protocol

The BIP protocol is specified in ETSI SCP TS 102 223 and enables the smart card to communicate with external entities over standardised protocols, including TCP/IP. For the SCWS only the TCP/IP protocol is being used. Only the related features are described in the next paragraphes.

According to ETSI SCP TS 102 223 the smart card can open a BIP data channel with the terminal and ask for the following:

· A smart card application wants to communicate with a remote server over TCP and the destination server is identified with an IP address. When the BIP channel is opened the terminal behaves as a gateway communicating over TCP/IP with the remote server and locally with BIP commands with the smart card.

· The smart card is a server allowing TCP applications in the terminal to connect to it on a TCP port number. When the BIP channel is opened the terminal shall listen on the localhost IP address (e.g. 127.0.0.1 for IPv4) at the TCP port given in the command and forward incoming / outgoing data on this port to / from the UICC.

The two above features are used in the SCWS specification. The TCP/IP in client mode is used for SCWS remote administration while the TCP/IP server mode is used for the operation of the SCWS itself (browsing the SCWS).

The BIP functionality, used in the SCWS specification, can be depicted in the figures in Appendix C and is described for information only. The detailed functionality is specified in ETSI SCP TS 102 223.
7.1.1 SCWS usage of BIP

When the SCWS is started it SHALL open two BIP channels with the terminal, one for HTTP and the other for HTTPS. Each BIP channels SHALL be opened by sending the “Open channel related to UICC server mode” command to the terminal as described in [TS102223].  The HTTP BIP channel shall be opened to listen on TCP port 20080 HTTP and the HTTPS channel shall be opened to listen on TCP port 20443.

As a result the terminal shall listen on the indicated TCP ports and shall inform the SCWS when a client connects to these TCP ports. The terminal shall manage the exchange of data between the SCWS and the connecting application as described in [TS102223].

When an application in the terminal connects to the SCWS and data is exchanged the SCWS MAY open an additional BIP channel on either ports (i.e. 20080 or 20443), in order to allow another application in the terminal to connect to the SCWS on the same TCP port number. This will allow the SCWS to communicate with several terminal applications at the same time, since a BIP channel is used to communicate with only one application at a time.

The SCWS SHALL implement HTTP and HTTPS and SHALL be able to communicate over HTTP and HTTPS at the same time. This also implies that the terminal MUST be able to support the opening of at least two BIP channels in server mode (one for HTTP and one for HTTPS), as described in [TS102223]), at the same time. 
One additional BIP channel in client mode MUST be supported by the terminal at the same time, as described in the administration chapter [12].

7.2 TCP/IP transport Protocol

If a full TCP/IP protocol can be established between the smart card and the terminal the HTTP requests and responses shall be transmitted directly over TCP/IP. In this case the standard port 80 SHALL be used for HTTP and 443 for HTTPS.

6 Recommendation

It is recommended that the CR is accepted and integrated in the current draft specification
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