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1 Reason for Change

CR to current draft TS of SCWS:  OMA-TS-Smartcard-Web-Server-V1_0-20060221-D

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal

11 Access Control Policy (ACP) 

A complementary and optional security feature is the implementation of an additional access control to the SCWS within the terminal itself. It is called the ACP Enforcer (Access Control Policy Enforcer) and is aimed to control the access to the SCWS for terminal applications. It provides mainly a protection against denial of service attacks on the SCWS and the misuse of the SCWS by malicious terminal applications. The ACP Enforcer may be needed in terminals that allow the user to download and install applications in the terminal itself (e.g. terminals with so-called open operating systems). One use case is the download and installation of a malicious application in the terminal that will try to block the access to the SCWS or ask the user for his passwords in order to access personal information in the SCWS.

The Access Control Policy (ACP) is a data object that the terminal, implementing an ACP Enforcer, SHALL retrieve from the smart card. An ACP Enforcer MAY be implemented by terminals that implement a trusted execution environment (as defined by external standardisation fora). The ACP data object defines the following possible internal access rights:

· Allow access to the SCWS for terminal applications that are trusted by the terminal manufacturer 
· Allow access to the SCWS for terminal applications that belong to the operator trust level, if supported by the terminal.
· Allow access to the SCWS for terminal applications that belong to an enterprise trust level, if supported by the terminal.
· Allow access to the SCWS for all “Trusted applications” in the terminal. 
· Allow access to the SCWS for selected “Trusted applications” in the terminal that are signed with a “Privileged Trusted Certificate”. A “Privileged Trusted Certificate” in this context is identified by a hash value, which  must be listed in the ACP. 
· Allow access for all terminal applications.
A “Trusted Application” is a terminal application that is signed and wherein a Trusted Certificate within the terminal or a Trusted Certificate that is retrieved by the terminal from the smart card can successfully verify the signature.

The Access Control Policy Enforcer MAY enforce access restrictions to the SCWS by blocking access to the relevant TCP ports for certain local applications within the terminal.

11.1  ACP retrieval

Since the ACP is not confidential it can be accessed via the HTTP protocol itself. The terminal SHALL retrieve the ACP by sending an HTTP GET command on the following URL:

http://127.0.0.1:20080/config/acp  Using Mime Type…(describe the Get command)

the url must be presented in more generic way also for TCP.

application/octet_stream in the response. Specify the response.

If the terminal supports ACP enforcement it SHALL retrieve and apply the ACP immediately after the initialisation phase of the transport protocol with the smart card. The device terminal MUST block access to the SCWS for all terminal applications before the retrieval and enforcement of the ACP rules that are described in it. After the retrieval of the ACP from the SCWS the terminal MUST apply the rules and MUST block access to the SCWS for all non authorised terminal applications.
11.2  ACP data objects

The ACP ASN.1 [ref…] data objects are described below. A description of the role of each data object follows afterwards. 

--Access Control Policy

ACP ::= SEQUENCE {


AACL 
[1] AACL OPTIONAL

}

AACL ::= SEQUENCE {


TrustedByManufacturer 
   [0] Bool True
OPTIONAL

OperatorTrustLevel 
[1] Bool True
OPTIONAL


EnterpriseTrustLevel   
[2] Bool True
OPTIONAL

SelectedTrustedApplications  [3] CertHashList    OPTIONAL

AllTrustedApplications
   [4] Bool True 
OPTIONAL


AllApplications 
  [5] Bool True         OPTIONAL

}
CertHashList :: SEQUENCE {


Certhash
::= OCTET STRING (SIZE(20)) 

}

Trusted Certificates used to verify the signature of a terminal application can already be present in the terminal. If the smart card contains additional certificates they MUST be read as described in [SCProv] and added to the list of Trusted Certificates.
AllTrustedApplications are applications that are signed and where the signature can be successfully verified by any Trusted Certificate. 

SelectedTrustedApplications are applications that are signed and where the signature can be successfully verified with a Trusted Certificate identified by a hash which is present in the CertHashList. 

Need to define how to calculate a CertHash and which types of certificates.
Alternative 1:

The hash of a Trusted Certificate is defined as the “subjectPublicKeyHash” according to PKCS#15 [XXX]. It is the OCTET STRING which contains the SHA-1 hash of the public key present in the Certificate. In the RSA case, the modulus of the public key shall be used, and the hash is to be done on the (network-order or big-endian) integer representation of it. The hash-algorithm shall be SHA-1. In the case of Elliptic Curves, the hash shall be calculated on the x-coordinate of the public key’s ECPoint OCTET STRING. ???
Alternative 2:
The hash of a Trusted Certificate is defined as the hash of the certificate (CommonCertificateAttributes.certHash) according to the WIM specification [XXX]. The hash is calculated over the DER encoding of the complete certificate. 
--- Problematic because the cert in the terminal may be present in a different format ---
6 Recommendation

It is recommended that the CR is accepted and integrated in the current draft specification
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