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1 Reason for Change

CR to current draft TS of SCWS:  OMA-TS-Smartcard-Web-Server-V1_0-20060221-D
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal

12  SCWS remote administration

The SCWS administration is the ability to upload new data (e.g. xHTML pages), delete data and change configuration parameters for the SCWS. The commands are sent using the “Administration protocols” that are described below. All these protocols implement end-to-end authentication, integrity and confidentiality. Only authorized administration entites can administrate the SCWS.

12.1  Administration commands

The SCWS administration commands are HTTP commands as described below. These commands are sent to the smart card with the administration protocols as described in [12.3]. This chapter describes the commands only and does not deal with how they are sent to the SCWS. The following chapters describe the administration protocols themselves.

The following HTTP requests are used for administrating the SCWS:

	PUT
	Is used to install or update a page on the SCWS

	DELETE
	Is used to delete a page from the SCWS

	POST
	Is used to send special administration commands to the SCWS

	GET
	Is used by the admin server to read information form the SCWS , e.g. “GET /config/content_version”


The URIs in PUT-requests, DELETE-requests and GET-requests must be an absolut path, i. e. start with “/”. The POST requests contain special commands, which are parsed by a special admin servlet within the SCWS.

12.1.1 PUT

The PUT HTTP request is used to install or update a page on the SCWS. 

· The URL to be installed/updated must be an absolute path (starting with the root of the SCWS)

· The entity-header-field “Content-Type” must be used. Any value, which is specified in the profile for the SCWS, can be used, e.g. “text/html”. The charset is “utf-8” ???
· The entity-header-field “Content-Length” must be used. The value is the length of the message-body in bytes as a decimal number.

Example:


PUT /faq/abc HTTP/1.1  CRLF
Content-Type: text/html; charset: utf-8   CRLF
Content-Length: 16 CRLF
HOST: anything CRLF
CRLF
<html>xxx</html>

12.1.2 DELETE

The DELETE request is used to delete a page from the SCWS. The URL to be deleted must be an absolute path (starting with the root of the SCWS). 

Example:


DELETE /faq/abc HTTP/1.1  CRLF
HOST: anything CRLF

12.1.3  POST

The POST request is used to send special administration commands to the SCWS, see below.

· The URL must be “/SCWS/admin”

· The entity-header-field “Content-Type” must be used. The value is “application/octet-stream” or “text/plain”.

· The entity-header-field “Content-Length” must be used. The value is the length of the message-body in bytes as a decimal number

· The message-body, in this case called “admin-body”, contains data that is interpreted by the admin-component of the SCWS. See below for the definition of the admin-body.

Example:


POST /SCWS/admin HTTP/1.1  CRLF
Content-Type: application/octet-stream CRLF
Content-Length: xx CRLF
HOST: anything
 
CRLF
admin-body 
;the message-body of the POST request is called admin-body and

;contains one or several admin commands
12.1.4  GET

The GET request is used by the Admin Server to read a page of the SCWS. The URL to be read must be an absolute path (starting with the root of the SCWS). 

Example:


GET /config/content-version   HTTP/1.1    CRLF
HOST: anything
12.1.5  Special admin commands that are used within a POST request
Special Admin-Commands are transported within the message-body of POST-requests. The SCWS must be able to process an admin-body with a length of at least 1024 Bytes. If more than 1024 bytes are needed for administration, the Admin Server in the network should transport the admin commands within several POST requests. The admin commands are handled by the admin server application, to which only authorized principals can have access (as provisioned by the card issuer).

The commands always start with a command attribute (i.e. cmd=commandName) followed by one or several pairs or attribute value pairs as parameters. The delimiter between the all attribute value pairs is a space. The delimiter between commands is  a colon (“;”). Any number of white spaces is allowed between commands and parameters. 
All attributes and values are case sensitive. If a parameter name in a command is not known or if a parameter name has a wrong parameter value the command MUST be aborted. To recognize constants, they are written with quotes in this specification, but in the commands themselves they appear without quotes. For example “on” refers to the string “on” but in the command invocation it appears without the quotes:  http=on, see examples. 

Example:

cmd=set http=on; cmd=dps psname=ps1 user=James pwd=XYZ675

In this example two commands are sent. The name of the first command is “set” with the attribute-value pair “http=on”. The name of the second command is “dps” with three attribute-value pairs.
12.1.5.1  Configure the SCWS

This command allows the administrator to set parameters in the SCWS. 
Command name is: set

	Parameter name
	Value

	http
	“on” – turn the HTTP server operational mode on

“off” – turn the HTTP server operational mode off

	https
	“on” – turn the HTTPS server operational mode on

“off” – turn the HTTPS server operational mode off


Operational mode is distinguished from administration mode. The communication with remote administration application is always enabled and is done on another authenticated secure channel.

· If HTTP or HTTPS is set to Off the SCWS SHALL abort current communication and stop listening on the relevant TCP port

· If HTTP or HTTPS is set to On the SCWS SHALL start listening on the relevant TCP port. 

Example:
cmd=set https=off http=on
12.1.5.2  Define a protection set for basic or digest authentication

This command is used to define or change a protection set for basic or digest authentication. A protection set is a pair of user name and password.

Command name is: dps

	Parameter name
	Value

	psname
	A unique name that identifies this protection set

	user
	Name of the user

	pwd
	Password.


Only one user and password can be set in one DPS command..

Correct examples:

cmd=dps psname=ps1 user=James pwd=XYZ675

12.1.5.3  Protect Pages 

Pages can be protected with HTTPS, or with basic or digest authentication or with both. This command is used to protect a subtree with an existing protection set and/or with HTTPS. This means that access to this sub-tree is granted only if authentication succeeded and/or if the correct protocol is being used.

Command name is: pr

	Parameter name
	Value

	uri
	The URI that indicates the sub-tree to protect

	protocol
	“http” – HTTP protocol 

“https” – HTTPS protocol

	auth
	“basic” – use Basic authentication to authenticate the connecting principal 

“digest” – use Digest authentication to authenticate the connecting principal

	psname
	Name of a protection set if basic or digest authentication is being used


Examples:


cmd=pr  uri=/mypages  protocol=http auth=basic  psname=userPrivatePages

cmd=pr uri=/secureArea protocol=https

cmd=pr  uri=/MoreSecurePages  protocol=https auth=basic  psname=userPrivatePages

The first example defines a protection using HTTP basic authentication. The second example defines a protection using HTTPS with server authentication and while the third example defines a protection using HTTPS with mutual authentication.

12.2  SCWS Respones to Administration commands

This chapter describes the responses of the SCWS to the received administration commands. Responses are sent using the “Administration protocols” that are described below. There are two categories of responses, as described in the sub-chapters below.

12.2.1 Responses to HTTP commands

As described above, HTTP commands are used for the administration of the SCWS. These commands are: PUT, DELETE, POST, and GET. These commands MUST NOT be pipelined when delivered to the SCWS in an administration session. The SCWS SHALL reply with an HTTP Response for each HTTP Request that was sent by the remote administration application.

12.2.2 Responses to admin commands within the POST command

Special administration commands are sent within the post command as described in [12.1.5]. In the body of the POST command several admin commands can be sent. In order to indicate to the remote administration application which command was successfully executed the Pragma Header MUST be used.

The Pragma Header field in the response SHALL contain the number of the last command that was successfully executed by the SCWS. If a command was not successfully executed all commands after it SHALL be ignored and not executed by the SCWS. The Pragma header field SHALL be the following:

Pragma: cmd=CmdNum

Where CmdNum is the last command number, encoded as a decimal integer, that was successfully executed by the SCWS.

If, for example, the POST command contains 14 admin commands and the 13th  command was rejected by the SCWS, the SCWS would include the Pragma: cmd=12 in the HTTP response and ignore the commands that appear after the rejected command. The remote administration application will thus be able to detect that only the first twelve admin commands were successfully executed and resend a new HTTP POST command with some new admin commands. If no admin command was executed, the SCWS would include Pragma: cmd=0 in the HTTP response.


Need to define error codes and examples of response.
The body of the response contains the result-string (without the quotes) of the last executed command. The following result-strings are defined, were the for some cases the erroneous parameter must be included in the result string, see examples:
- ”ok”
- “unknown command: <commandname>”


(example: “unknown command: xyz”)
- “unknown parameter or value: <parm=value>”

(example: “unknown parameter or value: http=of”)
- “uri <uri> not found”




(example: “uri /pub/index.xhmtl not found”)
6 Recommendation

It is recommended that the CR is accepted and integrated in the current draft specification
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