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1 Reason for Change

CR to current draft TS of SCWS:  OMA-TS-Smartcard-Web-Server-V1_0-20060221-D
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal

13  Administration protocols

13.1 Lightweight Administration Protocol

The lightweight administration protocol is used for sending short administration commands for setting or changing a small number of configuration parameters for the SCWS. It is suitable for the exchange of a small amount of data between the administration application and the SCWS. For example a “DPS” command (for setting a protection set) may be sent with only one SMS.

The SCWS can be administered via current OTA protocols. The OTA message that contains an administration command is sent over the telecom channel, and is formatted according to [TS 31.115] and [TS 31.116] with authentication, integrity protection and sequence numbering (i.e. SMS messages must arrive in the correct order). The data payload of the envelope SMS PP Data Download command MUST be an administration command as described in [12.1]. The TAR of the envelope SMS PP Data Download command must be the TAR of the SCWS card application. 
The SCWS application SHALL respond with a proof of receipt, if demanded in the received message as defined in [TS 31.115], to indicate that the message was well received, well formatted and was correctly secured.  
After executing the administration commands the SCWS application shall respond with a “proof of execution”, as a response packet formatted according to [TS 31.116]. The response data shall contain the HTTP response for the sent HTTP administration command. (check if it covers the response with several SMS) 

The SCWS SHALL NOT abort a session with a terminal HTTP client application upon receiving a new HTTP administration command OTA and SHALL serve both in parallel.
13.2  Full Administration Protocol

The full administration protocol is used for doing a full blown administration of the SCWS which may include uploading new pages, deleting pages and changing configuration parameters for the SCWS. It is suitable for the exchange of a large amount of data between the administration application and the SCWS.

In the purpose of enabling the use of classical web server for the remote administration server implementation, the full administration protocol (and its card administration agent) has the following characteristics:

· Based on a reliable and efficient end to end connected transport protocol: TCP/IP (eventually over BIP)

· Based on an industry standard security layer: TLS

· Card administration agent is a real HTTP Client and is in charge to manage connection establishment between the remote administration server and the SCWS.

· Card administration agent is able to encapsulate and transparently transport any HTTP exchange between the two servers.

· Card administration agent is responsible of retry and reconnection management in case of communication break down.
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Figure 1: Remote SCWS administration using BIP

13.2.1  Administration session flow and behavior using BIP

The Full Administration Protocol SHALL be implemented with BIP client mode as defined in [TS102223]. For this purpose the smart card SHALL include an administration agent that SHALL connect to the remote administration server by opening a BIP TCP channel in client mode, as defined in [TS102223]. The administration agent SHALL perform the following tasks:

1. Open a BIP channel in TCP client mode with the remote administration server

2. Use PSK-TLS over this TCP channel to enable mutual authentication, confidentiality and integrity (using one of the cipher suites that are defined in [OMA-TLS-Profile]). How shared keys are provisioned in both sides is beyond the scope of this specification.

3. After the TLS communication channel is established the card administration agent SHALL send a HTTP POST command (as defined in [12.3.2.5])  in order to get the first admin command (as defined in [12.1]):


4. When receiving the HTTP POST from the card administration agent the remote administration server SHALL send an HTTP response (as defined in [12.3.2.6]) which encapsulates an HTTP administration command dedicated to the SCWS itself (as defined in [12.1]).

5. When receiving the HTTP response for the above HTTP POST command the card administration agent SHALL forward it to the SCWS

6. The SCWS SHALL consider this channel as authenticated by the card administration agent and SHALL process the delivered administration command. 
7. After processing the delivered administration command the SCWS SHALL deliver the HTTP response back to the card administration agent

8. The card administration agent SHALL forward the HTTP response from the SCWS in a new POST request to the remote administration server over the TLS secure channel

9. The remote administration server SHALL send the next administration command to the card administration agent over the TLS secure channel or  send a final response requesting the end of the remote administration session in the POST response.

10. If the card administration agent receive a final response from the remote administration server, it SHALL close the TLS channel and afterwards close the BIP channel
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Figure 2: Administration session flow

  13.2.2  Administration session flow and behavior using TCP/IP

If the smart card implements a TCP/IP stack and can establish a direct TCP/IP connection to the remote administration server (without using BIP) the session flow and behaviour is the same as described in [12.3.2.1] but with a direct TCP/IP connection.
13.2.3 Admin-Server Settings

The SCWS can use parameters from an data-structure stored under the URL “/config/admin_settings” to connect to the admin server.

The content is the data-structure contains the following optional elements:  
tbd
These settings can be overwritten by the admin server with a PUT request. The SCWS must update this resource in an atomic operation.

 13.2.3 Remote triggering of an administration session

To start an administration session the administration agent in the smart card need to be triggered in order to start the administration session. The remote administration server, or a delegated authorized entity, SHALL trigger the administration session by sending a secure SMS to the smart card to tell the administration agent to start an administration session.

The OTA message that triggers an administration session is formatted according to  [TS 31.115] and [TS 31.116] 
 with authentication, integrity protection and sequence numbering (i.e. SMS messages must arrive in the correct order). The TAR of the envelope SMS PP Data Download command must be the TAR of the administration agent in the smart card.
The administration agent will respond with a proof of receipt, if demanded in the received message as defined in [TS 31.115], to indicate that the message was well received, well formatted and was correctly secured.

The card administration agent SHALL support the following information in the data payload of the envelope SMS PP Data Download:

· Connection parameters needed to establishe a connection to the remote administration server ( as defined in [TS102223]).

· URI absolute path in the remote administration server which could contains eventual query parameter.
· Security to be applied on this connexion, for applying PSK-TLS (key set id)
· Retry policy parameter to be applied to this administration session (see description in [12.3.2.4]).
· A file identifier which contains the default parameters values. 
If both a configuration file and a parameter value are specified into the data payload of the envelope SMS PP Data Download, the card administration agent SHALL consider that the parameter value directly embedded in the data payload is preponderant compared to any values specified into the configuration file.
If the needed parameters are not specified into the data payload of the envelope SMS PP Data Download; the card administration must used default parameters value defined by the card.

 A Proposal is required to specify the configuration file format for the card administration agent (it should contains an indirection mechanism to the GSM file system for permit RFM).The format of the SMS data payload may be deduced from the configuration file format.  

Upon the reception of the above triggering command the administration agent SHALL start the administration session as described in [12.3.2.1]. Parameters to connect to the Admin Server are read from the data-structure stored under theURL “/config/admin_settings”. However parameters present in the Trigger SMS take precedence for this connection. 
 13.2.4 Retry management.

As soon an administration session has been triggered and accepted by the card administration agent, this one is responsible of the connection to the remote administration server and the accomplishment of the session.

That means that if a communication error occurs during the processing of the administration flow (see description in [12.3.2.1]) the administration agent should try to reconnect according a card issuer specific retry policy, which is out of the scope of this specification.

The retry policy may include the following:

· An end condition (e.g. number of retries) on the retry policy to be used to avoid network congestion by stale or inconsistent remote administration request.

· A time or event based retry policy if the BIP or TCP/IP connection attempt fails for temporary reason (like network congestion).

· A time and a counter based retry policy if the BIP or TCP/IP connection attempt fails for permanent reason (like IP address not found).

If the TLS session establishment fails for security/authorisation reason the administration session SHALL be immediately discarded.

If a communication breakdown occurs after that a valid request have been exchanged between the card administration agent and the remote administration server, the card administration agent SHALL always use the resume mode (see description in [12.3.2.5]).

 13.2.5 HTTP POST request of card administration agent.

The POST request is used by the card administration agent to fetch administrative commands for the SCWS and eventually to transmit the result from the preceding administrative commands.

 13.2.5.1 Request Format

The POST request may have the following format:

	POST <URI> HTTP/1.1 CRLF
Host: <hostname or IP address> CRLF
Agent: scws-admin-agent/1.0 CRLF
From: <ICCID> CRLF
[SCWS-Resume: true]
[Content-Type: application/scws-http-response CRLF]
[Content-Length: xxxx CRLF] or [Transfert-Encoding: chunked CRLF]
CRLF
[body-with-previous-scws-commands-responses]


· If a Next-URI response field is present in the previous response (see description in [12.3.2.6]) then the card administration agent SHALL use it. Otherwise the last used URI MUST be used. The First URI to be used is defined by the triggering event. The card administration agent MUST be able to handle URI with a length of 1024 bytes. The remote administration server MAY use query parameters in the URI for session management purpose. 

· The “Host” value SHALL be either the IP address of the remote server or a host name if provided in the connection parameters.

· The card administration agent SHALL use the “Agent” request headers with the given version to enable backward compatibility with evolution of this standard.

· The card administration agent SHALL use the “From” request headers with the smart card ICCID to allow immediate identification of the card by the remote administration server. The ICCID shall be formatted as a 19 or 20 character long string (the nibbles of the value extracted from the EF-ICCID [TS102221] SHALL be swapped).
· If this session is a resume from a previous interrupted session, the card administration agent SHALL define the “SCWS-Resume” extension-header with the value “true” to the first POST request of the resume session and uniquely to this one.

· If  a  POST response have been processing by the SCWS just before the current POST request, the card administration agent SHALL forward the SCWS response by defining:

· “Content-Type” entity header with the value “application/scws-http-response”.

· “Content-Length” entity header with the exact length of the body in bytes or “Transfer-Encoding” general header with the value “chunked” (see [HTTP/1.1]). The card administration agent may eventually use the chunk encoding if it is not able to compute the total length of the SCWS response.

· A body with the previous administration commands SCWS processing complete responses. (eventually encoded by chunk depending of Transfer-Encoding usage)

  13.2.5.2 Examples:

First request of a new session:

	POST /downloadmanager/meteo?cmd=1 HTTP/1.1 CRLF
Host: web-server CRLF        (use an example for card without IP address)
Agent: scws-admin-agent/1.0 CRLF
From: 8991200012751002010 CRLF               (use french ICCID)
CRLF


Next request with preceding response:

	POST /downloadmanager/meteo?cmd=5 HTTP/1.1 CRLF
Host: 172.96.0.1 CRLF
Agent: scws-admin-agent/1.0 CRLF
From: 8949020012751002010 CRLF     (use german ICCID)
CRLF
Content-Type: application/scws-http-response CRLF
Content-Length: 27 CRLF
CRLF
HTTP/1.1 204 NO CONTENT CRLF
CRLF


Next request with preceding response with chunk encoding:

	POST /downloadmanager/meteo?cmd=5 HTTP/1.1 CRLF
Host: 172.96.0.1CRLF
Agent: scws-admin-agent/1.0 CRLF
From: 8991200012751002010 CRLF 
CRLF
Content-Type: application/scws-http-response CRLF
Transfer-Encoding: chunked CRLF
CRLF
11 ;chunk size CRLF
HTTP/1.1 20
16 ;chunk size CRLF
4 NO CONTENT CRLF
CRLF
0 ;last chunk CRLF
CRLF


First request of a resumed session:

	POST /downloadmanager/meteo?cmd=12 HTTP/1.1 CRLF
Host: 172.96.0.1 CRLF
Agent: scws-admin-agent/1.0 CRLF
From: 8991200012751002010 CRLF 
SCWS-Resume: true CRLF
CRLF


 13.2.6  HTTP POST response of remote administration server.

The POST response is used by the remote administration server to transmit the next administrative commands to the SCWS across the card administration agent and eventually to inform about the next URI that must be used to request the following admin command.

 13.2.6.1 Response Format

The POST response may have the following format:

	HTTP/1.1 200 OK CRLF [or HTTP/1.1 204 No Content CRLF]
Agent: scws-remote-admin/1.0 CRLF
[SCWS-Next-URI: <next-URI> CRLF]
[Content-Type: application/scws-http-request CRLF]
[Content-Length: xxxx CRLF]
CRLF
[body-with-scws-commands-resquests]


· The remote administration server SHALL use a successful status (200 OK) if the response contains a body else it SHALL use the status 204 (No Content) if no entity-body is send.

· The remote administration server SHALL use the “Agent” request headers with the given version to enable backward compatibility with evolution of this standard.

· If a “SCWS-Next-URI” extension header is located into the response, the card administration agent SHALL memorize the given URI and use it during the next POST request. If this header is set and if the body is empty then the card administration agent SHALL generate a POST request to the next URI without forwarding anything to the SCWS. The next URI SHALL respect the same constraint that initial trigerring URI (abs_path,query,length,…) and SHALL be available on the same server than the server where the connection has been initiated (the session communication channel remain the same).

· If  a  the remote administration server has remaining administration commands to forward to the SCWS it  SHALL use an entity body and define:

· “Content-Type” entity header with the value “application/scws-http-request”.

· “Content-Length” entity header with the exact length of the body in bytes.

· A body with complete HTTP administrative request to forward to the SCWS.

 13.2.6.2 Examples:

Response with an embedded PUT request for the SCWS:

	HTTP/1.1 200 OK CRLF
Agent: scws-remote-admin/1.0 CRLF
Content-Type: application/scws-http-request CRLF
Content-Length: 108 CRLF
CRLF
PUT /index.xhtml HTTP/1.1 CRLF
Host: anything CRLF 
Content-Type: text/html CRLF
Content-Length: 18 CRLF
CRLF
<html>Hello</html>


Response with an embedded GET request for the SCWS and also with a next URI (incrementing query):

	HTTP/1.1 200 OK CRLF
Agent: scws-remote-admin/1.0 CRLF
SCWS-Next-URI: /downloadmanager/meteo?cmd=13 CRLF
Content-Type: /application/scws-http-request CRLF
Content-Length: 43 CRLF
CRLF
GET /page1.html HTTP/1.1 CRLF
Host: anything CRLF
CRLF


Response with no body but a next URI:

	HTTP/1.1 204 No Content CRLF
Agent: scws-remote-admin/1.0 CRLF
SCWS-Next-URI: /otherdownloadmanager?cmd=1  CRLF
CRLF


Final response which close the administration session:

	HTTP/1.1 204 No Content CRLF
Agent: scws-remote-admin/1.0 CRLF
CRLF


6 Recommendation

It is recommended that the CR is accepted and integrated in the current draft specification
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