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1 Reason for Contribution

The present input paper aims to address possible concurrency issues between a SCWS connected to the terminal using the BIP protocol and another running CAT application.

If SEC SCT does not explicitly define the concurrency behaviour for the SCWS, a SCWS implementation may catch the proactive handler for the full SCWS proactive session. Then no other CAT application would be able to use the proactive handler for the whole SCWS proactive session, i.e. this CAT application would not be able to issue proactive commands during this period of time.
2 Summary of Contribution
The present input paper describes when an ongoing SCWS proactive session can be interrupted and how the mechanism works on CAT protocol level.
3 Concurrency Behaviour of the SCWS

Definitions
Proactive UICC session: sequence of related CAT commands and responses which starts with the status response '91XX' (proactive command pending) and ends with a status response of '90 00' (normal ending of command) after Terminal Response (according to TS 102 223).
SCWS proactive session: A SCWS proactive session is a proactive UICC session which has been opened by a SCWS and is maintained by a SCWS. A SCWS proactive session consists of a sequence of

FETCH ( ‘90 00’

TERMINAL RESPONSE ( ‘91 XX‘
command pairs. A SCWS proactive session can use either ‘TCP, UICC’ in Client Mode or ‘TCP, UICC in Server Mode’.
A SCWS proactive session where the SCWS gets the ProactiveHandler SHALL be interruptible by another proactive UICC session if:
· an event has been sent by the terminal to the UICC (e.g. ENVELOPE Data Download, ENVELOPE Menu Selection, etc.) in order to trigger another CAT application (e.g. Java CardTM Toolkit applet).
AND

· the other addressed CAT application has been successfully triggered by this event.

AND

· the triggered CAT application has registered itself to the EVENT_PROACTIVE_HANDLER_AVAILABLE event, because at this point in time the ProactiveHandler is occupied by the SCWS proactive session and therefore not available for this CAT application.
AND

· the TERMINAL RESPONSE which belongs to the FETCH command of the SCWS proactive session has been sent by the terminal to the UICC.
Then the SCWS proactive session SHALL be suspended as long as the other proactive UICC session is ongoing. After the other proactive UICC session is finished, the SCWS proactive session SHALL be resumed.

The rules for suspending / resuming a SCWS proactive session shall be as follows:
The SCWS SHALL test always before continuing its SCWS proactive session, if another CAT application is registered to the EVENT_PROACTIVE_HANDLER_AVAILABLE event.
If yes, then

· The SCWS SHALL release the ProactiveHandler and register itself to the EVENT_PROACTIVE_HANDLER_AVAILABLE event.

· The other CAT application gets the ProactiveHandler and can be executed.

· If the other CAT application finishes, the ProactiveHandler is released.

· The SCWS gets the ProactiveHandler back and can resume the SCWS proactive session

else
· The SCWS keeps the ProactiveHandler and continues the SCWS proactive session.
NOTE: The processing priorities can be set by applet installation parameters. Then it is up to the card issuer to decide which processing priority shall be assigned to the SCWS in relation to other CAT applications (e.g. other Java CardTM Toolkit applets). Finally there may be CAT applications on the UICC with higher and some with lower processing priorities than the SCWS.
Example

During an active SCWS BIP session an ENVELOPE (SMS PP Data Download) is sent by the terminal to the UICC. The incoming ENVELOPE command contains instructions in order to display a notification message on the terminal’s CAT user interface. This notification message should be displayed as soon as possible by the terminal. Waiting for the end of the SCWS BIP session would not be acceptable for this notification message from a user’s point of view.
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	UICC

	ENV (Data available)
	(
	91 XX

	FETCH (Receive data)
	(
	90 00

	TR (a HTTP request to the UICC)
	(
	91 XX

	
	
	SCWS computes the HTML response

	FETCH (Send data)
	(
	Data (1st part of huge HTML response)

90 00

	TR (ok)
	(
	91 XX

	FETCH (Send data)
	(
	Data (2nd part of huge HTML response)

90 00

	TR (ok)
	(
	91 XX

	...
	...
	...

	FETCH (Send data)
	(
	Data (Nth part of huge HTML response)

90 00

	ENV (SMS PP Data Download)
	(
	90 00, because the SMS PP DD cannot be processed immediately. However the SCWS makes the Proactive Handler available for the other CAT application after the next TR. Then the SMS PP DD can be processed by the UICC actually without significant delay.

	TR (ok)
	(
	91 YY

	FETCH (Display Text)
	(
	90 00

	TR (ok)
	(
	91 XX (the BIP data transfer continues)

	FETCH (Send data)
	(
	Data ((N+1)th part of huge HTML response)

90 00

	TR (ok)
	(
	91 XX

	...
	...
	...

	FETCH (Send data)
	(
	Data (Last part of huge HTML response)

90 00

	TR (ok)
	(
	90 00


4 Recommendation
The SEC SCT group is kindly asked to include the present description on the concurrency behaviour of the SCWS in the TS to resolve the well-known concurrency issues.
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