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1 Reason for Change

The purpose of this change request is to complete the administration agent specification by defining:
· post commands error code 
2 Impact on Backward Compatibility

Like no previous released version exists there is no backward compatibility issue.

3 Impact on Other Specifications

No other impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal Recommendation

13.1.5.1 Configure the SCWS

This command allows the administrator to set parameters in the SCWS.Command name is: set

	Parameter name
	Value
	mandatory/
optional

	http
	“on” – turn the HTTP server operational mode on

“off” – turn the HTTP server operational mode off
	o

	https
	“on” – turn the HTTPS server operational mode on

“off” – turn the HTTPS server operational mode off
	o


Operational mode is distinguished from administration mode. The communication with remote administration application is always enabled and is done on an authenticated secure channel.

· If HTTP or HTTPS is set to Off the SCWS SHALL abort current communication and stop listening on the relevant TCP port

· If HTTP or HTTPS is set to On the SCWS SHALL start listening on the relevant TCP port. 

Could return the following errors (see 13.2):

· 0002 parameter no supported:
·  if a parameter different from “http” or “https” is send.
· 0003 wrong value:
·  if a value different from “on” or “off” is used.
· 0005 missing parameter:
·  if neither “http” nor “https” is used.
Example:
cmd=set&https=off&http=on
13.1.5.2 Define a protection set for basic or digest authentication

This command is used to define or change a protection set for basic or digest authentication. A protection set is a pair of user name and password.

Command name is: dps

	Parameter name
	Value
	mandatory/
optional

	Psname
	A unique name that identifies this protection set
	M

	User
	Name of the user
	M

	Pwd
	Password.
	M


Only one user and password can be set in one DPS command. An example is:

cmd=dps&psname=ps1&user=James&pwd=XYZ675

Note that no admin command is specified in this version of the specification to remove an existing protection set.
Could return the following errors (see 13.2):

· “0002 parameter no supported”:
·  if a parameter different from “psname”,”user” or “pwd” is send.

· “0004 referenced data not found”:
·  if the given psname has not been previously created by a pr command
· “0003 wrong value”:
·  if an empty parameter value is used for “user”. Note empty “pwd” is supported.
· “0005 missing parameter”:
·  if one of the parameters “psname”, “user” or “pwd” is missing.
13.1.5.3 Define a resource publishing set

Pages can be protected with HTTPS, or with basic or digest authentication or with both. This command is used to protect a subtree with an existing protection set and/or with HTTPS or change the current protection for a subtree. This means that access to this sub-tree is granted only if authentication succeeded and/or if the correct protocol is being used.

Command name is: pr

	Parameter name
	Value

	mandatory/
optional

	uri
	The URI that indicates the sub-tree to protect
	m

	protocol
	“http” – HTTP protocol 

“https” – HTTPS protocol
	m

	psname
	Name of a protection set if basic or digest authentication is being used
	o

	auth
	“basic” – use Basic authentication to authenticate the connecting principal 

“digest” – use Digest authentication to authenticate the connecting principal
	conditional: must be used if the parameter psname is present

	
	
	


This command can be sent even before the resource (referenced by uri) is uploaded to the card.

In this command the order of parameters is relevant: each psname parameter must be followed by an auth parameter. The sequence of the two parameters  psname and auth can appear several times in the command. 
??? Shall we mandate that the SCWS supports Digest Authentication? If not we must define an error code to be used when a pr command with auth=digest is sent, but the card does not support digest authentication...
Could return the following errors (see 13.2):

· “0002 parameter no supported”:
· If a parameter different from “http” or “https” is send.

· “0004 referenced data not found”:
· If the given psname has not been previously created by a pr command

· “0003 wrong value”:
· If an empty parameter value is used for “uri” 
· If an empty parameter value is used for “psname”
· If “protocol” value is different from “http” or “https”
· If “auth” value is different from “basic” or “digest”
· “0005 missing parameter”:
· If “uri” or “protocol’ parameter is missing.
· If”psname” is present but not with a related following “auth”.
Examples:


1. cmd=pr&uri=/mypages&protocol=http&psname=userPrivatePages&auth=basic

2. cmd=pr&uri=/secureArea&protocol=https

3. cmd=pr&uri=/MoreSecurePages&protocol=https&psname=userPrivatePages&auth=basic

The first example defines (or changes) a “resource publishing set” for resources in the subtree /mypages. The protocol to be used is HTTP and basic authentication with the protection set “userPrivatePages” must be used for user authetication. 

The second example defines (or changes) a “resource publishing set” using HTTPS with server authentication (no user authentication). 

 The third example defines (or changes) a “resource publishing set” using HTTPS with user authentication.

13.2 Detailed Change Proposal
SCWS Responses to Administration commands

This chapter describes the responses of the SCWS to the received administration commands. Responses are sent using the “Administration protocols” that are described below. There are two categories of responses, as described in the sub-chapters below.

13.2.5 Responses to HTTP commands

As described above, HTTP commands are used for the administration of the SCWS. These commands are: PUT, DELETE, POST, and GET. These commands MUST NOT be pipelined when delivered to the SCWS in an administration session. The SCWS SHALL reply with an HTTP Response for each HTTP Request that was sent by the remote administration application.

13.2.6 Responses to admin commands within the POST command

Special administration commands are sent within the post command as described in [Error! Reference source not found.]. In the body of the POST command several admin commands can be sent. In order to indicate to the remote administration application which command was successfully executed the Pragma Header MUST be used.

The Pragma Header field in the response SHALL contain the number of the last command that was successfully executed by the SCWS. If a command was not successfully executed all commands after it SHALL be ignored and not executed by the SCWS. The Pragma header field SHALL be the following:

Pragma: cmd=CmdNum

Where CmdNum is the last command number, encoded as a decimal integer, that was successfully executed by the SCWS.

If, for example, the POST command contains 14 admin commands and the 13th command was rejected by the SCWS, the SCWS would include the Pragma: cmd=12 in the HTTP response and ignore the commands that appear after the rejected command. The remote administration application will thus be able to detect that only the first twelve admin commands were successfully executed and resend a new HTTP POST command with some new admin commands. If no admin command was executed, the SCWS SHALL include Pragma: cmd=0 in the HTTP response.
If the HTTP POST request itself failed the SCWS SHALL return the relevant error code (for example malformed HTTP request). 

If all internal admin commands were executed successfully then the HTTP response status code SHALL be “204”. 

If at least one of the internal admin commands was not executed the HTTP response status code SHALL be “403” and the Pragma: cmd=CmdNum SHALL be included in the response as defined above. The body of the response SHALL be the MIME type text/plain containing the error string (without the quotes) of the command that could not be executed. The following result-strings are defined, for some cases the erroneous parameter must be included in the result string, see examples:
Error result string shall have following format: <error_code> [<error_text>[: <error context>]]
· <error_code>: decimal integer with four digits. (Mandatory)
· <error_text>: error explicit description (optionnal)
· <error_context>: error textual context (optional, but could be present only if <error_text> is present)
The following errors are defined:
	Error code
	Error text

	Error Context
	Description

	“0001”
	“command no supported”
	“<cmd>”
	An unknown <cmd> command as be used.
(example: “0001 command not supported: xyz”)

	“0002”
	“parameter no supported”
	“<param>”
	An unknown parameter <param> related to the given command as be used.
(example: “0002 parameter not supported: xyz”)

	“0003”
	“wrong value”
	“<param>=<val>”
	A parameter value given in the command is not supported.
(example: “0003 wrong value: http=xyz”)

	“0004”
	“referenced data not found”
	“<param>=<val>”
	A parameter <param> value <val> reference an entity which not exist.
(example: “0004 referenced data not found: psname=xyz”)

	“0005”
	“missing parameter”
	“<param>”
	A mandatory parameter <param> for the command is missing
(example: “0005 missing parameter: psname”)








The following example shows the response when all admin commands in the HTTP POST request were successfully executed:

	HTTP/1.1 204 No Content CRLF
CRLF


The following example shows the response when only part of the admin commands in the HTTP POST request were successfully executed (in this example only the 12 first commands):

	HTTP/1.1 403 Forbidden CRLF
Content-Type: text/plain CRLF
Content-Length: 20 CRLF
Pragma: cmd=12 CRLF
CRLF
0001 command no supported: xyz


6 Recommendation

We kindly ask to the members of SEC-SCT to review this Change Request and to update the technical specification.
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