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1 Reason for Contribution

A terminal may connect to the SCWS either through the BIP protocol or directly through the TCP/IP protocol.
Due to the protocol dependent addressing mechanism of the SCWS (BIP versus TCP/IP), web services are not compatible between BIP and TCP/IP operated devices. I.e. the web service designer must be aware of the local transport protocol which is used between the handset and the SCWS. In advance knowledge is required by the service developer whether BIP or TCP/IP is used in the device in order to implement correctly a successfully running web service.

2 Summary of Contribution

An example is given which shows some service compatibility problems with IP based addressing.
3 Detailed Proposal

Facts

If the BIP protocol is used, the SCWS must be addressed through

· the localhost 127.0.0.1, and

· port number offsets 3516 for HTTP and 4116 for HTTPS

E.g. http://127.0.0.1:3516/pub/files/foobar.xhtml
If the TCP/IP protocol is used, the SCWS must be addressed through

· IP address of the smart card, and

· the default port number 80 for HTTP and 443 for HTTPS

E.g. http://<smart card IP address>/pub/files/foobar.xhtml
Example

The following problem occurs if a remote HTML page (e.g. residing on a network operator controlled web server in the public Internet) contains a link to the SCWS:

<html>

…

<a href="http://127.0.0.1:3516/theSCWS.html"> Link to the SCWS from a remote HTML page </a>

</html>
NOTE:
The HTML page has been written for a handset which connects to the SCWS through the BIP protocol.

This HTML page will fail on a handset which connects to the SCWS through the TCP/IP protocol for two reasons:
1. the SCWS on a TCP/IP handset is not available through the localhost 127.0.0.1

2. according to the present SCWS TS, the HTTP port 3516 does not have to be supported for TCP/IP based connections

Proposal

Only a name resolution based addressing scheme can avoid error #1 (see example above). Then a web service developer would address the SCWS e.g. with <a href="http://theSCWS:3516/theSCWS.html"> and the name is resolved either to 127.0.0.1 for BIP based connections or to the smart card IP address for TCP/IP based connections. Then only the handset does have to know about the supported local connectivity solution, but not the web service developer. On Windows PCs or Unix machines, the “host file mechanism” is a practical example of a working name resolution mechanism.
Therefore OMA SEC SCT should investigate if an appropriate naming resolution could be realized by other OMA groups or within SEC SCT.

The error #2 (see example above) remains present even for a name resolution mechanism. However, this could easily be solved in the SCWS TS by introducing the port number offsets 3516 and 4116 as alternatives for HTTP / HTTPS for TCP/IP connections in addition to the default port numbers 80 and 443.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

1. The port number offsets 3516 and 4116 should be supported also by TCP/IP connections (i.e. not only for BIP connections). Then web services will be compatible between BIP and TCP/IP devices, when a name resolutions mechanism is applied to hide the IP address in links to the SCWS.
2. OMA SEC SCT should investigate which group could be triggered in order to specify an appropriate name resolution mechanism for addressing the SCWS.
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