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1 Reason for Contribution

This contribution is a proposal of analysis of SCWS related security threats requested by SEC group during the presentation made in Vancouver
2 Summary of Contribution

This input paper makes description of mains threats that are related to the use of a SCWS in a mobile terminal. 

3 Detailed Proposal

1. SCWS Security threats

1.1 Introduction

This documents is aimed at providing information about the security features that are provided by the SCWS and also list the possible attacks and the corresponding counter measures.

1.2 Overview of the SCWS Enabler Functionalities

The SCWS enabler provides the following functionalities:

· Local applications in the handset can connect to SCWS in the same way by which they connect to a remote server (i.e. HTTP over TCP/IP)

· The SCWS implements an HTTP 1.1 server in the smart card

· Remote applications (outside the mobile handset) cannot access the SCWS

· The SCWS can deliver static and dynamic content to the connected HTTP clients

· The SCWS can be administrated by a remote authorized entity via a secure channel with mutual authentication. The used security protocol is PSK-TLS.

· The mobile handset may implement access control to applications by which not all local application are authorized to access the SCWS (local firewalling by not allowing access to the SCWS TCP port to non-authorized local applications). 

· The SCWS can be configured to allow access to certain content or applications only via HTTPS and/or with user authentication using PIN or password.

· The access channel to the SCWS is separated from the access to the telecom applications by the mobile handset

1.3 General Remarks

· The Mobile Network Operator, being the provider of the SCWS, can decide on the required security level based on a concrete service that is deployed via the SCWS. 

· Mobile Network Operators need to be able to provide secure and non-secure services from the SCWS. The linked security must be associated with each deployed service.

· The SCWS architecture must provide all the tools needed when a high level of security is needed as linked to a specific service that is deployed via the SCWS.

1.4 What's modified from what's existing today

It is important to understand here what the SCWS modifies in the handset in terms of new security threats.

The Smart Card Web Server provides two new topics that can create security holes in the whole system:

· The fact that the handset must maintain a TCP port opened in server mode for the handset’s local applications

· The fact that the browser can be used to enter user private information to be stored in the card, or security information that is interpreted by the smart card (PIN… Access codes…)
1.5 TCP port opened in server mode

1.5.1 Threat description

An application can get sensitive information from the Smart Card Web Server and forward it to an external node, or an application that can do a Denial of Service attack.

In fact this could particularly done by an “untrusted” downloaded client application (that could contain e.g. a trojan horse). This application was not delivered by the device manufacturer, nor by the Mobile Network Operator, nor by any trusted third party provider, and succeeds in establishing an HTTP communication with the SCWS.

1.5.2 Counter measure: Firewalling by the ACP enforcer

Actually, we need to filter local applications that are able to connect to the SCWS TCP port. The ACP Enforcer is a solution that is provided by the SCWS specification and is implemented at the handset operating system level.

It provides a mean to filter local applications and can identify them by examining their signature (with a trusted certificate). It determines their access rights via the SCWS published Access Control Policy (containing the list of trusted certificates indicated in the SCWS configuration repository).

The Mobile Network Operator can decide on the level of secure services that it provides via the SCWS by considering if the handset implements an ACP enforcer or not.

Other Remarks:

A denial of service attack on the SCWS, from a malicious local application in the mobile handset, can be detected by the SCWS and an SMS be sent to the mobile operator.

A denial of service attack on the SCWS will not jeopardise the functions of the smart card as a network authentication token (e.g. SIM functions).

1.6 The browser can be used to get secrets or private data stored in the SIM

1.6.1 Threat description

As WAP/WEB & SIM services are provided in unified look & feel in the handset browser, a malicious remote site can request secrets or private information from the user by pretending to be a SCWS portal. It can then use it maliciously to get access to user data in the smart card by embedding scripts in an xHTML page that may access the SCWS. In this attack the principal could give secrets to an external and untrusted party. This attack is called “WEB Phishing”. This threat could also come from an untrusted downloaded application.
1.6.2 Circuit-level Gateway counter measure

The HTTP POST command can be filtered (at the web browser level) and only sent to a list of authorized and trusted servers.
1.6.3 Other solution counter measure

The counter measure consists of using HTTPS combined with a protocol that allows the end user to be sure that she is connected with the SCWS.

Example of Protocol description:

· Init flow: 

· The end user chooses a secret phrase and will enter her SCWS PIN or password only if this phrase is displayed in the browser.

· The provisioning of this pass phrase in the SCWS is performed using a secure OTA protocol and provided by the end user in an SMS or other secure means. (This means that a fake site cannot know this pass phrase).

· The SCWS will use an HTTPS connection when asking for the user PIN or password and display the pass phrase at the same time.

· Usage flow: 

· This phrase will be displayed to the end user each times she connects to the SCWS and access data or application that need authorization by requesting a PIN or a password.

· Since this phrase is different from one user to another (i.e. chosen by each end user), this protocol makes it much more difficult to provide a fake interface to get private or secret information from the user.

· Of course the user must be advised to never enter any private information to services that are deployed via the SCWS if this pass phrase is not displayed.

· The mobile operator may ask the user to change her pass phrase from time to time and insist on the minimum length of this pass phrase.

4 Intellectual Property Rights
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5 Recommendation

The main goal is to have a clear and common understandings of what are the threats linked to SCWS usage in a mobile terminal and to propose the adapted counter measures. The other interest is also to make clear that the card issuer can adjust the deployed services based on the deployed enviroment.
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