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1 Reason for Change

Editorial CR to current draft TS of SCWS:  
Add chapter with security considerations of the SCWS as discussed in OMA SEC
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal

add the following annex to the specification:
Appendix X.
          Security Considerations
(Informative)

Although the smart card can be regarded as a secure hardware token, the following notes should be considered when offering SCWS based services:

1.
The smart card may not always be in a trusted environment or always inserted in a mobile. An attacker may e.g. insert it in a card reader which is connected to a PC

2.
An administration server shall not expect that the administration channel is always available (e.g. the smart card is not inserted in the mobile or network coverage is not available)

3.
Even if an ACP enforcer is implemented in the mobile the smart card can be moved to another mobile without ACP enforcement functionality


4.
Protocols used in the SCWS specification (e.g. basic or digest authentication, TLS) may have their inherent security consideration and implementers should refer to the specification of each protocol and take it into consideration

6 Recommendation

It is recommended that the CR is accepted and integrated in the current draft specification
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