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1 Reason for Change

This CR proposes a revision to OMA-SCT-2006-0072R02.  

2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the SCWS enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to introduce the changes in a new version of the SCWS TS document.

6 Detailed Change Proposal

Annex D:  UICC File access with a URI - Normative

A UICC implementing a file access with a URI MAY provide access to the legacy TS 102 221 file structure as described in this section. This access is useful in order to have standardized URI definitions for a remote administration of resources in the smart card. A SCWS that implements a UICC file access with a URI SHALL adhere to the specification in this annex.

The HTTP GET and PUT commands are used in order to read or update the relevant resource in the smart card. The reading or updating SHALL be possible only with the SCWS administration protocol defined in chapter [13] and abide to the relevant access conditions that are derived from the mutual authentication with the remote administration server. For the purpose of deriving the internal access conditions it is considered that the mapping of the admin server key (PSK-key) to an internal access right key (e.g. ADM1) is proprietary.

If the remote entity does not have the proper access/update conditions the request SHALL be rejected and the returned HTTP response SHALL indicate the relevant error code. Internally derived access rights are beyond the scope of this specification.

The path that is sent via the HTTP request SHALL start with /adminUICC and will be followed by the concrete path to the relevant resource. 

The complete syntax of the path component for the resource in the card is depicted below. In this section, BYTE refers to an 8 bit field, HEX refers to a hexadecimal value coded on 4 bits, and CHAR represent an ASCII character. The symbol '|' represents a logical OR.

path

=
/adminUICC["/"sc_resource]

sc_resource
=
[path] | [AID]

path

=
[DF”/”]* EF

DF

=
2*[BYTE]

EF

=
2*[BYTE]

AID

=
16*[BYTE] [“/”path]

BYTE

= 
2*[HEX]

HEX = "A" | "B" | "C" | "D" | "E" | "F"| "a" | "b" | "c" | "d" | "e" | "f" | DIGIT
DIGIT= "1" | "2" | "3" | "4" | "5" | "6"| "7" | "8" | "9" | "0" 

Updating a file

Updating a file is done with the PUT command and can also be used for updating a portion of a file. The following possible query parameters are defined:

record – the number of the record to be updated. Record number starts from 1.


(applicable only for a linear fixed EF or cyclic EF)

offset – the offset from which the content should be read or updated


(applicable only for a transparent EF, linear fixed EF, cyclic EF)

tag – the tag in a BER-TLV structure EF


(applicable only for a BER-TLV structure EF)

Retrieving file content

Retrieving a file content is done with the Get command. It can also be used for retrieving a record from a record based file or a portion of a file or by using an offset and length from a binary file. It is also possible to read only a portion of a record by specifying an offset within a record. The following possible query parameters are defined.  
If no query parameter is specified, the complete resource shall be returned.

record – the number of the record to be read. Record number starts from 1.


(applicable only for a linear fixed EF or cyclic EF)
offset – the offset from which the content should be read.


(applicable only for a transparent EF, linear fixed EF, cyclic EF, or BER-TLV structure EF)

tag – the tag in a BER-TLV structure EF


(applicable only for a BER-TLV structure EF)

length – length of the data to be retrieved in bytes.


(applicable to any EF)





Examples

Example 1:

PUT /adminUICC/3F00/4F48    HTTP/1.1  CRLF
Content-Type: application/octet-stream  CRLF
Content-Length: 16 CRLF
Host: anything CRLF
CRLF
body_data…
In the above example the file located in /3F00/4F48 is updated with the sent data, which overrides the previous data in the file. The length of the sent data is 16 bytes.

Example 2:

PUT /adminUICC/3F00/4F01?record=2&offset=10   HTTP/1.1  CRLF
Content-Type: application/octet-stream  CRLF
Content-Length: 20 CRLF
Host: anything
CRLF
body_data…

In the above example record number 2 in the file /3F00/4F01 is updated with the sent binary data but starting from offset of 10 bytes from the beginning of the record. The length of the sent data is 20 bytes.
Example 3:

GET /adminUICC/12121215199764382564579867542734/12A1?length=50   HTTP/1.1    CRLF
Host: anything

In the above example the file located in 12A1 under the 12121215199764382564579867542734 ADF is retrieved.

Example 4:

GET /adminUICC/3F00/0512?record=3&length=50   HTTP/1.1    CRLF
Host: anything
In the above example the first 50 bytes from record number 3 are retrieved from the file located in /3F00/0512.

Error Codes

If the HTTP GET or PUT request itself failed the SCWS SHALL return the relevant HTTP error code (for example malformed HTTP request). 

If the HTTP request was well understood but accessing or updating a file failed the HTTP response status code SHALL be 
either "404" (when the resource was not found) or “403” . If the response status is "403" the body of the response SHALL be the MIME type text/plain containing an error string (without the quotes) of the request that could not be executed. For some cases the erroneous parameter must be included in the result string, (see examples). :

The error result string shall have following format: <error_code>:[<error_text>[:<error context>]]

· 
· <error_code>: decimal integer with four digits. (Mandatory)

· <error_text>: error explicit description (optional)

· <error_context>: error textual context (optional, but can be present only if <error_text> is present)

Additional spaces between error code , error text and error context are allowed.
The following errors are defined:

	Error code
	Error text

	Error Context
	Description

	
	
	
	


	“0002”
	“wrong parameter”
	“<param>”
	An unknown parameter <param> related to the given command.

Example: “0002 wrong parameter: lengtthh”

	“0003”
	“wrong value”
	“<param>=<val>”
	A parameter value given in the command is not supported.

Example: “0003 wrong value: length=abc”

	“0004”
	“referenced data not found”
	“<param>=<val>”
	A parameter <param> value <val> reference an entity which does not exist (e.g. offset too high, record number not found, tag not found)
Examples: 
“0004:referenced data not found:record=2”)

"0004:referenced data not found:offset=12”
"0004:referenced data not found:tag=88”

	“00FF”
	“unknown error”
	“<cmd and parmeters>”
	Any other error not covered by previous codes (e.g.: Internal error or malformed command)

Example: “00FF:unknown error:<cmd and parmeters>”

	"0020"
	"security status not satisfied"
	
	The security status is not sufficient (e.g. trying to update the IMSI may not be possible)

	"0021"
	"file invalidated"
	
	Updating the resource is not possible because the file associated with the given URL is invalidated

	
	
	
	

	
	
	
	


The following example shows the response when the HTTP GET request refers to a resource that does not exist. Suppose that the request was GET /adminUICC/3F00/0512?record=2. In this error example either the file does not exist or the record within the file is out of range:

	HTTP/1.1 403 Forbidden CRLF
Content-Type: text/plain CRLF
Content-Length: 60 CRLF 
CRLF 0004:referenced data not found:record=2


The following example shows the response when the HTTP GET request contains an unknown parameter. Suppose that the request was GET /adminUICC/3F00/0512?lengtthh=50. This error example indicates that the “lengtthh” parameter is wrong (e.g. “length” should have been used):

	HTTP/1.1 403 Forbidden CRLF
Content-Type: text/plain CRLF
Content-Length: 51 CRLF 
CRLF 
0002:wrong parameter:lengtthh
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