Doc# OMA-SCT-2006-0090-CR-SCR.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

Doc# OMA-SCT-2006-0090-CR-SCR.doc
Input Contribution



Input Contribution

	Title:
	Static Conformance Requirement
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	SEC-SCT

	Submission Date:
	10-07-2006

	Source:
	Marie Toum, OCS

m.toum@oberthurcs.com

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	
	
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	
	
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	
	
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

This contribution allows to detail the Static Conformance Requirement chapter.
2 Summary of Contribution

This static conformance requirement lists a minimum set of functions that allow to implement the SCWS.  The “Status” column indicates if the function is mandatory (M) or optional (O). 

3 Detailed Proposal

B.1
SCR for SCWS Admin Client
	Item
	Function
	Reference
	Status
	Requirement

	SCWS-AC-001
	Full administration protocol:

BIP client mode
	13.3.2.1
	M
	

	SCWS-AC-002
	Full administration protocol:

Administration session and behaviour using BIP
	13.3.2.1
	M
	

	SCWS-AC-003
	Full administration protocol:

Administration session and behaviour using TCP/IP
	13.3.2.2
	M
	If  TCP/IP supported

	SCWS-AC-004
	Admin-server settings:

Default configuration resources
	13.3.2.3
	M
	

	SCWS-AC-005
	HTTP POST request of card administration agent:

URI response field
	13.3.2.6.1
	M
	

	SCWS-AC-006
	HTTP POST request of card administration agent:
Administration Host parameter
	13.3.2.6.1
	M
	

	SCWS-AC-007
	HTTP POST request of card administration agent:
“User-Agent” request headers
	13.3.2.6.1
	M
	

	SCWS-AC-008
	HTTP POST request of card administration agent:
“From” request headers with the “Agent ID”
	13.3.2.6.1
	M
	

	SCWS-AC-009
	HTTP POST request of card administration agent:

“SCWS-Resume” extension-header
	13.3.2.6.1
	M
	

	SCWS-AC-010
	HTTP POST request of card administration agent:

“Content-Type” entity header
	13.3.2.6.1
	M
	

	SCWS-AC-011
	HTTP POST request of card administration agent:

“Content-Length” entity header or “Transfer-Encoding” general header with the value “chunked”
	13.3.2.6.1
	M
	

	SCWS-AC-012
	Retry management

Resume mode
	13.3.2.8
	M
	

	SCWS-AC-013
	Retry management
SMS-MO emitted if the administration session is abandoned
	13.3.2.8
	M
	

	SCWS-AC-014
	Remote administration request tag
	13.3.2.9.1
	M
	

	SCWS-AC-015
	Configuration Resource URL parameter tag
	13.3.2.9.2
	M
	

	SCWS-AC-016
	Admin Agent configuration parameters tag
	13.3.2.9.3
	M
	

	SCWS-AC-017
	Connection parameters tag
	13.3.2.9.4
	M
	

	SCWS-AC-018
	Security parameters tag
	13.3.2.9.5
	M
	

	SCWS-AC-019
	Retry policy tag
	13.3.2.9.6
	M
	

	SCWS-AC-020
	Retry failure report SMS-MO tag
	13.3.2.9.7
	M
	

	SCWS-AC-021
	Admin agent failure report Tag
	13.3.2.9.8
	M
	

	SCWS-AC-022
	Agent HTTP POST parameters tag
	13.3.2.9.9
	M
	

	SCWS-AC-023
	Administration Host parameter Tag
	13.3.2.9.10
	M
	

	SCWS-AC-024
	Agent ID parameter  Tag
	13.3.2.9.11
	M
	

	SCWS-AC-025
	Administration URI parameter Tag
	13.3.2.9.12
	M
	


B.2 
SCR for Remote SCWS Admin Server
	Item
	Function
	Reference
	Status
	Requirement

	SCWS-AS-001
	TLS extensions supported:

Maximum Fragment Length Negotiation supported by card administration agent 
	11.1.3


	O
	

	SCWS-AS-001
	Trigger the administration session by sending a secure SMS to the smart card
	13.3.2.4
	M
	

	SCWS-AS-001
	Trigger the administration session by a local event
	13.3.2.5
	M
	

	SCWS-AS-001
	HTTP POST response of remote administration server:

Status code
	13.3.2.7.1
	M
	

	SCWS-AS-001
	HTTP POST response of remote administration server:

“User-Agent” request headers
	13.3.2.7.1
	M
	

	SCWS-AS-001
	HTTP POST response of remote administration server:

URI response field
	13.3.2.7.1


	M
	

	SCWS-AS-001
	HTTP POST response of remote administration server:

“Content-Type” entity header
	13.3.2.7.1


	M
	

	SCWS-AS-001
	HTTP POST response of remote administration server:

“Content-Length” entity header
	13.3.2.7.1


	M
	


B.3
SCR for SCWS Client
	Item
	Function
	Reference
	Status
	Requirement

	SCWS-C-001
	Use the SCWS URL to access the SCWS
	5
7
	M
	

	SCWS-C-002
	Support for local transport protocols with the smart card
	7
8
	M
	SCWS-C-003 OR SCWS-C-004

	SCWS-C-003
	Support for BIP transport protocol with the smart card
	7.1
8.1
	O
	SCWS-C-005

	SCWS-C-004
	Support for TCP/IP transport protocol with the smart card
	7.2
8.2
	O
	

	SCWS-C-005
	Support for local BIP channels with the smart card
	8.1.1
	O
	

	SCWS-C-006
	Client device implements a “trusted execution environment”
	12
	O
	SCWS-C-007 AND SCWS-C-008

	SCWS-C-007
	Retrieve the ACP from the SCWS
	12.1
	O
	

	SCWS-C-008
	Implement a SCWS ACP enforcer 
	12
	O
	

	SCWS-C-009
	Implement the TLS protocol
	11.1
	O
	

	SCWS-C-010
	Implement the PSK-TLS protocol
	11.1.1
	O
	


B.4
SCR for SCWS Server
	Item
	Function
	Reference
	Status
	Requirement

	SCWS-S-001
	SCWS URL with a length of at least 1024 characters
	5
7
	M
	

	SCWS-S-002
	URL query
	5
	O
	

	SCWS-S-003
	Dynamic content application supported
	6
	M
	

	SCWS-S-004
	Dynamic content application:
Request URI
	6
	M
	

	SCWS-S-005
	Dynamic content application:
HTTP request body
	6
	M
	

	SCWS-S-006
	Dynamic content application:
HTTP request method GET
	6
	M
	

	SCWS-S-007
	Dynamic content application:
HTTP request method POST
	6
	M 
	

	SCWS-S-008
	Dynamic content application:
HTTP request header fields 
	6
	M
	

	SCWS-S-009
	Dynamic content application:
HTTP status-code
	6
	M
	

	SCWS-S-010
	Dynamic content application:
HTTP response headers
	6
	M
	

	SCWS-S-011
	Dynamic content application:
HTTP response body
	6
	M
	

	SCWS-S-012
	BIP transport protocol:
Port Number 3516 for HTTP
	7.1.1
	M
	

	SCWS-S-013
	BIP transport protocol:
Port Number 4116 for HTTPS
	7.1.1
	M
	

	SCWS-S-014
	BIP transport protocol:
Open BIP channel by sending “Open channel related to UICC server mode” command 
	8.1.1
	M
	

	SCWS-S-015
	BIP transport protocol and http application:
Open an additional BIP channel on either ports 
	8.1.1
	O
	

	SCWS-S-016
	HTTP supported
	8.1.1
	M
	

	SCWS-S-017
	HTTP over TLS supported
	8.1.1
	M
	

	SCWS-S-018
	SCWS proactive session supported
	8.1.1.1
	O
	

	SCWS-S-019
	SCWS proactive session

ProactiveHandler
	8.1.1.1
	O
	

	SCWS-S-020
	TCP protocol:
Port Number 80 for HTTP 
	8.2
	O
	If  TCP/IP supported

	SCWS-S-021
	TCP protocol:
Port Number 443 for HTTPS 
	8.2
	O
	If  TCP/IP supported

	SCWS-S-022
	HTTP application profile: 

Compliant implementation of an HTTP server as specified in IETF
	9
	M
	

	SCWS-S-023
	HTTP application profile: 

HTTP request method OPTIONS
	9.2
	O
	

	SCWS-S-024
	HTTP application profile: 

HTTP request method GET
	9.2
	M
	

	SCWS-S-025
	HTTP application profile: 

HTTP request method HEAD
	9.2
	M
	

	SCWS-S-026
	HTTP application profile: 

HTTP request method POST
	9.2
	M
	

	SCWS-S-027
	HTTP application profile:
HTTP request method PUT
	9.2
	M
	

	SCWS-S-028
	HTTP application profile: 

HTTP request method DELETE
	9.2
	M
	

	SCWS-S-029
	HTTP application profile: 

HTTP request method TRACE
	9.2
	O
	

	SCWS-S-030
	HTTP application profile 

HTTP request method CONNECT
	9.2
	O
	

	SCWS-S-031
	HTTP application profile: 

Authorisation response header
	9.3
	M
	

	SCWS-S-032
	HTTP application profile 

Authenticate request header
	9.3
	M
	

	SCWS-S-033
	HTTP basic authentication
	10
	M
	

	SCWS-S-034
	HTTP digest authentication
	10
	O
	

	SCWS-S-035
	TLS profile supported
	11.1
	M
	

	SCWS-S-036
	PSK-TLS profile supported
	11.1.1
	M
	

	SCWS-S-037
	Public Key Pair and device certificate 
	11.1.2
	O
	

	SCWS-S-038
	TLS extensions supported:
Maximum Fragment Length Negotiation supported by SCWS
	11.1.3
	M
	

	SCWS-S-039
	TLS extensions supported:
Fragment length down to the minimum of 512 bytes
	11.1.3
	M
	

	SCWS-S-040
	Deliver an ACP data object
	12.1
	O
	

	SCWS-S-041
	Administration commands:
PUT HTTP request
	13.1.1
	M
	

	SCWS-S-042
	Administration commands:
DELETE HTTP request
	13.1.2
	M
	

	SCWS-S-043
	Administration commands
POST HTTP request
	13.1.3
	M
	

	SCWS-S-044
	Administration commands:
GET HTTP request
	13.1.4
	M
	

	SCWS-S-045
	Special administration commands:
SCWS configuration command (set) 
	13.1.5.1
	O
	

	SCWS-S-046
	Special administration commands:
Protection set definition command (dps)
	13.1.5.2
	M
	

	SCWS-S-047
	Special administration commands:
Protection pages
	13.1.5.3
	M
	

	SCWS-S-048
	HTTP Responses to HTTP commands sent by the remote administration application.
	13.2.1
	M
	

	SCWS-S-049
	Response to admin commands within the POST command:
Pragma header
	13.2.2
	M
	

	SCWS-S-050
	Response to admin commands within the POST command:

HTTP response status code “204” for successful admin commands
	13.2.2
	M
	

	SCWS-S-051
	Response to admin commands within the POST command:

HTTP response status code “403” for non-executed admin commands.
	13.2.2
	M
	

	SCWS-S-052
	Response to admin commands within the POST command for non-executed admin commands:

Error result string: code error
	13.2.2
	M
	

	SCWS-S-053
	Response to admin commands within the POST command for non-executed admin commands:

Error result string: text error
	13.2.2
	O
	

	SCWS-S-054
	Response to admin commands within the POST command for non-executed admin commands:

Error result string: context error
	13.2.2
	O
	

	SCWS-S-055
	Lightweight administration protocol:
OTA protocol
	13.3.1
	O
	

	SCWS-S-056
	Lightweight administration protocol:

Data payload of the envelope SMS PP Data Download
	13.3.1
	M
	

	SCWS-S-057
	Lightweight administration protocol:

TAR of the envelope SMS PP Data Download
	13.3.1
	M
	

	SCWS-S-058
	Lightweight administration protocol:

Proof of receipt
	13.3.1
	M
	

	SCWS-S-059
	Lightweight administration protocol:

Incoming and outgoing OTA message not exceed 1024 bytes.
	13.3.1
	M
	

	SCWS-S-060
	Full administration protocol supported
BIP client mode
	13.3.2.1
	M
	


B.5
SCR for ME options
	Item
	Function
	Reference
	Status
	Requirement

	SCWS-ME-001
	BIP transport protocol:

IP Address 127.0.0.1 for local communication 
	7
	M
	

	SCWS-ME-002
	BIP transport protocol:

Mnemonic names associated to the IP Address 127.0.0.1
	7
	O
	

	SCWS-ME-003
	BIP transport protocol:

Port Number 3516 for HTTP
	7.1.1
	M
	

	SCWS-ME-004
	BIP transport protocol:

Port Number 4116 for HTTPS
	7.1.1
	M
	

	SCWS-ME-005
	BIP transport protocol:

Address any SCWS resource with URLs
	7.1.2
	M
	

	SCWS-ME-006
	TCP protocol:

Own IP Address for local communication
	7.2
	M
	

	SCWS-ME-007
	TCP protocol:

Port Number 80 for HTTP 
	7.2.1
	M
	If  TCP/IP supported

	SCWS-ME-008
	TCP protocol:

Port Number 443 for HTTPS 
	7.2.1
	M
	If  TCP/IP supported

	SCWS-ME-009
	TCP protocol:

Address any SCWS resource with URLs
	7.2.2
	M
	If  TCP/IP supported

	SCWS-ME-010
	BIP transport protocol:

Open BIP channel by sending “Open channel related to UICC server mode” command 
	8.1.1
	M
	

	SCWS-ME-011
	BIP transport protocol and http application:

Open an additional BIP channel on either ports 
	8.1.1
	O
	

	SCWS-ME-012
	BIP transport protocol

Open at least 2 BIP channels in “TCP, UICC in server mode” 
	8.1.1
	M
	

	SCWS-ME-013
	BIP transport protocol

Open more than 2 BIP channels in “TCP, UICC in server mode” 
	8.1.1
	O
	

	SCWS-ME-014
	BIP transport protocol

Open an additional BIP channel “TCP, UICC in client mode” 
	8.1.1
	M
	

	SCWS-ME-015
	Access Control Policy Enforcer
	12
	O
	

	SCWS-ME-016
	HTTP GET command to retrieve the ACP rules
	12.1
	O
	

	SCWS-ME-017
	Trusted certificates 
	12.2
	O
	


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the CR is accepted and integrated in the current draft specification
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