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1 Reason for Change

The purpose of this change request is to:
· Fix a specification error in actual TS: realm name is related to user login but the basic authentication could not choose an “hello” phrase dedicated to an user (because when realm name is prompt the user is not yet knows)

· Fix an inconsistency the actual TS which permit in “pr” to choose a different level of authentication depending of the user login (basic or digest). The authentication mechanism choice is related to the data to protect (so the URL path) not to the user login.

· Propose separated user management commands for avoid complex “pr” command with ordered and variable count of parameters.
· Propose to restrict resource publishing set access to “admin” protocol. This should be used for protect internal configuration resources (for example admin server settings) or for hide some pre-issued resources waiting to be published.

· Define a way for the remote administration to Delete any user or publishing resource set previously created.

· Define a way for the remote administration to Audit the SCWS content.
So this CR proposal is a major change, a fix bug and a new functionality. All these change group in one “big” CR because all these features are related and needs do be homogenous and coherent.
2 Impact on Backward Compatibility

Like no previous released version exists there is no backward compatibility issue.

3 Impact on Other Specifications

No other impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal Recommendation

See linked document: OMA-TS-Smartcard-Web-Server-V1_0-20060703-D-CR_Complete_AdministrationCommands_And_Audit.doc
Change 1:  Bug Fixes and change of existing commands:

The main modifications of existing features are:

· Remove define protection set “dps” commands and replace it by a simple command “dusr” which only define/update a user/password.
· In “pr” commands:
· Add a psid for reference resource publishing set
· Add a protocol value: “admin” for enable the protection of administration exclusive resources.

· Add realm name (it’s the same for all the users) and supported auth (it the same for all the users). Precise that if auth=basic is set for a realm then digest is also supported.
· Remove the possibility to add several “psname”, now a separate command add user must be used for each attach each user to a resource publishing set.

· Create a simple command “addusr” to add a user in a resource publishing set.

Note: The only way to set a dedicated “realm name” as a protection against fishing is to have a dedicated URI sub-tree with a resource publishing set with only this user.
Change 2:  Additional delete commands:

The proposal is to add the following administrative POST commands:
· “delpr” command which deletes a resource publishing set in the server. This is the reverse operation of “pr”.
· “delusr” command which deletes a user in the server and removing it from every publishing set which reference him. This is the reverse operation of “dusr”.
· “rmvusr” removes a user from a resource publishing realm. This is the reverse operation of “addusr”.
Change 3:  Audit Part:

The audit part of this CR will be proposed as a Normative Annex of the SCWS technical specification. These features may be optional because it’s possible for the remote server to mirror the exact content of each SCWS instance, so the card side implementation could be reduced in proportion. However we insist on the fact that even in this case, the audit capability is a real added value feature because it permits resynchronisation between the remote administration server and SCWS in case of unhandled error during an administration session. Moreover in case of multiple and separated remote administration server, commands like memory audit are mandated for a consistent solution. This is why we already propose to define an interoperable way to audit the SCWS (even if optional).

The content audit principle is to implements some HTTP GET method on the SCWS administrative URL with specific query parameters. Here we propose GET instead of classical administrative POST because actual POST methods have a specific output format for handle multiple administrative commands.

We intend to support the following audit features:

· Audit of static pages.

· Available memory for static pages

· Audit of data defined in resource publishing set.

· Audit of registered dynamic content provider smart card application.

Also these commands will return in their response in an xml format for permit an automated treatment by the remote administration server.

6 Recommendation

We kindly ask to the members of SEC-SCT to review this Change Request and to update the technical specification.
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