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1 Reason for Contribution

This contribution proposes to have an optional TLS session resume.    
2 Summary of Contribution

The purpose of this document is to be coherent with the chapter 9.4 which informs that the SCWS will generally be a clock-less HTTP server. In that case, the longer session life (e.g., 12 hours) defined in theTLS session resume could not be supported.
3 Detailed Proposal

11  Security Protocols

11.1 Transport Layer Security (TLS)

TLS (Transport Layer Security) [TLS] provides a secure and reliable transport mechanism between two communicating parties. It provides confidentiality and integrity protection for the transport used. It can also provide unilateral or mutual authentication depending on the implementations. TLS works in a client-server model, where the initiator is called the Client and the responder is called the Server. In most cases, a TLS client can authenticate a TLS server using a public key certificate.  Mutual authentication is possible using public key certificates or with pre-shared keys using PSK-TLS.

The SCWS SHALL implement TLS as described in [TLS] and HTTPS as defined in [HTTP over TLS].

11.1.1 PSK-TLS

PSK-TLS is used when a symmetric key is shared between the SCWS and the connecting principal (e.g. a remote administration server). How shared keys are provisioned in the smart card and the connecting principle is beyond the scope of this specification. The SCWS SHALL implement PSK-TLS as defined in [PSK-TLS].

11.1.1.1 Supported Cipher Suites for PSK-TLS

The SCWS MUST support all of the following cipher suites:

· TLS_PSK_WITH_3DES_EDE_CBC_SHA [PSK-TLS]
· TLS_PSK_WITH_AES_128_CBC_SHA [PSK-TLS]

11.1.2 Public Key Pair and device certificate

The SCWS SHOULD use a public key pair, stored in a secure area, and SHALL allow the usage of these keys only to the TLS implementation or to authorized card applications, as defined by the card issuer internal security policy. The SCWS SHOULD also embed a device certificate for the public key. The device certificate shall be provisioned by the card issuer and be signed by a trusted authority of the card issuer. The public key pair and device certificate SHALL be used for server authentication in TLS (i.e. TLS class 2 authentication).

11.2.1.1 Supported Cipher Suites

If the SCWS use a public key pair and device certificate then it MUST support all of the following cipher suites:

· TLS_PSK_WITH_3DES_EDE_CBC_SHA [PSK-TLS]

· TLS_PSK_WITH_AES_128_CBC_SHA [PSK-TLS]

11.2.1.2 Server Authentication

The SCWS MUST support server authentication using TLS 1.0 and SHALL use the WAP profiled X.509 server certificate [WAPCert].

11.1.3 Supported TLS extensions 

It may be desirable for the SCWS to negotiate a smaller maximum fragment length due to memory limitations or bandwidth limitations. This extension enables the usage of the following fragment length (when the default value is 2^14):

   2^9(1), 2^10(2), 2^11(3), 2^12(4), (255)

· The card administration agent MAY use the Maximum Fragment Length Negotiation as defined in [RFC 3546].

· The administration server SHALL support the Maximum Fragment Length Negotiation as defined in [RFC 3546] and SHALL accept fragment length down to the minimum of 512 bytes. 

· A HTTP client connecting to the SCWS MAY use the Maximum Fragment Length Negotiation as defined in [RFC 3546].

· The SCWS SHALL support Maximum Fragment Length Negotiation as defined in [RFC 3546] and SHALL accept fragment length down to the minimum of 512 bytes. If the client does not negotiate, the SCWS SHALL accept TLS fragment length with the predefined length of 16 KB.

11.1.4 Session Resume

The SCWS MAY support the session resume as defined in TLS. The longer session life (e.g., 12 hours) SHOULD be used. The guidelines on the session resume as documented in TLS 1.0 SHOULD be respected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the CR is accepted and integrated in the current draft specification
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