Doc# OMA-SCT-2006-0114RO1-CR_dynamic_content_triggering.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-SCT-2006-0114RO1-CR_dynamic_content_triggering.doc
Change Request



Change Request

	Title:
	OMA-SCT-2006-0114R01-CR_dynamic_content_triggering.doc
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	SEC SCT

	Doc to Change:
	OMA-TS-Smartcard_Web_Server-V1_0-20061006-D.doc

	Submission Date:
	10 October 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Olivier YON, Gemalto-Axalto SA & Gemalto-Gemplus SA , olivier.yon@gemalto.com
Laurence BRINGER, Gemalto-Axalto SA & Gemalto-Gemplus SA , laurence.bringer@gemalto.com


	Replaces:
	n/a

	Linked
	


1 Reason for Change

The purpose of this CR is to allow applications providing dynamic content to be triggered on each request in a given URL sub-path (as permit by java Servlet® technology) and to specify how manage the priority between applications and static resources hosted by the SCWS.
It also specifies that an application may not give a response. In this case the request is forwarded to the next application or finally to a static resource.
The two main use-cases are:
· Reuse of the same Servlet on several paths (kind of file system virtualisation)

· Intercept requests to static files to count accesses (e.g. to track user usage of its portal).
Note:

A security policy shall be applied during the registration of the application URL in order to avoid un-trusted applications to intercept request dedicated to other applications. This is out of scope of this specification (dynamic content providing application registration is managed by ETSI SCP).

2 Impact on Backward Compatibility

Like no previous released version exists there is no backward compatibility issue.

3 Impact on Other Specifications

No other impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal Recommendation

Change 1:  in Section 6 Support for dynamic content
6. Support for dynamic content

Applications in the smart card, that are registered to the SCWS and are identified by an identifier, can be triggered by the SCWS. An application performs a specific task and may dynamically create content and return it to the SCWS. It SHALL be possible to invoke a smart card application to the SCWS by using a path defined by the card issuer. Parameters for the application can be passed in the URL or in the request body. It SHALL be possible to apply any syntax in the data part of the URL as long as it conforms to the URI specification [RFC 3986]. For example, the parameters in the URL start with the ‘?’ character and are being formatted as a series of name=value pairs, separated by the ‘&’ character. 

When invoked, an application that is registered to the SCWS, should have access to the following data:

· Request URI

· HTTP-version (e.g. HTTP 1.0 or HTTP 1.1)
· Method (e.g. GET, POST)
· Headers fields (e.g. request headers fields, general headers fields etc.)

· Message body

The application should be able to return the following data to the SCWS:

· Status-code

· Headers

· Message body
The SCWS SHALL integrate this data in the response to the HTTP client.

It should be possible for an application to be registered in order to intercept request on each URL of a given URL sub-tree (i.e. triggered on each request which start with the same URL prefix). In this case the application should have an access to Request URI or Request Headers (not the request message body). This request interception shall be permit prior access to static resources.
6.2 Application trigerring.
Upon receipt of a client request, the SCWS SHALL determines the application to which to forward it by using the path mapping procedure described below. 

The URL path mapping rules below are used in order. The first successful match is used with no further matches attempted:

1°) The container will try to find an exact match of the path of the request to the path of the application. A successful match selects the application.

2°) The container will recursively try to match the longest path-prefix. This is done by stepping down the path tree a directory at a time, using the ’/’ character as a path separator. The longest match determines the application selected.

3°) If the last segment in the URL path contains an extension (e.g. .jsp), the SCWS will try to match a application that handles requests for the extension. An extension is defined as the part of the last segment after the last ’.’ character.

4°) If neither of the previous three rules result in a application match, the SCWS will attempt to serve static content appropriate for the resource requested.

The container must use case-sensitive string comparisons for matching.
Please refers to the section 13.1.5.9 to see how map a request to an application.
Change 2:  Add sections in 13.1.5 Special admin commands that are used within a POST request
13.1.5.9 Map requests to dynsamic content providing application
This command is used for map a dynamic content providing application to incoming request providing a path triggering condition.

Command name is: map
	Parameter name
	Value

	mandatory/
optional

	appid
	Registered application identifier
	m

	path
	Application path triggering condition
	m


The SCWS SHALL support that the same application have several request mapping condition.

The path parameter SHALL be interpreted in the following way:

· A string beginning with a ‘/’ character and ending with a ‘/*’ suffix is used for path mapping.

· A string beginning with a ‘*.’ prefix is used as an extension mapping.

· All other strings are used for exact matches only. 
Please refers to section 6.1 application triggering for more information. 
The following error codes can be used (see 13.2.2):

· “0002 wrong parameter”

· “0003 wrong value”

· “0004 referenced data not found” (e.g. appid is not regiustered)

·  “0005 missing parameter or value”
Example:

	cmd=mappath&appid=application1&path=/app/application1/*


13.1.5.10 Unmap requests to dynamic content providing application
This command is used for un-map request to a dynamic content providing application.

Command name is: unmap

	Parameter name
	Value

	mandatory/
optional

	appid
	Registered application identifier
	m

	path
	Application path triggering condition
	o


If “path” is not present all the previous mapping created by the command “map” SHALL be removed. Else only the given condition SHALL be removed.
The following error codes can be used (see 13.2.2):
· “0002 wrong parameter”

· “0003 wrong value”

· “0004 referenced data not found” (e.g. appid is not registered or the given path was not previously mapped)

·  “0005 missing parameter or value”
Example:

	cmd=unmap&appid=application1





6 Recommendation

We kindly ask to the members of SEC-SCT to review this Change Request and to update the technical specification.
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