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1 Reason for Change

The purpose of this change request is to propose optional user self-care administrative commands to allow a use to manage its password from a web browser.

This is done by:

· Adding properties when creating a login-password credential to specify that the user could update it.
· Defining a new URL which handles user POST commands directly formatted from a browser.

2 Impact on Backward Compatibility

Like no previous released version exists there is no backward compatibility issue.

3 Impact on Other Specifications

No other impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal Recommendation

Change 1:  Change define user:

Define an user

This command defines a new user in the SCWS. This user definition unique in the whole server, and could be used in several realms of different resource publishing set (see Error! Reference source not found.). A user is a pair of login and password, it used for support basic and digest authentication as specified by [RFC2617].
Command name is: dusr

	Parameter name
	Value

	mandatory/
optional

	user
	User’s login
	m

	pwd
	User’s password
	m

	user-admin
	“true” or “false”
	o

	
	
	


If the specified user already exists the SCWS SHALL update it password value.

The SCWS MUST support that this command can be sent even before any resource publishing set is defined on the card.
If the user-admin parameter is set to true then user administration commands are authorized (see annex H). If this parameter is not present the default value is “false”.
The following error codes can be used (see Error! Reference source not found.):

· “0002 wrong parameter”

· “0003 wrong value”

·  “0005 missing parameter or value”
Example:

	cmd=dusr&user=James&pwd=XYZ675


Change 2:  Additional  annex:

Annex H:  User Self-Care Administration – Normative

A.1 Generalities

The SCWS MAY provide administrative commands to allow a user to administrate itself personal data through the browser. 

The scope of the user administrative commands is limited to the administration of features directly linked to the user such as the modification of its password. These operations may be possible directly from a web browser across HTML forms.

A SCWS that implements a user self-care administrative commands SHALL adhere to the specification defined in this annex.
A.1.1 User self-care administration request format

All the specifics SCWS user self-care administrative commands MUST be done with HTTP POST with:

· The abs_path part the URL MUST be “/SCWS/user-admin” 

· The entity-header-field “Content-Type” must be used. The value is “application/x-www-form-urlencoded".

· The entity-header-field “Content-Length” must be used. The value is the length of the message-body in bytes as a decimal number

· The message-body, in this case called “user-admin-command”, contains data that is interpreted by the admin-component of the SCWS.
· All parameters SHALL be case sensitive.
· The first parameter SHALL be a “cmd” parameter with a command value has described in this annex

· Other parameter SHALL be described as specified according the given “cmd” value.
The access to the user self-care administrative URI “/SCWS/user-admin” SHOULD be permitted only over HTTPS protocol.
A.1.2 User self-care administration response format

The response to a user self-care administrative command: 

· MUST  use a response status 303 “see other” (as specified by the [RFC2616]) 

· MUST contain a “Location” header with an URI specified in the section describing the given “cmd” parameter behaviour.

· SHOULD contain a short hypertext note with a hyperlink to the URI specified by the “Location” header.
Example - Informative:

	HTTP/1.1 303 See Other CRLF
Location: /redirection_uri CRLF
Content-Type: text/html CRLF
Content-Length: 68 CRLF
Host: anything CRLF
CRLF
<html><body><a href=”/redirection_uri”>Redirection</a></body></html>


A.2 Change password 

A.2.1 Description

This command is used to change an existing password.
For security reason:

· This command is possible for user created with the “user-admin” property set to “true” (see Error! Reference source not found.)
· The previous password value must be presented.

· 
A.2.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	cpw
	Change the given password

	login
	YES
	[loggin_value]
	Credential login value

	old
	YES
	[old_pasword]
	Old password value

	new
	YES
	[new password]
	New password value

	wrong
	YES
	[wrong_uri]
	Wrong Redirection URI 

	
	
	
	

	ok
	YES
	[succeed_uri]
	Succeed Redirection URI


The command shall be processed in the following way:
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Figure 1 Change user password command
A.2.3 Response message

The following URI SHALL be used in the redirection response (303):

· wrong_uri  if:

· Given old password doesn’t match.
· Given login could not be administrated by user (not created with “user-admin” flag).
· Given login doesn’t exist.
· The command could not be fulfilled.
· 
· succeed_uri if command succeed.

A.2.4 Example [Informative]

If the following HTML form is used on a web browser:
	<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.org/TR/html4/strict.dtd">

<html>

  <head>

    <title>

      User self Administration

    </title>

  </head>

  <body>

    <h1>Change Password</h1>

    <form name="Change Password" action= "http://127.0.0.1:3516/scws/user-admin" method="POST" enctype= "application/x-www-form-urlencoded" id="ChangePassword">

      <p>

        <input type="hidden" name="cmd" value="cpw">

        Loggin:<br>

        <input type= "text" name="login"><br>

        Old Password:<br>

        <input type="password" name="old"><br>

        New Password:<br>

        <input type="password" name="new"><br>

        <input type="submit" value="Change password"><br>

        <input type="hidden" name="wrong" value="/wrong.html">


        <input type="hidden" name="ok" value="/admin_ok.html">

      </p>

    </form>

  </body>

</html>


The browser may emit the given request:
	
POST /SCWS/user-admin HTTP/1.1 CRLF
Content-Type: application/x-www-form-urlencoded CRLF
Content-Length: xx CRLF
Host: anything CRLF
CRLF
cmd=cpw&login=john&old=1234&new=4321&wrong=%2Fwrong.html& ok=%2Fadmin_ok.html


May obtains the following response:
	HTTP/1.1 303 See Other CRLF
Location: /admin_ok.html CRLF
Content-Type: text/html CRLF
Content-Length: 77 CRLF
Host: anything CRLF
CRLF
<html><body><a href=”/admin_ok.html”>Change password result</a></body></html>


6 Recommendation

We kindly ask to the members of SEC-SCT to review this Change Request and to update the technical specification.
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