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1 Reason for Change

The purpose of this CR is to replace some “see below” sentences by the exact reference to the chapter describing the feature.
We also suggest in the Full Administration protocol chapter to reference the PSK-TLS implementation of this document (chapter 11.1.1) instead of referencing the OMA TLS profile. The OMA TLS profile is already referenced by the chapter 11.1.1.
2 Impact on Backward Compatibility

Like no previous released version exists there is no backward compatibility issue.

3 Impact on Other Specifications

No other impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal Recommendation

Change 1:  Update in Section 13.1.3 POST
13.1.3 POST

The POST request is used to send special administration commands to the SCWS as described below.

· The URL must be “/SCWS/admin”

· The entity-header-field “Content-Type” must be used. The value is “application/x-www-form-urlencoded".

· The entity-header-field “Content-Length” must be used. The value is the length of the message-body in bytes as a decimal number

· The message-body, in this case called “admin-body”, contains data that is interpreted by the admin-component of the SCWS. See ‎13.1.5 for the definition of the admin-body.

Change 2:  Update in section in 13.2 SCWS Responses to Administration commands
13.2 SCWS Responses to Administration commands

This chapter describes the responses of the SCWS to the received administration commands. Responses are sent using the “Administration protocols” that are described in the chapter‎ 13.3. There are two categories of responses, as described in the sub-chapters below.

Change 3:  Update in section 13.3.2.1
Administration session flow and behaviour using BIP 
13.3.2.1 Administration session flow and behaviour using BIP

The Full Administration Protocol SHALL be implemented with BIP client mode as defined in [TS 102.223]. For this purpose the smart card SHALL include an administration agent that SHALL connect to the remote administration server by opening a BIP TCP channel in client mode, as defined in [TS 102.223]. The administration agent SHALL perform the following tasks:

1. Open a BIP channel in TCP client mode with the remote administration server

2. Use PSK-TLS over this TCP channel to enable mutual authentication, confidentiality and integrity (using one of the cipher suites that are defined in the chapter ‎11.1.1.1). 
How shared keys are provisioned in both sides is beyond the scope of this specification.

3. After the TLS communication channel is established the card administration agent SHALL send an HTTP POST command (as defined in [Error! Reference source not found.])  in order to get the first admin command (as defined in [Error! Reference source not found.]):

Change 4:  Update in section 13.3.2.8
Retry management 
13.3.2.2 Retry management.

As soon as an administration session has been triggered and accepted by the card administration agent, this agent is responsible for the connection to the remote administration server and for the accomplishment of the session.

This means that if a communication error occurs during the processing of the administration flow (see description in [‎13.3.2.5]) the administration agent should try to reconnect according to a card issuer specific retry policy.

The retry policy may include the following:

· An end condition (e.g. number of retries) to be used to avoid network congestion by stale or inconsistent remote administration request.

· A time or counter or an event based retry policy if the BIP or TCP/IP connection attempt fails (like network congestion).

If the TLS session establishment fails for security/authorisation reason the administration session SHALL be immediately discarded.

If a communication breakdown occurs after valid requests have been exchanged between the card administration agent and the remote administration server, the card administration agent SHALL always use the resume mode (see description in [Error! Reference source not found.]).

6 Recommendation

We kindly ask to the members of SEC-SCT to review this Change Request and to update the technical specification.

�Refer to 13.1.5


�Refer to 13.3


�Refer to our PSK-TLS description in chapter 11.1.1.1


� Refer only to 13.3.2.6 
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