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1. Overall Description:

ETSI SCP TEC thanks OMA SEC-SCT for the LS on Smart Card Web Server (SCWS) in document SCPt070011. While discussing the requested action in this document (see separate response LS in document SCPt070060) SCP TEC came across the question how the credentials for TLS which is applied for the administration of the SCWS are provisioned to the SCWS.

The current SCWS draft specification (OMA-TS-Smartcard-Web-Server-V1_0-20061218-D, chapter 11) describes the security mechanisms for the SCWS: TLS_PSK and TLS with public key pair based on a certificate. According to the specification the keys shall be provisioned by the card issuer and shall be stored in a secure area. The provisioning of the keys is considered as out of scope of the SCWS specification.

SCP TEC wonders if OMA SEC-SCT considers the problem of the provisioning of keys for TLS as 

· a problem which shall be solved in a proprietary way by each card manufacturer,

· or if OMA SEC-SCT intends to specify it in another specification,

· or if OMA SEC-SCT intends to use mechanisms already specified (e.g. GlobalPlatform specifications),

· or if OMA SEC-SCT expects SCP TEC to define a mechanism for key provisioning along with the work for the SCWS API.

2. Actions: 
SCP TEC asks OMA SEC-SCT to:

· consider providing the necessary input to the next REQ meeting in order to introduce the requirement for provisioning the credentials for TLS used for the administration of the smart card web server into TS 102 412.

3. Date of Next EP SCP WGTEC/REQ Meetings:

SCP TEC Meeting #12 
19-23 March 2007
Sophia Antipolis, France

SCP REQ Meeting #13
16-18 April 2007
Madrid, Spain

