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1 Reason for Change

The purpose of this CR is to clarify the management of the Tag parameters defined in the TS SCWS Version 1.1. It should be mentioned that any Tag parameter can be present in 3 different resources: in the PUSH SMS, in the indicated configuration resource or in the default configuration resource. Moreover, the status (mandatory, optional, conditional) of each Tag parameter has to be explained to avoid some misunderstanding. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask to the members of SEC-SCT to review this Change Request and to update the technical specification.

6 Detailed Change Proposal
Change 1:  Chapter 13.3.2.4 Remote triggering of an administration session

13.3.2.4 Remote triggering of an administration session

To start an administration session an administration agent in the smart card needs to be triggered in order to start the administration session. A remote administration server, or a delegated authorized entity, SHALL trigger the administration session by sending a secure SMS to the smart card to tell an administration agent to start an administration session.

The OTA message that triggers an administration session is formatted according to [TS 31.115] and [TS 31.116] (or [C.S0078] [C.S0079] for 3GPP2) with authentication, integrity protection and sequence numbering (i.e. card shall reorder each part of Concatenated SMS if needed). The TAR of the envelope SMS PP Data Download command must be the TAR of the administration agent in the smart card.

The administration agent SHOULD be able to register several administration requests.

The administration agent SHALL return SIM BUSY status (9300) if it is not able to immediately store the administration request. This must be done prior to verifying [TS 31.115] security in to order avoid security counter de-synchronisation.

The administration agent will respond with a proof of receipt, if demanded in the received message as defined in [TS 31.115], (or [C.S0078] for 3GPP2) to indicate that the message was well received, well formatted and was correctly secured.

The Remote Administration Server SHALL include a Remote Administration Request data structure (see ‎13.3.2.9.1) in the data payload of the envelope SMS PP Data Download.

If a parameter (e.g. a TLV) is present in the configuration resource and also in the data payload of the envelope SMS PP Data Download then the parameter in the SMS SHALL be used.
If any parameter (e.g. a TLV)  is not present in the data payload of the envelope SMS PP Data Download the card Admin Agent must use the parameter value from the indicated configuration resource. If it is not present in the indicated configuration resource then the Admin Agent must use the parameter value in the default configuration resource.
Upon the reception of the above triggering command the administration agent SHALL start the administration session as described in [‎13.3.2.1].

The following are examples for the payload of a triggering SMS: 

Use default configuration resource:

	81 00 //Remote Administration Request


Use default configuration resource but with a different admin URI: “/otherurl”

	81 0F //Remote Administration Request
83 0D //Admin Agent configuration parameters

     89 0B // Agent HTTP POST parameters
8C 09 2F 6F 74 68 65 72 75 72 6C //Administration URI parameter 


Use configuration resource “/scws-admin-agent/config-resource ” but with a different admin URI: “/otherurl”

	81 27 //Remote Administration Request

        82 20 73 63 77 73 2D 61 64 6D 69 6E 2D 61 67 65 6E 74 2F 63 6F 6E 66 69 67 2D 72 65 73 6F 75 72 63 65 
            // Configuration resource URL: “/scws-admin-agent/config-resource ”

83 0D //Admin Agent configuration parameters

    89 0A // Agent HTTP POST parameters8C 09 2F 6F 74 68 65 72 75 72 6C   //Administration URI parameter: “/otherurl”


Change 2:  Chapter 13.3.2.9 Tag descriptions
13.3.2.5 Tag descriptions

All the following Tags are defined using the same coding as the [TS 101 220] COMPREHENSION-TLV data objects and must be found in the data payload of the envelope SMS PP Data Download, in the indicated configuration resource or in the default configuration resource as described in [13.3.2.4].
Each TLV element may be found in the corresponding structure according to the following rules:
The M status indicates a mandatory entity in the TLV in which it is found (e.g. the tag of TLV, the retry counter of retry policy parameter)
The O status indicates an optional entity e.g. it could be absent from all configuration resources and also from the data payload of the envelope SMS PP Data Download.

The C status indicates a conditional entity e.g. it must be present at least in one of the configuration resources or in the data payload of the envelope SMS PP Data Download.


13.3.2.5.8 Remote Administration request

The Remote administration request TLV is present in an SMS that triggers a remote administration session 

	Description
	M/O/C
	Length

	Remote administration request tag
	M
	1

	Length (A+B)
	M
	1,2 or 3

	Configuration Resource URL
	O
	A

	Admin Agent configuration parameters
	C
	B


· Configuration Resource URL:
If not present the SCWS admin agent shall use default configuration resource defined by the card issuer.

· Admin Agent configuration parameters: 
These parameters have higher priority than the corresponding parameters in the used configuration resource.
13.3.2.5.9 Configuration Resource URL parameter

The Configuration Resource URL parameter TLV defines the configuration resource to use.

	Description
	M/O/C
	Length

	Configuration Resource URL parameter tag
	M
	1

	Length (A)
	M
	1,2 or 3

	URL
	M
	A


· URL:
Absolute path URL of a configuration resource inside the SCWS (see [‎13.3.2.3]).
The SCWS agent SHALL support URL Length of at least 1024 bytes.

13.3.2.5.10 Admin Agent configuration parameters
The Admin Agent configuration parameters TLV is used to configure an administration session between the admin agent and a remote administration server.

	Description
	M/O/C
	Length

	Admin Agent configuration parameters tag
	M
	1

	Length (A+B+C+D)
	M
	1,2 or 3

	Connection parameters
	C
	A

	Security parameters
	C
	B

	Retry Policy parameters
	C
	C

	Agent HTTP POST Parameters
	C
	D



· 
· 
· 
13.3.2.5.11 Connection parameters

The connection parameters TLV embeds all the needed parameters to establish a point to point TCP connection between the Administration Agent and the Remote administration server.

	Description
	M/O/C
	Length

	Connection parameters tag
	M
	1

	Length (A)
	M
	1 or 2

	Set of any comprehension TLV needed to open the TCP connection.
	M
	A


If the connection between the Admin Agent and the remote administration server is done over BIP, once merged with the configuration resource, the data SHALL contain all needed COMPREHENSION-TLV data objects that are defined for OPEN CHANNEL in [TS 102 223].

13.3.2.5.12 Security parameters

The security parameters TLV is used for configuring the TLS layer.

	Description
	M/O/C
	Length

	Security parameters tag
	M
	1

	Length (1+A+1+B)
	M
	1, 2 or 3

	Length of PSK-Identity
	M
	1

	PSK-Identity
	M
	A

	Length of Key-Identifier
	M
	1

	Card Key-Identifier
	M
	B


· PSK-Identity:
The PSK identity is an opaque string defined by [PSK-TLS]. It is used by the remote server to indicate the PSK identity to be used during the TLS session. 
The SCWS admin agent SHALL support a PSK Identity length of at least 32 bytes.

· Card Key-Identifier: 
The Card Key Identifier is an opaque string that is used internally in the smart card to find the key value to be used in the TLS session
The SCWS admin agent SHALL support a Card Key-Identifier length of at least 32 bytes.

13.3.2.5.13 Retry policy parameters

The retry policy parameters TLV is used by the administration agent in case of administration session failure.

	Description
	M/O/C
	Length

	Retry policy tag
	M
	1

	Length (2+5+A)
	M
	1

	Retry counter 
	M
	2

	Retry waiting delay
	C
	5

	Retry report failure SMS-MO
	O
	A


· Retry counter: 
Unsigned short initial value of the retry counter used by the retry policy. 

· Retry waiting delay:
Definition of the time to wait between two retries. This parameter is in the same format as the “timer” Comprehension TLV definition in [TS 102 223]. 
Due to the clock-less and removable design of the smart card, the remote administration server shall only consider it as the minimum time the card administration agent has to wait and not the exact time when the session will be resumed. 

13.3.2.5.14 Retry failure report SMS-MO

If this TLV is present then the administration agent SHALL send an SMS-MO in case of an abort of an administration request (as defined in section ‎13.3.2.8).

	Description
	M/O/C
	Length

	Retry failure report SMS-MO tag
	M
	1

	Length (A+B+C)
	M
	1

	TP-Destination Address parameter
	O
	A

	Service Center Address
	O
	B

	Alpha Identifier
	O
	C


· TP-Destination Address parameter (see ‎13.3.2.9.13):
If no TP-Destination Address is present in this TLV, it SHALL be extracted from the TP-Originating Address of the trigger SMS.

· Service Center Address:
The Service Center Address. This parameter is in the same format as the “address” Comprehension TLV definition in [TS 102 223].

· Alpha ID:
The Alpha identifier to use during the administration failure report SMS-MO emit. This parameter is in the same format as the “Alpha Identifier” Comprehension TLV definition in [TS 102 223].

All the other parameters (as defined in [TS 23.040] ), which are needed to submit the Retry failure report SMS-MO SHALL be extracted from the trigger SMS.

13.3.2.5.15 Administration failure report

The administration failure report TLV is present in the SMS-MO send to the administration server in case of an abort of an administration request (as defined in section ‎13.3.2.8).

	Description
	M/O/C
	Length

	Admin agent failure report Tag
	M
	1

	Length (1+A+B)
	M
	1

	Error code
	M
	1

	Failure Report Contextual message.
	O
	A

	Current Administration URI
	O
	B


· Error Code:
Specifies the layer where the error occurred when the retry limit was reached (so only the last error is returned):

· 0x01 : Communication establishment failed (e.g. Open Channel Error)

· 0x02 : TLS Error

· 0x03 : Connection lost (e.g. BIP Channel Error)

· 0x04 : Remote administration server error

Failure Report Contextual message (see ‎13.3.2.9.14):
Contextual message gives some additional diagnostic information depending on the type of the error.

Current Administration URI:
Gives the current administration address used when the retry limit was reached. This TLV has the same format as the Administration URI parameter (see ‎13.3.2.9.12).

In order to avoid concatenation of SMS-MO the admin agent may truncate the value of the URI. 

Example:

An administration session which fails in “404 Not Found” during the access of a very long Administration URI “/administration/remote/server/verylonguri?param=xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxyyyyy” could generate the following truncated failure report:

	08 7D // Admin agent failure report

04 // Remote administration server error

           0E 03 34 30 34  // Contextual message “404”   
0C 75 //Administration URI parameter truncated to 117 bytes
2F 61 64 6D 69 6E 69 73 74 72 61 74 69 6F 6E 2F 72 65 6D 6F 74 65 2F 73 65 72 76 65 72 2F 76 65 72 79 6C 6F 6E 67 75 72 69 3F 70 61 72 61 6D 3D 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78 78


13.3.2.5.16 Agent HTTP POST parameters

The Agent HTTP POST parameters TLV defines all parameters needed to send a POST request to the admin server.

	Description
	M/O/C
	Length

	Agent HTTP POST parameters tag
	M
	1

	Length (A+B+C)
	M
	1,2 or 3

	Administration Host parameter
	C
	A

	Agent ID parameter
	C
	B

	Administration URI parameter
	C
	C


13.3.2.5.17 Administration Host parameter

The Administration Host parameter TLV defines the Host header value to be used in the Admin Agent POST request (see ‎13.3.2.6.1).

	Description
	M/O/C
	Length

	Administration Host parameter Tag
	M
	1

	Length (A)
	M
	1

	Host
	M
	A


· Host:
Host header value (as defined by [RFC 2616]) with the name of the administration server.
The SCWS admin agent SHALL support a Host length of at least 32 bytes.

13.3.2.5.18 Agent ID parameter

The Agent Id parameter TLV defines the value to be used in the ‘From’ header in a POST request to an admin server (see ‎13.3.2.6.1).

	Description
	M/O/C
	Length

	Agent ID parameter  Tag
	M
	1

	Length (A)
	M
	1

	From ID
	M
	A


· From ID:
From header value (as defined by [RFC 2616]) with the ID of the admin Agent.
The SCWS admin agent SHALL support a Host length of at least 32 bytes.

A good practice is to use the smart card ICCID to allow immediate identification of the card by the remote administration server. If the ICCID is used, it SHALL be formatted as a 19 or 20 byte long string (decimal digits, with check digit, without padding character). Note: the nibbles of the value extracted from the EF-ICCID [TS 102 221] are swapped)

13.3.2.5.19 Administration URI parameter

The Administration URI parameter TLV defines the URI value to be used in a POST request to an admin server (see ‎13.3.2.6.1).

	Description
	M/O/C
	Length

	Administration URI parameter Tag
	M
	1

	Length (A)
	M
	1,2 or 3

	URI
	M
	A


· URI:
The URI value to set in the Admin Agent Post request.
This URI SHALL be an absolute path (as defined by [RFC 2616]) and may contain query parameters.
The SCWS admin agent SHALL support a URI length of at least 1024 bytes.

13.3.2.5.20 TP-Destination Address parameter

The TP-Destination Address parameter TLV defines the TP-Destination Address value to be used in SMS-MO in case of an abort of an administration request (as defined in section ‎13.3.2.8).

	Description
	M/O/C
	Length

	TP-Destination Address parameter Tag
	M
	1

	Length (A)
	M
	1

	TP-Destination Address
	M
	A


· The TP-Destination Address value as defined in [TS 23.040].

13.3.2.5.21 Failure Report Contextual message

The Failure Report Contextual message Tag TLV defines additional diagnostic information to be used in SMS-MO in case of an abort of an administration request (as defined in section ‎13.3.2.8).

	Description
	M/O/C
	Length

	Failure Report Contextual message Tag
	M
	1

	Length (A)
	M
	1

	Contextual message
	M
	A


Contextual message gives some additional diagnostic information depending on the type of the error (see ‎13.3.2.9.8):

· If error code = 0x01 : the Terminal Response of the Open Channel Command

· If error code = 0x02 : None

· If error code = 0x03 : Channel Status

If error code = 0x04:  HTTP Error code returned by the remote administration server.
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