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1 Reason for Change

This change request concerns Annex G. SCWS content Audit. It clarifies that when the audit commands are performed by a trusted entity, then the audit data retrieved are only related to the resources allocated to this entity (i.e. to the associated administration agent). 
2 Impact on Backward Compatibility

These changes have no backward compatibility issue as they are only clarifications.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to update the technical specification accordingly.

6 Detailed Change Proposal

Change 1:  Editorial correction and clarifications in chapter G.1 Generalities
G.1 Generalities

The SCWS MAY provide administrative commands to allow a remote administration server to audit the SCWS content. This audit capability is useful when having multiple separated administration servers. It allows re-synchronisation between the remote servers and the SCWS, and to do diagnosis of the state of the SCWS in case of unexpected card behaviour. A SCWS that implements a SCWS content audit SHALL adhere to the specification in this annex.

Audit commands SHALL NOT be accessible by non authorized entity (i.e. only with admin authentication). 
Audit commands SHALL be “safe” and “idempotent” meanings that they shall not take an action other than retrieval (see [HTTP/1.1]).
G.1.1 Content audit request format

SCWS content audit commands MUST be sent with HTTP GET as follows:

· The abs_path part of the URL MUST be “/SCWS/admin” (same URL as defined in section 13.1.3)

· The First Query parameter MUST always be “cmd” with a value defined in this appendix for selecting a specific audit command.

· All query parameters SHALL be case sensitive

· No message-body may be present.

Example:
	
GET /SCWS/admin?cmd=dir&uri=/meteo /HTTP/1.1  CRLF
Host: anything CRLF 
CRLF


If the full administration protocol is used and if a query parameter of the administration command is an URI, the request SHALL be rejected if the card administration agent involved in the exchanges is not allowed to access this URI.

G.1.2 Content audit response format

SCWS content audit response SHALL be sent within the HTTP response with:

· The content type SHALL be “text/xml” (see [XML Media Type]).

· A message-body MUST be present. 
· The message-body MUST be a well-formed XML validating the DTD (see [XML 1.0]) corresponding to the audit command specified by the “cmd” query parameter of the incoming request. 
· Specific errors may be coded by using the error HTTP status code 403 Forbidden.
The response to an audit request contains only data related to the administration agent involved in the exchange (i.e. protection sets or users defined for this administration agent, URIs accessible by this administration agent).
Change 2:  Clarifications in chapter G.2.3 Memory
G.2.3
  Memory
G.2.3.1 Description

This command retrieves the global amount of used and available memory of the server for storing static pages using PUT command. 

Note: Depending of internal implementation (memory allocation granularity, storage of headers and system information), it may not be possible to exactly compute the amount of free memory. So there is no success guaranty when trying to put a resource with a size close to free memory size.

G.2.3.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	mem
	Select the mem command


G.2.3.3 Response message

The command returns XML content with:

· Integer value of the amount in byte of free memory available for SCWS static pages (tag <a>).

· Integer value of the amount of memory that is used by the SCWS for static pages (tag <u>).

The XML must validate the following DTD:
	<!--Root -->
<!ELEMENT r (a,u) >
<!--Integer value of the remaining available memory for SCWS in bytes-->
<!ELEMENT a (#PCDATA) > 
<!--Integer value of the memory used by the SCWS in bytes -->
<!ELEMENT u (#PCDATA) > 


Change 3:  Editorial in chapter G.2.2 Static page properties
G.2.2
  Static page properties
There is no need for a specific command to audit static page properties like size because the HTTP HEAD request will return all useful entity/general HTTP headers concerning this resource.

 
Change 4:  Clarification in chapter G.3 Protection set audit
G.2 Protection set audit

G.2.1 User's list

G.2.1.1 Description

This command gets all users owned by the current administration agent.

G.2.1.2 Request query parameters

	Name
	Required
	Value
	Description

	Cmd
	YES
	Lusr
	Select the command list user


G.2.1.3 Response message

The command returns XML content with:

· Set of user login (tag <l>).

The XML must validate the following DTD: 
	<!-- Root -->
<!ELEMENT r (l)* >
<!-- User login Name -->
<!ELEMENT l (#PCDATA) >


Change 5:  Clarification in chapter G.3.2 Resource Protection Set's list
G.2.2 Resource Protection Set's list

G.2.2.1 Description

This command retrieves all resource protection sets owned by the current administration agent.

G.2.2.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	Lps
	Select the command


G.2.2.3 Response message

The command returns XML content with:

· Set of resource protection set id(tag <i>).

The XML must validate the following DTD: 


	<!-- Root -->
<!ELEMENT r (i)* >
<!-- resource protection set id -->
<!ELEMENT i (#PCDATA) >


Change 6:  Clarification in chapter G.3.3 Resource Protection Set
G.2.3 Resource Protection Set

G.2.3.1 Description

This command gets Resource Protection Set information.

G.2.3.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	ps
	Select the command

	psid
	YES
	[ps_identifier]
	Protection set identifier


G.2.3.3 Response message

The command returns XML content with:

· Protection set identifier (tag <i>)

· Authorized protocol under this protection set (tag <p>)

· The Realm name (tag <n>)

· Authentication type (tag <t>)

· Set of registered user login (tag <l>).

The XML must validate the following DTD: 

	<!-- Root -->
<!ELEMENT r (i,p,(n,t,l*)?) >
<!-- Protection set identifier -->
<!ELEMENT i (#PCDATA) > 
 
<!-- Protocol used by the realm : 'http', 'https' or 'admin' -->
<!ELEMENT p (#PCDATA) > 
<!-- Realm name -->
<!ELEMENT n (#PCDATA) >
<!-- Authentication type: 'basic' or 'digest' -->
<!ELEMENT t (#PCDATA) > 
<!-- User login -->
<!ELEMENT l (#PCDATA) >


HTTP error status code 403 (Forbidden) SHALL be returned if:

· the psid is incorrect (null or empty)

· the psid doesn’t exist for the current administration agent
Change 7:  Clarification in chapter G.3.4 Protected URI sub-tree list
G.2.4 Protected URI sub-tree list

G.2.4.1 Description

This command gets all URI sub-trees protected by a protection set owned by the current administration agent..

G.2.4.2 Request query parameters

	Name
	Required
	Value
	Description

	Cmd
	YES
	Lpr
	Select the command


G.2.4.3 Response message

The command returns XML content with:

· Set of URI sub tree protection set definition (tag <p>) with

· The given protected URI sub-tree prefix (tag <u>).

· The associated protection set id (tag <i>).

The XML must validate the following DTD: 


	<!-- Root -->
<!ELEMENT r (p*) >
<!— protected sub tree definition-->
<!ELEMENT p (i,u) >
<!-- Protection set identifier -->
<!ELEMENT i (#PCDATA) > 
<!-- sub-tree uri -->
<!ELEMENT u (#PCDATA) >


Change 8:  Clarifications in chapter G.4 Registered application audit
G.3 Registered application audit

G.3.1 Registered application list

G.3.1.1 Description

This command retrieves the list of applications that are registered on an URI owned by the current administration agent. 

G.3.1.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	lapp
	Select the command


G.3.1.3 Response message

The command returns XML content with:

· A list of applications that are registered to URIs owned by the current administration agent (tag <a>):

The XML must validate the following DTD: 

	<!-- Root -->
<!ELEMENT r (a*) >
 
<!-- application identifier used for SCWS registration-->
<!ELEMENT a(#PCDATA) > 


Change 9:  Clarifications in chapter G.4.2 Registered application information
G.3.2 Registered application information

G.3.2.1 Description

This command retrieves all information related to a given application registered to the administration agent.. 

G.3.2.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	App
	Select the command

	appid
	YES
	[app_identifier]
	The application identifier


G.3.2.3 Response message

The command returns XML content with:

· Selected application identifier (tag <a>)

· List of intercept URI triggering condition (tag <i>) mapped on this application (see section 13.1.5.9).

· List of content providing URI triggering condition (tag <u>) mapped on this application (see section 13.1.5.9).

The XML must validate the following DTD: 

	<!-- Root -->
<!ELEMENT r (a,i*,u*) >
<!-- application identifier used for SCWS registration -->
<!ELEMENT a(#PCDATA) >
<!-- Interception application URI triggering condition-->
<!ELEMENT i(#PCDATA) > 
<!-- Content providing application URI triggering condition-->
<!ELEMENT u(#PCDATA) > 
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